DESCRIPTION OF CROWDSTRIKE FALCON SERVICES PROVIDED: CrowdStrike relies on its Falcon Platform
application and infrastructure, a scalable cloud architecture that correlates intelligence and security events in
real-time from its global network of sensors and provides insight into adversary activities and impact from
their attacks. By storing and analyzing vast amounts of event data in a scalable elastic cloud, CrowdStrike is
able to identify targeted attacks in real-time. This intelligence repository is constantly minded and advanced
analytics are used to obtain insight into cyberthreats.

The Falcon Platform suite includes the following offerings (which are subject to change without notice):

SERVICES
Falcon Prevent

DESCRIPTION

Next-Generation
Antivirus

OFFERINGS

Machine learning-driven malware protection

Unique Indicator of Attack (IOA) behavioral blocking

Prevention of privilege escalation, ransomware, and zero-day exploits
Signature-less malware protection

Attach time visibility and data

Falcon Insight

Endpoint Detection
& Response

Unique Indicator of Attack (IOA) behavioral blocking

Real-time visibility of security-related endpoint activity

Quick search to discover and investigate current and historic endpoint
activity

Events can be contextualized by threat intelligence, providing
attribution, and additional information about the attack

Falcon Device
Control

USB Device Control

Automatic visibility to monitor how USB devices are used in
Customer’s environment

Determine what devices are allowed or restricted and the granular
level of access granted to each

Falcon Overwatch

Managed Threat
Hunting

A global team of advisory hunters, monitoring 24/7

Reduce alert fatigue with proactive notification and actionable alerts
Leverage the “power of the crowd” to identify new and emerging
threats

Falcon Discover

IT Hygiene

Real-time system inventory of all managed and unmanaged endpoints
in the environment

Real-time application inventory of all applications in the environment
Discovery API allowing integration with other IT tools to remediate
unmanaged systems and unwanted applications

Falcon Spotlight

Real-time visibility
and inventory

Gain real-time and historical visibility into your assets and applications
View of managed and unmanaged devices in the environment

See where privileged accounts are being accessed

Find out what application users are running

Falcon X

Cyber Threat
Intelligence

In-depth cyber security analysis and reporting

Attack attribution and identification of unique adversary tactics,
techniques, and procedures

Customizable feeds and API supporting a wide range of formats
80-plus adversaries tracked

Tailored intelligence providing visibility into important events

CrowdStrike also can provide remote resources to aid Customers’ installation, configuration, upgrade and /or
support of the above offerings.



