Palo Alto Networks Next Generation Firewall License Subscriptions

Next Generation Firewall License Subscriptions provide the following additional functionality to
Palo Alto Networks Next Generation Firewalls:-

License Description

Autofocus Graphical analysis of firewall traffic logs and ability to identify potential risks
to your network using threat intelligence from the AutoFocus portal.

Virtual System Enables support of firewalls that support virtual systems.

Palo Alto Networks Panorama

Panorama network security management enables you to provision firewalls centrally and use its
functionality to create effective security rules as well as gain insight into network traffic and
threats. As a centralized management system, it provides global visibility and control over
multiple Palo Alto Networks next generation firewalls.

Palo Alto Networks Prisma Access

Prisma Access enables consistent security by safely enabling your users to access cloud and
data center applications as well as the internet whether they are at your headquarters, branch
offices, or on the road. Prisma Access consistently inspects all traffic across all ports, enabling
secure access to the internet, as well as to your sanctioned Saa$S applications, public cloud
environments, and data centers and headquarters.

Palo Alto Networks Prisma SaaS

Prisma Saa$ security service allows you to govern sanctioned SaaS application usage across all
users in your organization to prevent the risk of breaches and non-compliance. It scans and
analyzes all your assets and applies policy to identify potential risks associated with each asset.
The service also performs deep content inspection and protects both your historical assets and
new assets from malware, data exposure, and data exfiltration.



Palo Alto Networks Prisma Cloud

Prisma Cloud provides visibility and threat detection to mitigate risks and secure workloads in a
heterogeneous environment (hybrid and multi-cloud) with a single integrated platform by
providing:

e visibility, automation, detection and response across any compute, network or cloud
service, with hundreds of out-of-the-box governance policies that help ensure
compliance and enforce good behavior, and

e continuous vulnerability management and automated risk prioritization.

Cortex Data Lake

Cloud-based, centralized log storage and aggregation of the context-rich enhanced network
logs generated by Palo Alto Networks security products, including Prisma Access.

Palo Alto Networks Cortex

Underpinned by Cortex Data Lake Cortex provides centralized analysis, reporting, and forensics
across all users, applications, and locations.

e Cortex XDR applies machine learning at cloud scale to network, endpoint, and cloud
data, to enable you to quickly find and stop targeted attacks, insider abuse, and
compromised endpoints.

e Cortex XSOAR is an orchestration engine that is designed to automate security product
tasks and human analyst tasks / workflows to help security teams build future proof
security operations.

Palo Alto Networks Enterprise License Agreements

Enterprise License Agreements are volume licensing arrangements that can help
organizations buy, consume, and manage the above Palo Alto Networks portfolio of
services. Certain services and features may not be available or may not be available in
all jurisdictions for access through an Enterprise License Agreement.

Palo Alto Networks Premium Success Plans

Where available with an offering, Standard Success Plans are included with a license
subscription purchase. Standard Success Plans may include access to the product support
portal, online access to all applicable support documentation, quick start guides and best
practice guides and online training materials like PDFs and videos.

Premium Success Plans, purchased as an add-on to your subscription, include all of the
elements of a Standard Success Plan plus additional elements, such as guided on-boarding /
implementation, technical support via telephone and access to a customer success team.



Key elements of Customer Success Plan offerings are further described below through Palo Alto
Network’s datasheets, but specific offers and features are subject to change:

Success Plan: Palo Alto Networks Datasheet:

Prisma Cloud Success | https://www.paloaltonetworks.com/resources/datasheets/prisma-cloud-
Plans customer-success-plans-combined

Prisma Access https://www.paloaltonetworks.com/resources/datasheets/prisma-access-
Premium Success premium-success-plan

Plan

Cortex XDR Premium | https://www.paloaltonetworks.com/resources/datasheets/cortex-xdr-cs

Success Plan

Cortex XSOAR https://www.paloaltonetworks.com/resources/datasheets/demisto-
Premium Success customer-success
Plan

Palo Alto Networks Quick Start Services

Palo Alto Networks experts guide you through implementation and deployment of applicable
Palo Alto Networks products. Quick Start Services typically include project management,
planning, configuration, validation, documentation, and knowledge transfer. More detailed
information regarding specific Quick Start Services purchased by Customer may be found in the
applicable Service Description, which is a document that outlines the scope of work, deliverables,
and project timeline for each service offering. Service Descriptions for each of the Palo Alto
Networks service offerings can be found
at https://www.paloaltonetworks.com/services/consulting/servicedescriptions.
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