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INTRODUCTION TO THIS POLICY

This EU Binding Corporate Rules Controller Policy and its Appendices (together the "Policy")
establish the approach taken by Verizon Business Group (previously referred to as Verizon
Enterprise Solutions) (“Verizon") to the protection and management of personal information
globally by Verizon EU BCR-Controller group members ("Group Members") when processing that
information for their own purposes or as a processor on behalf of another Group Member.

Verizon provides a cloud based platform to deliver IT, security, mobility and managed solutions to
corporate and government customers. It has a global network that reaches more than 150
countries, with Verizon Communications, Inc. as parent company.

In addition to other definitions provided under this Policy, the following further terms will have the
meanings ascribed to them below. Terms not defined below or elsewhere in this Policy will have
the meaning given them in the GDPR:

"competent supervisory authority” means a supervisory authority which has jurisdiction in
relation to the activities of a controller or processor under European data protection law in a
particular Member State;

"controller” means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
information;

"Europe" means the countries in the European Economic Area ("EEA") plus Switzerland;

"European data protection law" means the GDPR and any data protection law of a European
Member State and Switzerland, including local legislation implementing the requirements of the
GDPR, including subordinate legislation, in each case as amended from time to time;

"Exporting Entity" means a Group Member established in Europe that is processing personal
information as a controller and transferring such personal information to an Importing Entity
under this Policy;

"GDPR" means European Union (EU) Regulation 2016/679 (the General Data Protection
Regulation);

"Importing Entity" means a Group Member established outside Europe receiving personal
information directly from an Exporting Entity or via another non-European Group Member under
this Policy;

"lead supervisory authority" means, for the purposes of this Policy, the Irish supervisory
authority known as the Data Protection Commission;

“Local Data Protection Law” means any applicable local and national data protection law of a
third country.

"onward transfer" means a transfer by an Importing Entity to a third party located outside
Europe (in the same country as the Importing Entity or in another third country);

"personal information" means any information subject to European data protection law which
relates to an identified or identifiable natural person, being one who can be identified, directly or
indirectly, in particular by reference to an identifier such as name, an identification number
and online identifier or to one or more factors specific to the physical, physiological, genetic,
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mental, economic, cultural or social identity of that natural person. Such natural person includes
past, present and prospective employees and contractors, customers receiving services from
Verizon, suppliers (for example, vendors providing HR services on behalf of Verizon) and
customers' and suppliers' end-users  (each referred to as an "individual” in this Policy);

"processing” means any operation or set of operations which Verizon performs on personal
information or on sets of personal information, whether or not by automatic means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, uses, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction;

"processor" means a natural or legal person, public authority, agency or another body which
processes personal information on behalf of the controller;

"profiling” means any form of automated processing consisting of the use of personal
information to evaluate certain personal aspects relating to a natural person, in particular to
analyse or predict aspects concerning that individual's performance at work, economic situation,
health, personal preferences, interests, reliability, behaviour, location or movements;

"special categories of personal information” means personal information revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership,
genetic data, biometric data processed for the purpose of uniquely identifying an individual, data
concerning health or data concerning a natural person's sex life or sexual orientation; and

"supervisory authority” means an independent public authority established by a Member State
pursuant to Article 51 of the GDPR.

This Policy applies to all personal information which is transferred from Exporting Entities to
Importing Entities.

This Policy applies to all such personal information processed by Verizon (i) in the course of
customer and supplier management (including end-users of Verizon's products and services), and
(ii) which relates to employees and contractors.

Group Members and their employees must comply with and respect this Policy when processing
personal information for their own purposes and as a processor on behalf of another Group
Member.

This Policy does not replace any specific data protection requirements that might apply to a
business area or function.

This Policy and a list of Group Members is published on the website accessible at
https://www.verizon.com/about/privacy/binding-corporate-rules.
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PART I: BACKGROUND AND ACTIONS
WHAT IS DATA PROTECTION LAW?

European data protection law gives people the right to control how their personal information is
processed. When Verizon processes the personal information of individuals this is covered and
regulated by European data protection law.

Under European data protection law, when an organisation processes personal information for its
own purposes, that organisation is deemed to be a controller of that information and is therefore
primarily responsible for meeting the legal requirements. So for example, where we are an
employer, we will be the controller of the personal information that we process about our
employees.

When, on the other hand, an organisation processes information on behalf of another entity (for
example, to provide a service), the former is deemed to be a processor of the information and the
latter will be primarily responsible for meeting the legal requirements.

HOW DOES DATA PROTECTION LAW AFFECT VERIZON INTERNATIONALLY?

European data protection law does not allow the transfer of personal information to countries
outside Europe that do not ensure an adequate level of data protection. Some of the countries in
which Verizon operates do not provide an adequate level of protection for individuals' data privacy
rights under European data protection law.

WHAT IS VERIZON DOING ABOUT IT?

The purpose of this Policy is to set out a framework to satisfy the standards contained in European
data protection law and, as a result, provide an adequate level of protection for all personal
information which is transferred from Exporting Entities to Importing Entities.

This Policy is legally binding and applies to all Group Members and their employees where those
Group Members process personal information both manually and by automatic means, and
requires that Group Members who process personal information as a controller, or as a processor
on behalf of a controller Group Member, comply with the Rules set out in Part Il of this Policy (as
applicable) together with the policies and procedures set out in the appendices in Part 1l of this
Policy.

For completeness, Group Members (and their employees) must comply with the EU Binding
Corporate Rules Processor Policy when they process personal information as a processor for a
controller which is not a Group Member. Some Group Members may act as both a
controller/processor for another Group Member and as a processor for a controller that is not a
Group Member, and must therefore comply with this Policy and also the EU Binding Corporate
Rules Processor Policy as appropriate.

WHAT IS THE SCOPE OF THE POLICY?

Categories | Categories of personal | Purposes of | Third countries
of data | information processing for transfers
subjects
Customers |e Contact names Customer management | Transfers of
e Addresses including: billing, | personal
e Contact telephone numbers marketing, providing, | information
e Email addresses evaluating and | made from
e Bank account numbers monitoring the quality | Exporting
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e Directors’ details including | of products and | Entities to
names, professional | services, providing | Importing
addresses and dates of birth training and customer | Entities
e |P addresses support services, and | including:
e Call detail records (CRDs) IT development and | e Australia
e Audio and images in | security. °
connection with recorded calls e Brazil
including video calls e Canada
e Data collected for customer e Chile
support e Hong Kong
e Username and passwords e India
e Level of responsiveness to e Japan
marketing e Korea
e CCTV images from Verizon e Malaysia
premises e Mexico
Suppliers e Company contact information | Supplier management : Peru
including names, professional | including: supply chain | The
addresses and telephone | accounts and record Philippines
numbers of company contacts | keeping. e Singapore
e Directors' information including .
names, professional ® Talvyan
addresses and dates of birth ° Thglland
e United
e Audio and images  in Kingdom
connection with recorded calls e United
including video calls States of
e CCTV images from Verizon America
premises
Employees |e Name Operational purposes
and e Address including: emergency
Contractor |e Date of birth contact; compliance
s e Photograph with mandatory
e Marital status reporting  obligations
e Sexual orientation and other regulatory
e Race/Ethnicity requirements;
e Next of kin investigations relating
e Contact telephone number to fraud and disciplinary
e Email address matters; management
e Email and IP traffic of workforce; diversity
e Unique identifiers of company- | reporting; the operation
issued devices of internal  global
) ) | employee contact
e Audio .and. images in directories:
_conne.ctlon- with recorded calls administration: the
mcludmg video calls ' management of
° CCT\_/ images from Verizon training; payroll and
premises i benefit administration;
° Educ.:z.;ltlo?al history  and and recruitment and
qualifications performance and talent
e Results of backgroynd checks management.
e Bank account details
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National identity and/or social
security number

Driving licence details
Passport details

Health information and health
records

Salary and bonus details
Information relating to
performance and conduct
Pension contributions
Membership of benefits
schemes including private
health schemes

Areas of expertise
disciplinary information

and

End users

Name

Contact information
Date of birth
Occupation/employment
Marketing preferences
Survey information and
responses and images

Customer and supplier
management including:
enabling Group
Members to provide
services to customers
or to benefit from the
services provided to
Verizon by suppliers.

e |P addresses, phone numbers
and call detail records (CDRS)

FURTHER INFORMATION

If you have any questions regarding the provisions of this Policy, your rights under this Policy or
any other data protection issues, you can contact Verizon's Senior Director, International Privacy
at the address below, who will either deal with the matter or forward it to the appropriate person or
department within Verizon.

Attention: Senior Director, International Privacy

Email: EMEAdataprotection@verizon.com

Telephone: +353 01 246 8000

Address: Verizon, 2nd Floor Boru House Block T, East Point Business Park,
Dublin DO3 R6C6, Republic of Ireland

The Senior Director, International Privacy is responsible for ensuring that changes to this Policy
are notified in accordance with Appendix 7.

If you are unhappy about the way in which Verizon has processed your personal information,
Verizon has a separate complaint handling procedure which is set out in Part Ill, Appendix 5.


mailto:EMEAdataprotection@verizon.com
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PART II: CONTROLLER OBLIGATIONS

This Policy applies in all cases where a Group Member processes and transfers personal
information as a controller or, as applicable, as a processor on behalf of a controller Group Member.

Part Il of this Policy is divided into three sections:

° Section A addresses the basic principles of European data protection law that a Group
Member must observe when it processes and transfers personal information as a controller
or, as applicable, as a processor on behalf of a controller Group Member.

° Section B deals with the practical commitments made by Group Members to supervisory
authorities in connection with this Policy.

° Section C describes the third party beneficiary rights that Group Members have granted to
individuals under Part Il of this Policy.

SECTION A: BASIC PRINCIPLES

RULE 1 - LAWFULNESS AND FAIRNESS

Rule 1A — Group Members will first and foremost comply with Local Data Protection Law
where it exists.

As an organisation, Verizon will always comply with any applicable legislation relating to personal
information (e.g. in Europe, European data protection law) and will ensure that where personal
information is processed this is done in accordance with the Local Data Protection Law.

Where this Policy applies and:

° there is no Local Data Protection Law or it does not meet the standards set out by the Rules
in this Policy, the Group Members’ position will be to process personal information adhering
to the Rules in this Policy; or

° Local Data Protection Law requires a higher level of protection than is provided for in this
Policy, the higher level of protection will take precedence over this Policy; or

) local applicable law prevents a Group Member from fulfilling, or has a substantial effect on
its ability to comply with its obligations under this Policy, that Group Member will follow the
process set out in Rule 15.

Rule 1B — Group Member will ensure that its processing of personal information is fair
and lawful and that a |egal basis exists for processing of personal information, where
required.

Group Members will ensure that their processing of personal information is fair and lawful, and that
a legal basis for processing personal information exists where required. Taking into account any
specific provisions of a particular European or Member State law, Group Members will only process
that personal information where:

° the individual has given consent to the processing of his or her personal information and
that consent meets the required standards under European data protection law; or

° it is necessary for the performance of a contract to which the individual is party, or in order
to take steps at the request of the individual before entering into a contract; or
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° it is necessary for compliance with a legal obligation to which the Group Member is subject
where that legal obligation derives from European law or the law of a European Member
State; or

° it is necessary in order to protect the vital interests of the individual or of another individual,

where the individual is physically or legally incapable of giving consent; or

) it is necessary for the purposes of the legitimate interests pursued by a Group Member or
by a third party, except where those interests are overridden by the interests or fundamental
rights and freedoms of the individual.

Where the processing of personal information relates to criminal convictions and offences or related
security measures, Group Members will not carry out such processing otherwise than under the
control of official authority or when the processing is authorised by European or Member State law
that provides appropriate safeguards for the rights and freedoms of individuals.

Rule 1C — Group Members will only process special categories of personal information
where explicit consent has been obtained unless they have an alternative legal basis for
processing consistent with the applicable European data protection law.

Processing of special categories of personal information is only permitted on certain grounds, with
the following being most relevant to processing undertaken by the Group Members:

) the Group Member has obtained explicit consent to the processing of any special category
of personal information relating to that individual for one or more specified purposes unless
European data protection law provides that the prohibition to processing special category
data may not be lifted by an individual; or

° the processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of the Group Member or of the individual in the field of employment and social
security and social protection law in so far as it is authorised by European or Member State
law or a collective agreement pursuant to Member State law providing for appropriate
safeguards for the fundamental rights and interests of individuals; or

) the processing is necessary in order to protect the vital interests of an individual or a third
party where the individual is physically or legally incapable of giving consent; or

° the processing relates to personal information that is manifestly made public by the
individual; or
) the processing is necessary for the establishment, exercise or defence of legal claims, or

whenever courts are acting in a judicial capacity; or

) the processing is necessary for reasons of substantial public interest on the basis of
European or Member State law provided that it is proportionate to the aim pursued, respects
the essence of data protection, and provides for suitable and specific measures to
safeguard the fundamental rights and interests of the individual; or

° the processing is necessary for reasons of public health which provides for suitable and
specific measures to safeguard the rights and freedoms of individuals, in particular duties
of professional confidentiality.

Rule 1D - Group Members will assess the impact of any processing of personal
information that will involve high risks to the rights and freedoms of individuals.
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Group Members will assess the necessity and proportionality of any new processing of personal
information, and in the case it is likely to result in a high risk to the rights and freedoms of
individuals, it will carry out a data privacy impact assessment. In the event that the data protection
impact assessment indicates that the processing will result in a high risk to individuals, Group
Members will be required to consult the competent supervisory authorities prior to beginning
processing in the absence of measures taken to mitigate the risk.

Group Members acting as processors on behalf of other Group Members will be required to co-
operate as appropriate to assist controllers in ensuring compliance with their obligations under this
Rule 1D.

RULE 2 — ENSURING TRANSPARENCY AND PROCESSING PERSONAL INFORMATION FOR
A KNOWN PURPOSE ONLY

Rule 2A - Group Members will explain to individuals, at the time their personal
information is collected, how that information will be processed.

Group Members will ensure that individuals are always told in a clear and comprehensive way
(usually by means of a fair processing statement) how their personal information will be processed.
The relevant Group Member will provide the information required by European data protection law,
which will include the following:

) the identity and contact details of the controller, the data protection officer, the recipients,
or classes of recipients;

° the purpose and legal basis for processing, including an explanation about any processing
based on legitimate interests and any new or different compatible purposes;

° information about the safeguards in place to protect personal information when it is
transferred internationally and how to obtain a copy of such safeguards. In the case of
transfers of personal information between an Exporting Entity and an Importing Entity based
on this Policy, the information provided will include reference to this Policy and how to
access it;

) the length of time for which personal information will be retained, or if that is not possible,
the criteria applied to calculate this;

) details of individuals' rights, including right of information, access, rectification, erasure,
restriction, notification regarding rectification or erasure or restriction, objection, portability,
the right to withdraw consent (where processing is based on consent) and the right to
complain to a supervisory authority;

° whether the provision of the information is a statutory or contractual requirement, and the
consequences of the failure to provide personal information in such circumstances; and

° information about the existence of automated decision-making, including profiling, and at
least in cases where such decisions produce legal effects concerning the individual or
similarly significantly affect the individual, or are based on special categories of personal
information, meaningful information about the logic involved, as well as the significance and
the envisaged consequences of such processing for the individual.

The requirements of the local law where the personal information is collected will determine
whether any additional information has to be provided to individuals and the timescale within which
the required information must be provided.
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This information will be provided when personal information is obtained by Group Members from
the individual.

Where Group Members obtain an individual's personal information from a source other than that
individual, they will provide this information to the individual, together with information about the
source and categories of information received from third parties, as follows:

° within a reasonable period of time after personal information is collected, but at the latest
within one month;

) if the personal information is to be processed for communication with the individual, at the
latest at the time of the first communication to that individual; or,

° if it is to be disclosed to a third party, no later than the time when the data is first disclosed.

Where the personal information is collected from a customer, Group Members will be the controller
in respect of the personal information processed by Group Members for customer management
purposes (e.g. billing) as explained in the section "For what purposes is personal information
transferred under this Policy?", but in other aspects of the processing that Group Members carry
out when providing services to customers, Group Members will be the data processor. In such
cases, the Group Member will, in the terms of its contracts with a customer, contractually bind its
customer to ensure that Rule 2A is satisfied by that customer.

Group Members will follow this Rule 2A unless not providing information is specifically permitted
by European data protection law.

Rule 2B — Group Members will only process personal information for those purposes
which are known to the individual or which are within their expectations and are relevant
to the Group Member.

Rule 1A provides that Group Members will comply with any applicable legislation relating to the
processing of personal information. This means that Group Members will process personal
information for specific, explicit and legitimate purposes as described in Rule 1B, and will not
process that personal information in a way which is incompatible with those purposes.

Under Rule 2B, Group Members will identify and make known the purposes for which personal
information will be processed (including the secondary uses and disclosures of the information) in
accordance with Rule 2A.

Rule 2C — Group Members will only process personal information for a different or new
purpose if they have a legitimate basis for doing so, consistent with the applicable
European data protection law.

If a Group Member collects personal information for a specific purpose in accordance with Rule 2A
(as communicated to the individual via the relevant fair processing statement) and as described in
Rule 2B, and subsequently that Group Member wishes to process personal information for a
different or new purpose, it will not further process that information in a way incompatible with the
purpose for which it was collected.

If Group Members are not satisfied that the processing is compatible with the original processing,
the individual's consent to the new processing may be necessary.
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RULE 3 — ENSURING DATA QUALITY

Rule 3A — Group Members will keep personal information accurate and up to date.

In order to ensure that the personal information held by Group Members is accurate and up to date,
Group Members actively encourage individuals to inform them when their personal information
changes. Group Members will take every reasonable step to ensure that personal information that
is inaccurate, having regard to the purposes for which it is processed, is erased or rectified without
delay.

Rule 3B — Group Members will only keep personal information for as long as is necessary
for the purposes for which it is processed.

Group Members will comply with the Verizon record retention policies and procedures as revised
and updated from time to time.

Rule 3C — Group Members will only process personal information which is adequate,
relevant and limited to what is necessary for the purposes of such processing.

Group Members will only process personal information that is required in order to properly fulfil its
purposes.

RULE 4 — TAKING APPROPRIATE SECURITY MEASURES

Rule 4A — Group Members will adhere to its IT security policies.

Group Members will implement appropriate technical and organisational measures to protect
personal information against accidental or unlawful destruction or loss, alteration, unauthorised
disclosure or access, in particular where processing involves transmission of personal information
over a network, and against all other unlawful forms of processing. To this end, Group Members
will comply with the requirements in the security policies in place within Verizon, as revised and
updated from time to time, together with any other security procedures relevant to a business area
or function. Group Members will implement and comply with breach notification policies as required
by European data protection law as described in the following Rule.

Rule 4B — Group Members will adhere to the Verizon data breach notification policy.

Group Members will adhere to Verizon’s data breach notification policy (as revised and updated
from time to time) which sets out the process which must be followed in the event of a breach of
security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure
of, or access to, personal information transmitted, stored or otherwise processed (a "Data
Protection Breach").

In particular, in the event of a Data Protection Breach, the person who becomes aware of the
breach within the relevant Group Member will, without undue delay, notify
databreachreport@one.verizon.com, which is managed by the Senior Director, International
Privacy and the commercial legal, regulatory and security team (the "Data Breach Panel™), which
will analyse the details of the Data Protection Breach and notify, without undue delay:

° Verizon Ireland Limited;

° the Group Member acting as a controller, in circumstances where a service provider is a
Group Member processing personal data on behalf of another Verizon entity (as
applicable); and
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° where feasible, not later than 72 hours after having become aware of the Data Protection
Breach, the competent supervisory authority, unless the Data Protection Breach is unlikely
to result in a risk to the rights and freedoms of individuals.

Individuals will be notified without undue delay in cases where the Data Protection Breach is likely
to result in a high risk to their rights and freedoms unless such notification is not required under
European data protection law.

Data Protection Breaches suffered by Group Members, and the facts, the effects of such incidents
and the remedial action taken, will be documented in a Data Protection Breach report which will be
available to the competent supervisory authority on request.

Rule 4C — Group Members will ensure that providers of services to Verizon commit to
strict contractual measures, and adopt appropriate security measures which are
equivalent to those which Verizon commits to.

European data protection law expressly requires that where a provider of a service (acting as a
processor) to any of the Group Members has access to individuals' personal information (e.g. a
payroll provider), Group Members must adhere to Verizon’s due diligence process for the selection
of the service provider and must impose strict contractual obligations evidenced in writing to ensure
that the processor can provide sufficient guarantees that they will implement appropriate technical
and organisational security measures to safeguard personal information, meet the requirements of
this Policy and European data protection laws, and ensure the protection of the rights of data
subjects (and, as appropriate, provide the Group Member with an appropriate level of information
to enable the Group Member to verify this).

The contractual obligations which Group Members impose on service providers will include details
of the subject matter and duration of the processing, the nature and purpose of the processing, the
type of personal data and categories of data subjects and the obligations and rights of the controller
and will ensure that such service providers:

e actonly on Verizon's instructions when processing that information including with regard to
transfers of such information to a third country outside Europe or an international
organisation, unless required to do so by European Union or Member State law to which
the service provider is subject. In such a case, the service provider (as processor) will
inform the Group Member (as controller) of that legal requirement before processing, unless
the law prohibits such information on important grounds of public interest;

e ensure that persons authorised to process personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;

e taking into account the nature of the processing and insofar as this is possible, assist the
Group Member in relation to the fulfilment of the Group Member’s obligations: i) to respond
to requests from individuals relating to their rights under European data protection law; and
ii) relating to the security of processing, the notification of personal data breaches, and the
requirements to carry out data protection impact assessments and for prior consultation
with supervisory authorities;

e comply with the Group Member’s instructions in relation to the appointment of
subprocessors and in particular not to engage another processor without the prior specific
or general written authorisation of the Group Member, and in the case of general written
authorisation, will inform the Group Member of any intended changes concerning the
addition or replacement of other processors, thereby giving the controller the opportunity to
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object to such changes and otherwise ensure that information on the identify of all
subprocessors is readily available to the Group Member;

e where the processor engages another processor for carrying out specific processing
activities on behalf of the Group Member, include the same data protection obligations as
are set out in the contract between Verizon and the processor in particular providing
sufficient guarantees to implement appropriate technical and organisational measures in
such a manner that the processing will meet the requirements of the European data
protection law. Where the other processor fails to fulfil its data protection obligations, the
initial processor will remain fully liable to the Group Member for the performance of that
other processor's obligations;

e delete or return, at the choice of the Group Member, all European personal data processed
on behalf of the Group Member to the Group Member after the end of the provision of the
service provider's services;

e make available to the Group Member such information necessary to demonstrate
compliance with the service provider's obligations under its contract with Verizon, and allow
for and contribute to audits conducted by Verizon or another auditor appointed by Verizon;
and

e have in place appropriate technical and organisational security measures to safeguard the
European personal data processed on behalf of the Group Member.

Rule 4D — Where one Group Member provides a service as a processor to a controller
Group Member, the Group Members will put in place appropriate contractual provisions
and security measures as required by European data protection law.

Where a Group Member (Entity A) processes personal information as a processor on behalf of a
Group Member processing personal information as a controller (Entity B), Entity A will:

° act only on the documented instructions of Entity B as may be set out in Appendix 8; and

e comply with the obligations set out in Part 2 of the Processing Schedule or, as appropriate,
a contract or legal act entered into between Entity A and Entity B in relation to such
processing which is consistent with European data protection law in so far as it relates to
the engagement of a processor.

RULE 5 — HONOURING INDIVIDUALS' RIGHTS

Rule 5A — Group Members will adhere to the Individuals' Rights Procedure when dealing
with any queries or access requests made by individuals in connection with their
personal information.

On request, individuals whose personal information is processed under this Policy, are entitled (by
making a request to the relevant Group Member in accordance with the Individuals' Rights
Procedure at Appendix 1) to be supplied with a copy of personal information held about them
(including information held in both electronic and paper records), together with certain other details
such as their rights in relation to their personal information. This is known as a subject access
request in European data protection law. Group Members will follow the steps set out in the
Individuals' Rights Procedure when dealing with such requests from individuals for access to their
personal information.
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Rule 5B — Group Members will deal with requests to rectify, erase, restrict, port or
complete personal information, or objections to the processing of personal information
in accordance with the Individuals' Rights Procedure.

On request, individuals, whose personal information is processed under this Policy, are entitled to:

° request rectification, completion, erasure, or restriction, as appropriate, of their personal
information;

° exercise their right to data portability in relation to their personal information; and/or

° object to the processing of their personal information, including processing for direct

marketing purposes and profiling to the extent that it is related to such marketing, as
described in Rule 7.

Group Members will follow the steps set out in the Individuals' Rights Procedure when dealing with
such requests.

RULE 6 - ENSURING ADEQUATE PROTECTION FOR TRANSFERS AND ONWARD
TRANSFERS

Rule 6 — Group Members will not transfer personal information to third parties outside
Europe without ensuring adequate protection for the information in accordance with the
standards set out by this Policy and in accordance with European data protection law.

In principle, transfers and onward transfers of personal information from Group Members in Europe
to third parties outside Europe are not allowed without appropriate steps being taken as required
by European data protection law. These steps may include:

) confirming that the third party is located in a country which the European Commission has
found to offer an adequate level of protection for the personal information transferred; or

° signing up to appropriate contractual clauses; or

° ensuring that the transfer is necessary for: (i) the performance of a contract between the
individual and the transferring Group Member or for the implementation of pre-contractual
measures taken at the individual's request; (ii) the conclusion or performance of a contract
concluded in the interest of the individual between the transferring Group Member and
another party; (iii) important reasons of public interest as laid down by European Union or
Member State law; (iv) the establishment, exercise or defence of legal claims; (v) the
protection of the vital interests of the individual or of another individual and where the
individual is incapable of giving consent; or (vi) obtaining the explicit consent of individuals,
after those individuals have been informed of the possible risks of such transfer due to the
absence of an adequacy decision and appropriate safeguards.

RULE 7 — LEGITIMISING DIRECT MARKETING

Rule 7 — Group Members will allow individuals to opt out of receiving marketing
information.

All individuals have the data protection right to object, free of charge, to the processing of their
personal information for direct marketing purposes. This includes the right to object to profiling to
the extent that it is related to such marketing. Group Members will honour all such opt out requests.
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RULE 8 - AUTOMATED INDIVIDUAL DECISIONS

Rule 8 -Group Members will respect the right of individuals not to be subject to a decision
made as a result of processing personal information by automated means (including
profiling) which has a legal or similarly significant effect on them, unless the processing
is permitted under European data protection law and Group Members have put in place
necessary measures to protect the legitimate interests of individuals.

There are particular requirements in place under European data protection law to ensure that no
decision about an individual which significantly affects them can be based solely on the automated
processing of personal information. The exceptions to this are where:

° the processing is authorised under European data protection law;

° the decision is necessary for entering into a contract between the individual and Verizon;
or

° the individual has given their explicit consent,

Verizon does not carry out automated processing resulting in decisions which have a legal or
significant effect on individuals, but if it does so in the future, Group Members will put in place
measures to protect the rights and freedoms and legitimate interests of individuals such as the right
for an individual to obtain human intervention in the decision, to express his or her point of view,
and to contest the decision.

SECTION B: PRACTICAL COMMITMENTS

RULE 9 — COMPLIANCE AND ACCOUNTABILITY

Rule 9A — Group Members will be responsible for and able to demonstrate compliance
with this Policy and Verizon will have appropriate staff and support to ensure and oversee
compliance with this Policy throughout the business.

Verizon has appointed its Senior Director, International Privacy as the person to oversee and
ensure compliance with this Policy, supported by legal and compliance officers at regional and
country level who are responsible for overseeing and enabling compliance with this Policy on a day
to day basis.

A summary of the roles and responsibilities of Verizon's privacy team is set out in Appendix 2.

Rule 9B — Group Members will implement appropriate technical and organisational
measures to enable and facilitate compliance with the Policy in practice.

Taking into account the state of the art and cost of implementation and the scope, nature, context
and purposes of the processing, Group Members will implement appropriate technical and
organisational measures which meet the principles of data protection by design and by default as
required by European data protection law. Group Members will integrate such measures into the
processing when determining the means of the processing, and the time of processing itself to
facilitate the protection of personal information being processed, and in order to ensure that, by
default, only personal information which is necessary for each specific purpose of the processing
is processed.

Rule 9C - Group Members processing personal information will maintain a written
(including in electronic form) record of their processing activities and make that record
available to competent supervisory authorities on request.
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The data processing records maintained by Group Members will contain:

° the Group Member's name and contact details;
° the purposes for which personal information is processed;
° a description of the categories of individuals about whom personal information is processed

and the personal information processed;

° the categories of recipients to whom personal information has been or will be disclosed
including recipients in third countries or international organisations;

° details of the third country or countries to which personal information is transferred,
including the identification of that third country or international organisation and the
documentation of suitable safeguards in the event of transfers under the second
subparagraph of Article 49(1) of the GDPR,;

° where possible, the period for which personal information will be retained; and

° where possible, a general description of the technical and organisational security measures
used to protect personal information.

RULE 10 — TRAINING

Rule 10 — Group Members will provide appropriate training to employees who have
permanent or regular access to personal information, who are involved in the processing
of personal information or in the development of tools used to process personal
information in accordance with the Privacy Training Requirements attached as Appendix
3.

RULE 11 - AUDIT

Rule 11 — Group Members will comply with the Audit Protocol set out in Appendix 4.

RULE 12— COMPLAINT HANDLING

Rule 12 — Group Members will comply with the Complaint Handling Procedure set out in
Appendix 5.

RULE 13 — COOPERATION WITH SUPERVISORY AUTHORITIES

Rule 13 — Group Members will comply with the Co-operation Procedure set out in
Appendix 6.

RULE 14 — UPDATE OF THE POLICY

Rule 14 — Group Members will comply with the Updating Procedure set out in Appendix

Group Members will keep this Policy up-to-date in order to reflect the current situation (for instance,
to take into account modifications of the regulatory environment and changes to the scope of the
Policy). Updates to the Policy as well as reporting on those changes will be carried out in
accordance with the Updating Procedure set out in Appendix 7.
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RULE 15 - ACTION WHERE NATIONAL LEGISLATION PREVENTS COMPLIANCE WITH THE
POLICY

Rule 15A — Exporting Entities will carry out a transfer impact assessment before making
transfers under this Policy.

Exporting Entities will carry out a transfer impact assessment to assess if the laws and practices
applicable to them prevent them from fulfilling their obligations under this Policy, or have a
substantial effect on the guarantees provided under this Policy before making transfers of personal
information under this Policy. The transfer impact assessment will be based on the understanding
that laws and practices that respect fundamental rights and freedoms and do not exceed what is
necessary and proportionate in a democratic society will not contradict this Policy. In carrying out
the assessment, Exporting Entities will take into account:
e the specific circumstances of the transfers or set of transfers, and of any envisaged onward
transfers within the same third country or to another third country, including:
o purposes for which the data are transferred and processed (e.g. marketing, HR,
storage, IT support)
o types of entities involved in the processing (the initial data recipient and any further
recipient of any onward transfer);
o economic sector in which the transfer or set of transfers occur;
o categories and format of the personal data transferred,;
o location of the processing, including storage; and
o transmission channels used.
e the laws and practices of the third country of destination relevant in light of the
circumstances of the transfer, including:
o those requiring the disclosure of data to public authorities or authorising access to
data by such authorities; and
o those providing for access to these data during the transit between the country of
the data exporter and the country of the data importer as well as the applicable
limitations and safeguards.
e any relevant contractual, technical or organisational safeguards put in place to supplement
the safeguards under this Policy, including measures applied during the transmission and
to the processing of the personal data in the country of destination.

Exporting Entities will put in place such contractual, technical or organisational safeguards as may
be appropriate in the circumstances to supplement the safeguards in this Policy in light of the law
and practice in the third country so as to ensure an essentially equivalent level of protection for
European personal data. If it is assessed that any safeguards in addition to those envisaged under
this Policy should be put in place, Verizon Ireland Limited and the Senior Director, International
Privacy will be informed and involved in the transfer impact assessment.

Exporting Entities will document their transfer impact assessments, as well as any supplementary
measures and will make such documentation available to a competent Supervisory Authority upon
request.

The Exporting Entity and the Senior Director, International Privacy will inform all other Group
Members of the assessment carried out and of its results, to ensure that the identified
supplementary measures are be applied to the same type of transfers which are carried out by any
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other Group Member or, where effective supplementary measures could not be put in place, the
transfers at stake are suspended or ended.

Importing Entities will notify the Exporting Entity, Verizon Ireland Limited and the Senior Director,
International Privacy if, when making a transfer under this policy, it has reason to believe that it is,
or has become, subject to laws or practices that would prevent it from fulfilling its obligations under

Rule 15B — Group Members will ensure that where they believe that the legislation
applicable to them prevents them from fulfilling their obligations under the Policy or such
legislation has a substantial effect on the guarantees provided by the Policy, that Group
Member will promptly inform Verizon Ireland Limited, the Senior Director, International
Privacy unless otherwise prohibited by law or a law enforcement authority.

this Policy. This will include changes in laws in a third country or a measure (such as a disclosure
request) unless prohibited by law or a law enforcement authority (for example, in instances in which
a Group Member is subject to a prohibition under criminal law to preserve the confidentiality of a
law enforcement investigation). The same applies if the Exporting Entity has reasons to believe
that an Importing Entity can no longer fulfil its obligations under this Policy.

Upon verification of such notification, the Exporting Entity along with Verizon Ireland and the Senior
Director, International Privacy will promptly identify appropriate measures (e.g. technical or
organisational measures to ensure security and confidentiality) to be adopted by the Group
Member(s) to address the situation. Group Members will monitor, on an ongoing basis, and where
appropriate in collaboration with data importers, developments in the third countries to which they
have transferred personal data that could affect the initial assessment of the level of protection
carried out in accordance with Rule 15A and the decisions taken accordingly on such transfers.

Rule 15C — Group Members will ensure that where there is any legal requirement that they
are subject to which is likely to have a substantial effect on the guarantees provided by
the Policy, the Senior Director, International Privacy will make a responsible decision on
the action to take and will consult the competent supervisory authority.

Rule 15D — Importing Entities will ensure that where they receive a legally binding request
from a law enforcement agency or state security body for disclosure of personal
information transferred outside Europe under this Policy, they will, unless prohibited
from doing so by the requesting authority, put the request on hold, notify the Exporting
Entity and, where possible, the data subject.

Unless prohibited from doing so, an Importing Entity will promptly notify the Exporting Entity, and
where possible, the data subject (if necessary with the help of the Exporting Entity) if it:

e receives a legally binding request from a public authority, including judicial authorities,
under the laws of the country of the destination, or of another third country, for the
disclosure of personal data transferred pursuant to this Policy; in which case notification to
the Exporting Entity and where possible the data subject will include information about the
personal data requested, the requesting authority, the legal basis for the request and the
response provided; or

e becomes aware of any direct access by public authorities to personal data transferred
pursuant to this Policy in accordance with the laws of the country of destination; in which
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case notification to the Exporting Entity and where possible the data subject will include all
information available to the Importing Entity.

If the Importing Entity is prohibited from notifying the Exporting Entity and/or data subject, the
Importing Entity agrees to use its best efforts to obtain a waiver of the prohibition, with a view to
communicating as much information as possible, as soon as possible. The Importing Entity will
document its best efforts in order to be able to demonstrate them on request of the Exporting Entity.

Where permissible under the laws of the country of destination, the Importing Entity will provide the
Exporting Entity, at regular intervals, with as much relevant information as possible on the requests
received (in particular, number of requests, type of data requested, requesting authority/ies,
whether requests have been challenged and the outcome of such challenges, etc.). If the Importing
Entity becomes prohibited from providing the Exporting Entity with any of that information about
requests received, it will, without undue delay, consider what information, if any, it is able to provide
and communicate accordingly. The Importing Entity will preserve this information for as long as the
personal data are subject to the safeguards provided by this Policy, and will make it available to
the competent supervisory authority upon request.

The Importing Entity will review the legality of the request for disclosure, in particular whether it
remains within the powers granted to the requesting public authority, and will challenge the request
if, after careful assessment, it concludes that there are reasonable grounds to consider that the
request is unlawful under the laws of the country of destination, applicable obligations under
international law, and principles of international comity. The Importing Entity will also, under the
same conditions, pursue possibilities of appeal. When challenging a request, the Importing Entity
will seek interim measures with a view to suspending the effects of the request until the competent
judicial authority has decided on its merits. It will not disclose the personal data requested until
required to do so under the applicable procedural rules.

The Importing Entity will document its legal assessment and any challenge to the request for
disclosure and, to the extent permissible under the laws of the country of destination, make the
documentation available to the Exporting Entity. It will also make it available to the competent
supervisory authority upon request.

The Importing Entity will provide the minimum amount of information permissible when responding
to a request for disclosure, based on a reasonable interpretation of the request.

In any event, Group Members will ensure that any transfers of personal information under this
Policy that it makes to a public authority are not massive, disproportionate or indiscriminate in a
manner that would go beyond what is necessary in a democratic society.

Where the processing is carried out by a Group Member as a processor processing personal
information on behalf of a controller Group Member, the processor will, in the event that Rule 15 A,
B, and/or C applies to the processing, also notify the controller Group Member without undue delay.

RULE 16 - NON-COMPLIANCE WITH THE POLICY AND TERMINATION

The Importing Entity will promptly inform the Exporting Entity if it is unable to comply for any reason
with this Policy, including but not limited to Rule 15 of this Policy. With respect to Rule 15, the
Exporting Entity will suspend the data transfer and any transfers for which the same assessment
and reasoning would lead to a similar result, if it, along with Verizon Ireland Limited, and the Senior
Director, International Privacy, considers that no appropriate safeguards for such transfer can be
ensured, or if instructed by a competent supervisory authority to do so. The suspension will last
until compliance with this Policy can be achieved or the transfer is ended.
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When a Group Member is in breach of this Policy, or is unable to comply with it, other Group
Members will suspend transfers to that entity.

The Importing Entity will, at the choice of Exporting Entity, immediately return or delete the personal
data (and all copies of the personal data) that has been transferred under this Policy, where:

e the Exporting Entity has suspended the transfer, and compliance with this Policy is not
restored within a reasonable time, and in any event within one month of suspension; or

e the Importing Entity is in substantial or persistent breach of this Policy; or

e the Importing Entity fails to comply with a binding decision of a competent court or the
competent supervisory authority regarding its obligations under this Policy.

The Importing Entity will certify the deletion of the data to the Exporting Entity.

In case of local laws applicable to the Importing Entity that prohibit the return or deletion of the
transferred personal data, the Importing Entity warrants that it will continue to endeavour to comply
with this Policy, and will only process the data to the extent and for as long as required under that
local law. For cases where applicable local laws and/or practices affect compliance with the Policy,
see Rule 15 above.

Any Group Member which ceases to be bound by this Policy will, at the choice of the Exporting
Entity, keep, return, or delete the personal data received under this Policy.

If personal data is retained by the Importing Entity after it ceases to be bound by the Policy, it must
nonetheless continue to ensure compliance with this Policy in respect of such retained personal
data.

SECTION C: THIRD PARTY BENEFICIARY RIGHTS

C.l European data protection law states that individuals whose personal information is
processed in Europe by an Exporting Entity and transferred to an Importing Entity must be
able to benefit from certain rights as third party beneficiaries to enforce compliance with:

° Rules 1A to 1C of the Policy (regarding fairness, lawfulness and processing special
categories of personal data);

° Rule 2 of the Policy (regarding transparency and purpose limitation);

° Rule 3 of the Policy (regarding data minimisation and accuracy and limited storage
periods);

° Rule 4 of the Policy (regarding the security of personal information);

° Rule 5 of the Policy (regarding individuals' rights in relation to their personal
information);

° Rule 6 of the Policy (regarding transfers and onward transfers);

° Rule 7 of the Policy (regarding the right to opt out of direct marketing);

° Rule 8 of the Policy (regarding individuals' rights in relation to automated individual
decisions);

° Rule 9B of the Policy (regarding privacy by design and by default);
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° Rule 12 of the Policy (regarding complaint handling);

° Rule 13 of the Policy (regarding co-operation with supervisory authorities);

° Rule 14 of the Policy (regarding update of the Policy);

° Rule 15 of the Policy (regarding action where national legislation prevents
compliance with the Policy);

° Rule 16 of the Policy (regarding non-compliance with the Policy and termination);

° The provisions in C1 to C4 granting third-party beneficiary rights and setting the
liability and jurisdiction rules under the Policy; and

° The right to access the Policy via https://www.verizon.com/about/privacy/binding-
corporate-rules, or to obtain a hard copy of the Policy as well as a list of the Group
Members bound by this Policy,

by:

° making a complaint: individuals may make complaints to a Group Member (in
accordance with the Complaint Handling Procedure set out in Appendix 5) and to
the competent supervisory authority in the Member State in which the alleged
infringement took place, or in which the individual works or habitually resides; and/or

° bringing proceedings: individuals can bring proceedings against Verizon Ireland
Limited in the courts of a Member State in which Verizon has an establishment or
in the Member State in which the individual has his habitual residence.

C.2 These individuals may also seek appropriate redress from Verizon Ireland Limited, which

C3

C4

agrees to take the necessary action to remedy any breach of the provisions or any of them
listed in subsection 1 of this Section C by any Importing Entity and, where appropriate,
receive compensation from Verizon Ireland Limited for any damage whether material or
non-material suffered by individuals as a result of a breach of the provisions or any of them
listed in subsection 1 of this Section C by an Importing Entity in accordance with the
determination of a court or other competent authority. Group Members accept that
individuals may be represented by a not-for-profit body, organisation or association in
accordance with Article 80(1) GDPR.

For the avoidance of doubt, individuals will benefit from the third party beneficiary rights as
described in this Section C and the European courts or competent supervisory authorities
will have jurisdiction as if the breach of the provisions described in this Section C or any of
them was caused by Verizon Ireland Limited in the Republic of Ireland.

In the event of a claim being made in which an individual has suffered damage where that
individual can demonstrate that it is likely that the damage has occurred because a breach
of this Policy, Verizon has agreed that the burden of proof to show that an Importing Entity
is not responsible for the breach, or that no such breach took place, will rest with Verizon
Ireland Limited.
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EU Individuals' Rights Procedure
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When a Group Member processes personal information for their own purposes, the
Group Member is deemed to be a controller of that information and is therefore
primarily responsible for meeting the requirements of European data protection law
in relation to the exercise of individuals' rights.

All individuals whose personal information is processed by a Group Member acting
as controller, and transferred between Group Members within the scope of the EU
Binding Corporate Rules Controller Policy have the right to:

@) be informed by the Group Member whether any personal information about
them is being processed by the Group Member and, if the Group Member
does process their personal information, they are entitled to access it (this
is known as the right of access); and

(b) rectify, erase, restrict, port and/or object to the processing of their personal
information.

Requests to exercise these rights will be dealt with in accordance with the terms of
this Individuals' Rights Procedure ("Procedure").

This Procedure explains how Group Members deal with requests relating to
personal information that fall into the categories in section 1.2 above (referred to as
"valid requests” in this Procedure). Where Local Data Protection Law differs from
this Procedure and requires a higher level of protection for personal data, the law
which affords the higher protection will prevail.

Information about how individuals may exercise the rights described in section 1.2
above is also set out in the fair processing statements provided to individuals by
Group Members.

Requests from individuals relating to the rights described in section 1.2 above may
be made via the Verizon website at https://www.verizon.com/about/privacy/data-
subject-rights, or by email to emeadataprotection@verizon.com. Where requested
by the individual, Verizon will provide the information orally, provided that the
identity of the individual is proven by other means.

. Individuals' Rights

An individual making a valid request to a Group Member when the Group Member
is a controller of the personal information requested is entitled to:

@) be informed whether the Group Member is processing personal information
about that individual;

(b) be given a description of:

0] the purpose for which the personal information is being processed
and the categories of personal information concerned,;

(i) the recipients or categories of recipients to whom the information
is, or may be, disclosed by Group Members, including recipients
located outside Europe;
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(iii) the period for which the personal information will be stored, or the
criteria used to determine that period;

(iv) the existence of the rights to rectification, erasure, restriction of
and to object to processing and to complain to a supervisory
authority;

(v) the source of the personal information and the categories of
personal information concerned, if it was not collected from the
individual;

(vi) the safeguards in place where personal information is transferred
from Europe to a third country;

(vii)  the logic involved in (to the extent required by applicable law) and
the significance and consequences of any decision-making
undertaken by automatic means, including profiling;

() be provided with a copy of the personal information held by Group
Members. If the request is made by email, the information will be provided
via email, unless the individual making the request indicates otherwise;

(d) require the rectification, erasure, restriction and portability of their personal
information;

(e) not to be subject to a decision based solely on automated processing,
including profiling, which produces legal or similar significant effects; and/or

® object to the processing of his or her personal information.

3. Receiving a Request

3.1

3.2

3.3

3.4

3.5

If a Group Member, including a Non-European Group Member, receives any
request from an individual relating to the rights described in section 1.2 above, this
must be passed to the Senior Director, International Privacy immediately upon
receipt indicating the date on which it was received together with any other
information which may assist the Senior Director, International Privacy to deal with
the request. Such requests can be sent to emeadataprotection@verizon.com.

The Senior Director, International Privacy will make an initial assessment of the
request to decide whether it is a valid request and whether confirmation of identity
or any further information is required. The request does not have to be official or
mention data protection law to qualify as a valid request.

When the Group Member has reasonable doubts concerning the identity of the
individual, the Group Member may request such information that it may reasonably
require in order to confirm the identity of the individual making the request.

Group Members must deal with a valid request without undue delay and in any
event within 1 month of its receipt. Group Members may extend this period, by up
to two further months if necessary, taking into account the complexity and number
of the requests. Where a Group Member extends the period in which it will deal with
a valid request, the Group Member will inform the individual of the extension within
one month of receipt of their request, together with the reasons for the delay.

The Senior Director, International Privacy will contact the individual in writing to
confirm receipt of the valid request, seek confirmation of identity or further
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information (e.g. clarification on the processing activities to which the request
relates), if required, or decline the request in accordance with section 4 below.

4. Declining Valid Requests
4.1 A valid request may be refused on the following grounds:

(a) where the request is made to a European Group Member and relates to the
processing of personal information by that Group Member, if:

0] the refusal is consistent with the data protection law within the
Member State in which that Group Member is located; or

(i) the Group Member demonstrates that the request is manifestly
unfounded or excessive; or

(b) where the valid request is made to a non-European Group Member and the
Senior Director, International Privacy is unable to deal with the request in
accordance with section 3, the relevant non-European Group Member will
only refuse the request if the grounds for such refusal are consistent with
the data protection law within the European Member State from which the
personal information was transferred.

4.2 The Group Member will inform the individual of the refusal of the request within o
ne month of the receipt of the request and of the individual's right to complain to a
competent supervisory authority or seek a judicial remedy in relation to the refusal.

5. Group Member's Response
5.1 The Senior Director, International Privacy will arrange a search of all electronic and
paper filing systems relevant to the request.

5.2 The Senior Director, International Privacy may refer any complex cases to the Chief
Privacy Officer for advice, particularly where the request includes information
relating to third parties or where the release of personal information may prejudice
commercial confidentiality or legal proceedings.

5.3 Where the valid request is a request for subject access, the information requested
will be collated by the Senior Director, International Privacy into a readily
understandable format (internal codes or identification numbers used by Group
Members that correspond to personal information will be translated before being
disclosed). A covering letter will be prepared by the Senior Director, International
Privacy which includes information required to be provided in response to the valid
request.

5.4 If the valid request is for the erasure, rectification, restriction or portability of
personal data, or is an objection to processing or relates to the right not to be subject
to automated decision-making where the Group Member is the controller for that
personal information, such a request must be considered and dealt with as
appropriate by the Senior Director, International Privacy. In particular:

@) if the valid request is advising of a change or any inaccuracy in an
individual's personal information, where the Group Member is the controller
for that personal information, such information must be rectified or updated
accordingly if the Group Member is satisfied that there is a legitimate basis
for doing so;
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(b) when, pursuant to a valid request, a Group Member erases, anonymises,
updates, corrects or restricts the processing of personal information, either
in its capacity as controller or on instruction of a customer when it is acting
as a processor in accordance with section 6 below, that Group Member will
notify other Group Members or any sub-processor to whom the personal
information has been disclosed accordingly so that they can also update
their records; and

(©) if the valid request made to a Group Member as a controller is to erase that
individual's personal information in accordance with the provisions of
applicable European data protection law, the matter will be assessed by the
Senior Director, International Privacy. Where the processing undertaken by
the Group Member is required or permitted by law, or is necessary for the
exercising of the right of freedom of expression and information, the request
will be refused.

All queries relating to this Procedure are to be addressed to the Senior Director,
International Privacy.

6. Requests made to a Group Member where the Group Member is a Processor

6.1

6.2

6.3

When a Group Member processes information on behalf of a customer (for
example, to provide a service) the Group Member is deemed to be a processor of
the information and the customer will be primarily responsible for meeting the legal
requirements under European data protection law as a controller. This means that
when a Group Member acts as a processor, Verizon's customer retains the
responsibility to comply with European data protection law.

Certain data protection obligations are passed to Verizon in the contract which
Verizon has with its customer and Verizon must act in accordance with the
instructions of its customer and undertake any reasonably necessary measures to
enable its customer to comply with its duty to respect the rights of individuals. This
means that if any Group Member receives a request from an individual to exercise
his or her rights under European data protection law in the Group Member’s
capacity as a processor on behalf of a customer, that Group Member must transfer
such request promptly to the relevant customer and not respond to the request
unless authorised by the customer to do so.

When a Group Member (acting as a processor) is notified by the customer of a
request for erasure, rectification or restriction in relation to personal information that
had been previously disclosed by a customer, the Group Member will update its
records accordingly.
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Appendix 2
EU Compliance Structure
OVERVIEW

Verizon's Organisational Privacy Structure (the "OPS") is a global network of privacy
professionals. The structure of the OPS is shown on the attached diagram (Annex 1).

The OPS is led by the Vice President & Deputy General Counsel, Chief Privacy Officer (the
"CPQO"), who reports to the Senior Vice President & Deputy General Counsel - Chief
Transformation Office, Strategy & Transformation, Privacy & Litigation , Who in turn
reports to the Executive Vice President & Chief Legal Officer. The Executive Vice President
& Chief Legal Officer has responsibility for all legal and corporate security functions within
Verizon.

The CPO oversees the US Privacy Team, the International Privacy Team and a privacy
program management (“Privacy PMO”) team. The International Privacy Team  covers all
regions where Verizon has a presence other than the US, principally Europe, the UK, Latin
America, Asia Pacific and Canada. The responsibilities of each team in the OPS and its
reporting channels are clearly identified.

International
The Senior Director, International Privacy

The Senior Director, International Privacy is based in Verizon's International HQ in the UK,
and is responsible for all aspects of privacy compliance and processing pursuant to the
GDPR and applicable laws throughout Verizon's Group Members.

The International Privacy Team comprises 3 privacy professionals based in Reading in the
UK, two of which are legal counsel. All report to the Senior Director, International Privacy,
who is also located in the UK, and deal with matters of compliance outside the US. The
International Privacy Team is assisted by the Privacy PMO team and is further supported
by a legal counsel and privacy specialist based in Dublin.

More specifically, the Senior Director, International Privacy's responsibilities include:

° ensuring Verizon's compliance with Verizon's EU and UK Binding Corporate Rules
Controller and Processor Policies;

° in cases where the Internal Audit Department identifies areas of non-compliance
with Verizon's EU and UK Binding Corporate Rules Controller and Processor
Policies, instructing the Internal Audit team to work with the relevant business unit,
in many cases Verizon Compliance team, to correct and ensuring that these are
corrected within a reasonable timescale and to report accordingly to the EU BCR
Steering Committee;

° reviewing new products and services from a privacy perspective to ensure
compliance with international privacy laws;

° maintaining and updating Verizon's privacy policies and privacy-related
instructions;
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° counselling business units on internal and external privacy principles and
requirements;

° ensuring Verizon's compliance with international privacy laws, regulations,
principles and policies;

° responding to regulatory bodies and industry organisations regarding opinions,
proposals and drafts of proposed changes to international privacy legislation and
policy;

° working with Verizon Security on security issues which relate to customer or
employee privacy;

° providing face-to-face and online privacy training where employees (in teams such
as Human Resources, Sales, Customer Services and Billing) are required to have
a heightened awareness of international privacy issues;

° providing privacy training and updates to employees on existing and new privacy
law and policies, including the EU and UK Binding Corporate Rules Controller and
Processor Policies;

° assisting the commercial legal team in contract negotiations and ensuring that
Verizon's contracts reflect the requirements of international privacy law; and

° ensuring compliance with all in-country elements of international privacy law
including, where necessary, ensuring that data protection registrations and
notifications are complete and permits for the international transfer of personal data
are obtained.

1.7 The Senior Director, International Privacy reports directly to the CPO and, in her role as

1.8

1.9

Data Protection Officer, to the Executive Vice President & Chief Legal Officer. In addition,
the Senior Director, International Privacy can inform the highest management level if any
guestions or problems arise and therefore enjoys the highest management support in
exercising her functions.

International Regulatory Officers

In addition to the International Privacy Team, Verizon has a team of in-country International
Regulatory Officers who support data protection compliance in European countries where
Verizon operates and the UK. Regulatory Officers assist the International Privacy Team
and local employees with specific in-country privacy issues and are a conduit for
communication between the International Privacy Team and local competent supervisory
authorities where required.

EUBCR  Steering Committee

The EU BCR Steering Committee of Verizon Ireland Limited is chaired by one of the
directors of Verizon Ireland Limited and made up of personnel both from Verizon Ireland
Limited and Verizon more broadly with expertise relevant to data processing activities under
the EU Binding Corporate Rules Controller and Processor Policies (‘EU BCR Policies”).
The participants include representatives from Legal, Compliance, Policy, HR and Security
as well as the Senior Director, International Privacy.
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1.10 The EU BCR Steering Committee forms an integral part of the OPS and covers the
following areas:

° implementation and monitoring of the EU BCR Policies compliance programme
throughout Verizon;

° setting parameters for the annual audit of EU BCR Policies compliance, instructing
auditors and implementing recommendations arising from the annual audit. Verizon
Ireland Limited, with assistance from the EU BCR Steering Committee, is the
instructing party for the annual audit and will oversee the implementation of
recommendations arising from the annual audits that will be carried out within Group
Members in relation to the EU BCR Policies;

° making the annual EU BCR Policies update to the lead supervisory authority in
relation to the EU BCR Policies;

° monitoring the process for the accession of new Group Members to the EU BCR
Policies;

° the review and approval of policies and procedures to give effect to the EU BCR
Policies;

° receiving regular reports on data protection matters from Verizon’s Senior Director,

International Privacy, the Compliance Team and others as appropriate;

° making recommendations or approving plans put forward by the relevant Verizon
teams reporting to the Committee;

° issuing quarterly reports (in the form of minutes of meetings) on the work of the
Committee undertaken in relation to the EU BCR Policies; and

° working with and providing input as required to the legal team in relation to any
claims under the EU BCR Policies in respect of which Verizon Ireland Limited
accepts liability.

US Privacy Team: Verizon's privacy structure in the US

1.11 The Verizon US Privacy Team serves as a centralised privacy and compliance function
within the US. The US Privacy Team also provides support to the Chief Information Security
Officer and the International Privacy Team when appropriate on matters that cross multiple
regions. The Privacy PMO team sits within the US Privacy Team and supports privacy
initiatives around the world.

1.12  The Verizon US Privacy Team is responsible for:
° reviewing new products and services relating to US privacy matters;

° maintaining and updating Verizon's US-facing privacy policies and privacy-related
instructions to ensure compliance with US law;

° counselling business units on internal and external privacy principles and
requirements;

° ensuring Verizon's compliance with US privacy laws, regulations, principles and
policies;



-30 -

Confidential
° responding to federal and state legislative and regulatory proposals that address
the issue of privacy;
° working with Verizon Security on security issues which relate to US customer or
employee privacy; and
° providing privacy training and updates to employees on existing and new privacy
laws and policies.
1.13 In addition to the functions described above, the CPO sits on the company's Compliance

Council and the Executive Security Council (VESC). The CPO also reports to the Audit
Committee of the Board of Directors and regularly meets with Verizon's Internal Audit team.
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Annex 1 — Verizon Organisational Privacy Structure (“OPS”)
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Appendix 3
Privacy Training Requirements
1. Background
11 The purpose of this Privacy Training Requirements document is to provide a summary of

1.2

13

14

15

2.2

221

how Group Members train their staff (the "employees™) on the requirements of the EU and
UK Binding Corporate Rules Controller and Processor Policies (the "Policies").

Verizon's Corporate Compliance Department has overall responsibility for compliance
training within Verizon, including the delivery and tracking of Verizon's privacy training
programs. Training on the Policies is overseen by the Senior Director, International
Privacy, the Chief Privacy Officer and in-region privacy professionals around the globe.

All Verizon employees receive periodic up-to-date training on privacy and data protection
(the "General Privacy training”) and on Verizon's Code of Conduct. Training on other
specific privacy-related matters such as Records Management, HIPAA Privacy and
Security, or country-specific data protection is also provided on a need-to-know basis.

Employees who have permanent or regular access to personal information, or who are
involved in the processing of personal information or in the development of tools to
process personal information, receive additional tailored training on international privacy
principles, including on the Policies (“International Data Protection training”), and specific
data protection issues relevant to their role. This training is further described below and is
repeated on a regular basis.

The General Privacy training and the International Data Protection training are together
referred to in this document as the "Privacy and compliance training program"”.

Overview of Training

All Group Members’ employees are required to participate in the General Privacy training
program once every two years, and Group Members’ employees who handle or have
access to personal data which is processed under this Policy also take International Data
Protection training." Employees are also required to take annual training, which may be
delivered via quarterly instalments, on Verizon's Code of Conduct, which also covers
privacy obligations.

The General Privacy training and International Data Protection training cover a range of
subjects, including data privacy, data protection breaches, the Policy and Verizon's
Privacy and Information Security policies and procedures.

In addition to the yearly training described in section 2.1 and 2.2, where relevant to an
employee's role, training will cover the following procedures under the Policies.

@) Individuals' Rights Procedure
(b) Audit Protocol

(c) Updating Procedure

(d) Cooperation Procedure

(e) Complaint Handling Procedure

® Data Access Requests Procedure (under Rule 15D).



-33-

Confidential

3.
3.1

3.11

3.1.2

3.1.3

3.2

3.2.1

3.3

33.1

3.3.2

Aims of the Privacy and Compliance Training Program

The aim of Verizon's Privacy and compliance training program is to help create and
maintain an environment in which:

employees have an understanding of the basic principles of data privacy, confidentiality,
and information security;

employees understand Verizon's Privacy and Information Security policies and
procedures; and

employees in positions with permanent or regular access to personal information, or who
are involved in the processing of personal information or in the development of tools to
process personal information, receive appropriate training, as described in section 4, to
enable them to process personal information in accordance with the Policies.

General data protection and privacy training for new joining employees

New employees must complete the General Privacy training, the International Data
Protection training (if required) and training on Verizon's Code of Conduct shortly after
joining Verizon. The Code of Conduct requires employees to follow Verizon's Privacy and
Information Security policies and procedures.

General data protection and privacy training for all employees

Employees worldwide receive the General Privacy training. This training covers basic data
privacy rights and principles and data security in line with the requirements of the Policies.
It is designed to be both informative and user-friendly, generating interest in the topic.
Completion of the course is monitored and enforced by Verizon's Corporate Compliance
Department, which drives 100% completion by all required employees annually and is
accountable to the Audit Committee of the Board of Directors.

All employees also benefit from:

@) Code of Conduct training, which provides a detailed review of Verizon's
commitment to ethical behaviour, including specific discussion of key ethics and
compliance risks, privacy and security; and

(b) ad-hoc communications consisting of emails, awareness messaging placed on
Verizon's intranet pages, and information security posters displayed in offices
which convey the importance of information security and data protection issues
relevant to Verizon, including for example, social networking, remote working,
engaging data processors and the protection of confidential information.

Further Information

Any queries about training under the Policies should be addressed to the Corporate
Compliance Department, which can be contacted at: Verizon.Compliance @verizon.com
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2.1
211

2.1.2

2.13

2.2
221

2.2.2

Appendix 4
EU Audit Protocol

Background

Group Members are required to audit their compliance with the EU Binding Corporate
Rules Controller Policy (“‘EU Controller Policy”) and the EU Binding Corporate Rules
Processor Policy (“EU Processor Policy”) (together the "Policies") and satisfy certain
conditions in so doing, and this document describes how Group Members deal with such
requirements.

The role of Verizon's Senior Director, International Privacy is to provide guidance about
the processing of personal information subject to the Policies and to assess the
processing of personal information by Group Members for potential privacy-related risks.
The processing of personal information is, therefore, subject to detailed review and
evaluation on an on-going basis. Accordingly, although this Audit Protocol describes the
formal assessment process adopted by Group Members to ensure compliance with the
Policies as required by the competent supervisory authorities, this is only one way in which
Group Members ensure that the provisions of the Policies are observed and corrective
actions taken as required.

Approach
Overview of audit

Compliance with the Policies is overseen on a day to day basis by the Senior Director,
International Privacy.

The Internal Audit Department will be responsible for performing and/or overseeing
independent audits of compliance with the Policies and will ensure that such audits
address all aspects of the Policies. The Internal Audit Department will be responsible for
ensuring that any issues or instances of non-compliance are brought to the attention of
the Senior Director, International Privacy and, where there are indications of non-
compliance, to ensure that any corrective actions take place within a reasonable timescale
to ensure verification of compliance with the Policy.

To the extent that a Group Member acts as a processor, audits of compliance with the
commitments made in the EU Processor Policy may also be carried out by or on behalf
of Verizon's customers in accordance with the terms of any contract Verizon has with a
customer in respect of such processing, and such audits may also extend to any sub-
processors acting on Verizon's behalf in respect of such processing. The ability to audit
such sub-processors will be carried out in accordance with the terms of the contract
between Verizon and the sub-processors.

Timing and scope of audit
Audit of the Policies will take place:
@) annually in accordance with the Group Member’s audit procedure(s); and/or

(b) more frequently, at the request of Verizon Ireland Limited. The frequency of
audits will be determined by the risk(s) posed by the processing activities by this
Policy to the rights and freedoms of data subjects as indicated under section
2.2.3 below.

To the extent that a Group Member processes personal information on behalf of a third
party controller, audit of the EU Processor Policy, including inspections conducted by the
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2.2.3

224

225

2.3
23.1

2.3.2

2.4
24.1

24.2

third party controller or by independent, accredited auditors selected by that controller,
will take place as required under the contract in place between that Group Member and
that third party controller.

The scope and coverage of the audit performed will be determined by the Internal Audit
Department based on a risk-based analysis which will consider relevant criteria, for
example: areas of known non-compliance; areas of current regulatory focus; areas of
specific or new risk for the business; areas with changes to the systems or processes
used to safeguard information; areas where there have been previous audit findings or
complaints; the period since the last review; the nature, method and location of the
personal information processed.

At appropriate intervals for each Group Member, audits of this Policy will cover all aspects
of the Policy including for instance, applications, IT systems, databases that process
personal data, or onward transfers, decisions taken as regards mandatory requirements
under national laws that conflict with the Policy, review of the contractual terms used for
the transfers out of Verizon to controllers or processors of data and corrective actions. It
will also include methods and action plans for ensuring that corrective actions identified
as a result of audits have been implemented.

In the event that a third party controller on whose behalf a Group Member processes
personal information exercises its right to audit the Group Member for compliance with
the EU Processor Policy, the scope of the audit will be limited to the data processing
facilities, files, documents (where appropriate) and activities relating to that controller.
Group Members will not provide a controller with access to systems which process
personal information of other controllers.

Auditors

Audit of the procedures and controls in place to give effect to the commitments made in
the Policies will be undertaken by Verizon’s Internal Audit Department, and Group
Members may use other accredited internal/external auditors as determined by the Group
Members.

In the event that a third party controller on whose behalf a Group Member processes
personal information exercises their right to audit the Group Member for compliance with
the EU Processor Policy, such audit may be undertaken by that controller or by
independent, accredited auditors selected by that controller as stipulated in the contract
between Verizon and that controller.

Report

On completion of the audit, the report and findings will be made available to the EU BCR
Steering Committee (which includes the board of Verizon Ireland Limited) and the
Senior Director, International Privacy . A summary of the findings will be provided to
the EU Management Committee with details of any remedial action required,
recommendations and timescales for remedial action to be undertaken. Where
appropriate, the result may be communicated to the board of the ultimate parent of
Verizon Communications, Inc.

Upon request, Group Members have agreed to:

@) provide copies of the results of any audit of the Policies to any competent
supervisory authority who will upon receiving the audit results be reminded of
their duty of professional secrecy under Article 54(2) GDPR; and
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(b) to the extent that an audit performed under section 2.2.2 above relates to
personal information processed by Group Members on behalf of a third party
controller, to make the results of any audit of compliance with the EU Processor
Policy available to that controller.

Verizon's Senior Director, International Privacy will be responsible for liaising with the

competent supervisory authorities for the purpose of providing the information outlined in
section 2.4.2(a).

In addition, all Group Members agree to be audited by competent supervisory authorities
in accordance with applicable audit procedures of such competent supervisory authorities,
who will be reminded of their duty of professional secrecy under Article 54(2) GD PR.
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Appendix 5
EU Complaint Handling Procedure
1. Introduction
11 The purpose of this EU Complaint Handling Procedure is to explain how complaints

3.1
3.11

3.1.2

3.13

brought by an individual whose personal information is processed by Group Members
under the EU Binding Corporate Rules Controller Policy (“EU Controller Policy”) and the
EU Binding Corporate Rules Processor Policy (“EU Processor Policy”) (together the
"Policies") are dealt with.

How Individuals can bring Complaints

All complaints made under the Policies whether a Group Member is processing
information on its own behalf or on behalf of a customer can be brought in writing to
Verizon's Senior Director, International Privacy at emeadataprotection@verizon.com, or
by writing to Senior Director, International Privacy, Verizon, 2nd Floor Boru House Block
T, East Point Business Park, Dublin DO3 R6C6, Republic of Ireland. While data subjects
are encouraged to use the above points of contact, this is not mandatory.

Who Handles Complaints?
Complaints where a Group Member is a controller

Verizon's Senior Director, International Privacy will handle all complaints arising under the
EU Controller Policy in respect of the processing of personal information where a Group
Member is the controller of that information. Verizon's Senior Director, International
Privacy will liaise with relevant business units to investigate the complaint. The Senior
Director, International Privacy will coordinate a response.

What is the response time?

Verizon's Senior Director, International Privacy (who has an appropriate level of
independence in the exercise of their functions) will acknowledge receipt of a complaint
to the individual concerned within 5 working days, investigating and making a
substantive response without undue delay and within one month. If, due to the
complexity of the complaint and number of requests, a substantive response cannot be
given within this period, Verizon's Senior Director, International Privacy will advise the
complainant of the reason for the delay within one month of receipt of the complaint, and
provide a reasonable estimate (not exceeding two further months from the date on
which the individual was notified of the extension) for the timescale within which a
response will be provided.

When a complainant disputes a finding

If the complainant disputes the response of the Senior Director, International Privacy (or
the individual or department within Verizon dealing with the complaint) or any aspect of
a finding, and notifies Verizon accordingly, the matter will be referred to the Vice
President, Privacy & Chief Privacy Officer ("CPQO") who will review the case and advise
the complainant of his/her decision either to accept the original finding or to substitute a
new finding. The CPO will respond to the complainant within one month of the referral.
If, due to the complexity of the complaint and humber of requests, a substantive
response cannot be given within this period, the CPO will advise the complainant of the
reason for the delay within one month of receipt of the referral, and provide a
reasonable estimate for the timescale (not exceeding two further months) within which a
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3.14

3.2

3.2.1

3.2.2

response will be provided. If the complaint is upheld, the CPO will arrange for any
necessary steps to be taken as a consequence.

Individuals whose personal information is processed under the EU Controller Policy also
have the right to: i) complain to a competent supervisory authority in the Member State in
which the alleged infringement took place, or in which the individual works or habitually
resides; ii) and/or to bring proceedings in the courts of a Member State, as described in
Section C of the EU Controller Policy. These rights will apply whether or not they have
first made a complaint to Verizon.

Complaints where a Group Member is a processor

Where a complaint arises under the EU Processor Policy in respect of the processing of
personal information where a Group Member is the processor in respect of that
information, the Group Member will communicate the details of the complaint to the
customer promptly and will act strictly in accordance with the terms of the contract
between the customer and Verizon if the customer requires Verizon to deal with the
complaint.

When a customer ceases to exist

In circumstances where a customer has disappeared, no longer exists or has become
insolvent, individuals whose personal information is processed and transferred between
Group Members on behalf of that customer under the EU Processor Policy have the
right to complain to Verizon and Verizon will deal with such complaints in accordance
with this Complaint Handling Procedure. In such cases, individuals also have the right to
complain to a competent supervisory authority in the Member State in which the alleged
infringement took place, or in which the individual works or habitually resides; and/or to
bring proceedings in the courts of a Member State as described in Section C of the EU
Processor Policy and this will apply whether or not they have first made a complaint to
Verizon.
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Appendix 6
EU Co-operation Procedure
1. Introduction
1.1 This EU Co-operation Procedure sets out the way in which Verizon will co-operate with

2.1

2.2

2.3

2.4

241

24.2

2.5

the competent supervisory authorities in relation to the EU Binding Corporate Rules
Controller Policy (“‘EU Controller Policy”) and the EU Binding Corporate Rules Processor
Policy (“EU Processor Policy”) (together the "Policies").

Co-Operation Procedure

Where required, Verizon will make the necessary personnel available for dialogue with a
supervisory authority in relation to the Policies.

Verizon will actively review and consider:

(a) any decisions made by competent supervisory authorities on any data protection
law issues that may affect the Policies; and

(b) the views of the European Data Protection Board and any successor body as
outlined in its published EU guidance on Binding Corporate Rules for controllers
and processors.

Upon request, Verizon will provide:

€)) copies of the results of any audit of the Policies to any competent supervisory
authority who will upon receiving the audit results be reminded of their duty of
professional secrecy under Article 54(2) GDPR; and

(b) any information about the processing operations covered by the Policies to any
competent supervisory authority.

Where any Verizon group member acts as a controller ("Controller Group Member")
Verizon agrees that:

where the Controller Group Member is located within the jurisdiction of a competent
supervisory authority based in Europe, that particular competent supervisory authority
may audit that Controller Group Member for the purpose of reviewing compliance with the
EU Controller Policy; and

in the case of a Controller Group Member located outside Europe, that a competent
supervisory authority based in Europe may audit that Controller Group Member for the
purpose of reviewing compliance with the EU Controller Policy;

in each case in accordance with applicable audit procedures of such competent
supervisory authorities.

Where any Group Member is acting as a processor under the EU Processor Policy, that
Group Member will cooperate with and accept to be audited including where necessary,
on-site by the competent supervisory authority competent for the relevant controller with
full respect of the applicable audit procedures of such competent supervisory authorities,
who will be reminded of their duty of professional secrecy under Article 54(2) GDPR.
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2.6

2.7

Verizon agrees to take into account advice and abide by applicable decisions of the
competent supervisory authority where a right to appeal is not exercised on any issues
relating to the interpretation and application of the Policies.

Any dispute related to a competent supervisory authority's exercise of supervision of
compliance with the Policies will be resolved by the courts of the Member State of that
competent supervisory authority, in accordance with that Member State's procedural law.
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Appendix 7
EU Updating Procedure
1. Introduction
1.1 This EU Updating Procedure sets out the way in which Verizon will communicate changes

2.1

2.2

3.1

3.2

4.1

4.2

42.1

4.2.2

to the EU Binding Corporate Rules Controller Policy ("EU Controller Policy") and to the
EU Binding Corporate Rules Processor Policy ("EU Processor Policy”) (together the
"Policies") to the competent supervisory authorities, individuals, its customers and to the
Group Members bound by the Policies.

Material changes to the Policies

Verizon will communicate any material changes to the Policies without undue delay to the
supervisory authority acting as lead supervisory authority (the "BCR Lead") and, via the
BCR Lead, to any other supervisory authorities concerned.

Where a change to the EU Processor Policy affects the conditions under which Verizon
processes personal information on behalf of any customer, Verizon will also communicate
such information to any affected customer before it is implemented, and with sufficient
notice to enable affected customers to object. Verizon's customer may then suspend the
transfer of personal information to Verizon and/or terminate the contract, in accordance
with the terms of its contract with Verizon.

Administrative changes to the Policies

Verizon will communicate changes to the Policies which are administrative in nature
(including changes in the list of Group Members) or which have occurred as a result of a
change of European data protection law , through any legislative, court or supervisory
authority measure to the BCR Lead and via the BCR Lead to any other supervisory
authorities concerned at least once a year. Verizon will also provide a brief explanation to
the BCR Lead and via the BCR Lead to any other supervisory authorities concerned of
the reasons for any notified changes to the Policies.

Verizon will make available changes to the EU Processor Policy which are administrative
in nature (including changes in the list of Group Members) or which have occurred as a
result of a change of European data protection law, through any legislative, court or
competent supervisory authority measure to any customer on whose behalf Verizon
processes personal information.

Communicating and logging changes to the Policies

The Policies contain a change log which sets out the date of revisions to the Policies and
the details of any revisions made. Verizon's Senior Director, International Privacy will
maintain an up to date list of the changes made to the Policies.

Verizon will communicate all changes to the Policies, whether administrative or material
in nature:

to the Group Members bound by the Policies; and

systematically to customers on whose behalf Verizon processes personal information,
and to the individuals who benefit from the Policies, via the Verizon website
https://www.verizon.com/about/privacy/binding-corporate-rules.


https://www.verizon.com/about/privacy/binding-corporate-rules.
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4.3

5.1

Verizon's Senior Director, International Privacy will maintain an up to date list of the
changes made to the Policies, the list of Group Members bound by the Policies and, in
regard to the Processor Policy, a list of the sub-processors appointed by Verizon to
process personal information on behalf of its customers. The list of Group Members and
any updates to the Policies will be available to and accessible by the individuals and
competent supervisory authorities (and to the customer in the case of the EU Processor
Policy) upon request.

New Group Members

Verizon's Senior Director, International Privacy, overseen by the EU BCR Steering
Committee, will ensure that all new Group Members are effectively bound by and can
deliver compliance with the Policies before a transfer of personal information to them
takes place.
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Appendix 8

EU Processing Schedule

The Controller (as defined in Part 1 to this EU Processing Schedule ("Part 1)) wishes to appoint
the Processor (also as defined in Part 1) to process certain personal information on its behalf in
accordance with Rule 4D of the EU Binding Corporate Rules Controller Policy (the “Policy”). The
Controller and the Processor have elected to complete this Processing Schedule as the means by
which to satisfy the requirements of the GDPR.

This Processing Schedule is to be read and interpreted in conjunction with the Policy.

Part 1: Processing Instructions

11
12
13
14

@)

15
@)
1.6
(a)
1.7

Name of Group Member as controller: ..., (the "Controller")
Name of Group Member as proCessor: ........ccovvvviiiiiiiiiiiiieieaenn, (the "Processor")
Purpose of the processing carried out by the Processor: ..........cocooviviiiiiiiiiiiiiiin,

The personal information processed will include the following categories of Personal
Information:

[list each category of personal information which will be processed, e.g. names, emalil
addresses, financial information]

The individuals to whom the personal information relates are:

[list each category of individuals, e.g. personnel]

The activities to be carried out by the Processor on behalf of the Controller will consist of:
[describe services carried out by the Processor on the Controller's behalf in detail]

Duration of processing carried out by the Processor: ..........cocoviiiiiiiiiiiiii e,

Part 2: Processor's Obligations

2.
2.1

2.2

2.3

The Processor will :

ensure that personnel/contractors authorised to process the personal information
described in Part 1 (the "Data") have committed themselves to confidentiality or are under
an appropriate statutory obligation of confidentiality;

inform the Controller: (a) if it is legally required to process the Data otherwise than as
instructed by the Controller before such processing occurs, unless the law requiring such
processing prohibits the Processor from notifying the Controller, in which case it will notify
the Controller as soon as that law permits it to do so; and (b) about any instruction from
the Controller which, in the Processor's opinion, infringes European data protection law;

not subcontract any processing of the Data or otherwise disclose the Data to any third
party except as authorised by the Controller in writing. Where sub-contracting is permitted
the Processor will: (a) ensure that it has a written contract (the "Processing Subcontract”)
in place with the relevant subcontractor which imposes on the subcontractor the same
obligations in respect of processing of the Data as are imposed on the Processor under
Rule 4D of the Policy and this Part 2 to the Processing Schedule ("Part 2") and ensure
that information on the identify of the subcontractor is readily available to the Controller;
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2.4

2.5

(b) ensure that there are sufficient guarantees in place to ensure the Processing
Subcontract meets the requirements of European data protection law; (c) remain fully
liable to the Controller for its obligations under Rule 4D of the Policy and this Part 2; and
(d) ensure that Rule 6 of the Policy is complied with in the event that Data is subject to a
trans-border transfer to a sub-contractor;

upon completion of the processing carried out by the Processor on the Controller's behalf
and at the choice of the Controller, return or delete all Data processed by the Processor
and all copies of such information unless the Processor is prevented from doing so by
European or Member State law to which the Processor is subject, in which case the Data
will be kept confidential and will not be actively processed for any purpose; and

provide such co-operation and assistance as the Controller reasonably considers to be
necessary to enable the Controller to: (a) verify the Processor's compliance with Rules 4A
and 4D of the Policy and this Processing Schedule; (b) carry out prior assessments of
processing activities which are likely to result in a high risk to the rights and freedoms of
individuals and any related consultations with competent supervisory authorities; (c) fulfil
its obligations in respect of any request by an individual to exercise their rights under the
Policy, including by notifying the Controller without undue delay of any such request; and
(d) investigate, mitigate and notify in accordance with Rule 4B of the Policy any Data
Protection Breach involving the Data, including by notifying the Controller without undue
delay of any such Data Protection Breach.



