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Introduction: Reimagining infrastructure

Infrastructure: For most people, the word conjures up
ideas of the physical — roads, bridges, buildings, water
towers and storm sewers. As governments and private
sector partners look to upgrade our physical infra-
structure, they should consider both our critical tangi-
ble assets — the transportation, water and wastewater
systems vital to our society — and the connectivity that
will enable their more efficient operation. In fact, it
could be argued that technology infrastructure - inter-
net connectivity, smart technology to enhance physi-
cal assets, and cybersecurity to protect them - is as
important as the concrete and steel used to construct
them.

Advances in sensors, cameras and controls to monitor
and operate inanimate resources, often called the in-
ternet of Things (IoT) or intelligent device ecosystems,
are now capable of enhancing our physical world
through digital technology. We can build smart infra-
structure that improves efficiency, responsiveness,
cost-effectiveness and longevity.

Smart infrastructure achieves these improvements
through automation - sensors, data analytics and ad-
vanced communications collect and analyze data
which then can be used to optimize the performance
and increase the lifespan of our traditional infrastruc-
ture. For example, by using sensors to monitor the en-
ergy consumption versus human usage of public facili-
ties (or street lights), smart infrastructure can identify
areas where energy is being wasted and reduce con-
sumption. This not only reduces costs but also helps
improve comfort for facility users and reduces carbon
emissions, making it more sustainable. Also, the use of
smart infrastructure will play a key role in enabling
electric vehicle charging stations and coordinating
energy supply with utilities.

Traffic systems are another excellent opportunity for loT
sensors. They can be used throughout these systems to
gather real-time data to identify congestion and acci-
dents, then provide drivers and other users guidance to
enhance the system’s efficiency and avoid potential haz-
ards. Public Works, Police and Fire can use telemetry to
track their vehicles and equipment during emergency
response, as well as sensors and intelligent video (fixed
or drone) for near real-time situational awareness, aug-
menting GIS and 3D models. Also, the use of devices in
buildings (or waterworks structures) can detect potential
hazards like gas leaks or fires, allowing for immediate
action to be taken to mitigate risks and even save lives.

One area that should not be overlooked when upgrading
infrastructure technology is cybersecurity. As cyberat-
tacks become more sophisticated and frequent, state
and local governments should consider a Zero Trust ap-
proach to security. This method operates on the assump-
tion that any user, device or network attempting to ac-
cess a system is a potential threat, should prove identity
for every access attempt and be provided the lowest lev-
el of access necessary. The best practice is to build se-
curity into the networks for locations, remote users and
loT while leveraging a Secure Access Service Edge -
Network-as-a-Service (SASE-NaaS) model.

Overall, smart infrastructure has the potential to revolu-
tionize the way we live, work and travel. As technology
continues to advance, the possibilities for smart infra-
structure are virtually limitless, and the need to protect it
from cyber intrusions is all the more important.

Government, and the private sector partners who help
finance, design, operate and maintain our infrastructure,
will add more and more smart, innovative components in
the years to come.
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Executive summary: A historic opportunity

When the Infrastructure Investment and Jobs Act (IIJA)
was signed into law in November of 2021, it brought
with it not just a historic amount of money — $1.2 trillion
- but a historic opportunity to upgrade the very founda-
tion of the United States. The bill recognizes the in-
creasing convergence of our physical and virtual infra-
structure, with categories for broadband and cyberse-
curity along with allocations for loT solutions.

The bill also provides $65 billion in funding for connec-

tivity — supporting remote work, telemedicine and online
learning - to support digital inclusion and bring connec-
tivity to those living in the so-called “broadband desert.”

Cybersecurity will receive $2.5 billion in enhancements.
These programs will help protect our vital data systems
and acknowledge the fact that government is the lead-
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ing target for cyberattacks. They will also help pro-
tect our physical assets, as they incorporate more
and more smart technology.

Along with the increased efficiencies and cost bene-
fits that come with the aforementioned intelligent loT
systems, investments in technology can create jobs,
stimulate local economies and generally improve
quality of life for communities.

That’'s why it’s so important to think beyond fixing
crumbling roads and potholes today, and use these
funds to build the technologically advanced, resilient
communities that will benefit our residents five or ten
years from now - to future-proof our cities and
states with a virtual infrastructure designed to con-
nect and support the communities of tomorrow.




Infrastructure innovations: A brief history

Infrastructure has always been about innovation.
Throughout history, its development has played a signifi-
cant role in shaping the course of human civilization.

There are many examples of great engineering and man
-made infrastructure throughout history: the Pyramids of
Egypt, the Parthenon of Greece, Angkor Wat in Cambo-
dia, and so on. Let's consider one that can still be seen
today: the Roman Aqueduct system, built more than
2000 years ago. The aqueducts were an engineering
marvel, constructed using tax dollars, that allowed Ro-
mans to dispense clean water to citizens while prevent-
ing the spread of diseases.

In the 19t century, the development of railroads revolu-
tionized transportation and commerce. In fact, the word
“infrastructure” first appeared in French during the late
1800s to describe the underlying foundation of rail-
roads. The railroad system permitted faster and more
efficient transportation of products and people across
great distances, which fostered the growth of industries
and the rapid expansion of cities and the settlement of
territories.

In 1865, a clever oil worker from New Jersey built the
first oil pipeline that ran five miles and connected Pi-

thole, PA to the Oil Creek Railroad. The production of
energy grids began in the 1880s with isolated power

generation systems. Thomas Edison unveiled the na-
tion’s first power plant in Lower Manhattan.

Natural gas pipelines as we know them first appeared in
the early 1890s and carried natural gas from wells in
central Indiana into Chicago. These early infrastructure
systems provided energy to homes and businesses, en-

abling them to operate and thrive. They also brought
people to places once considered to be uninhabitable.

Communications have been a prime motivation for ad-
vances in infrastructure. The telegraph was invented in
the mid-19™ century and allowed people to send the
first instant messages over long distances. Telegraph
messages had a huge impact on commerce, politics,
and military strategy. Telephones came along in the
late 19t century, and further reinvented communica-
tions by facilitating voice conversations. Not only was
it a new way to communicate, but telephones led to
entirely new industries like call centers. The develop-
ment of broadband technology in the late 20™ and ear-
ly 215t century has transformed the way people com-
municate and access information. Broadband enabled
the rapid growth of the internet. It’s now a critical infra-
structure for our modern world that connects people
for commerce, education, entertainment and
healthcare.

The wireless and digital revolution that began in the
late 20t century has changed the way we live. The
development of mobile devices and wireless networks
enabled people to connect and access data from any-
where in the world. The proliferation of digital technol-
ogy has also enabled the growth of new industries like
e-commerce, social media and cloud computing.

The history of infrastructure is one of discovery and
progress. We grow and thrive by providing basic physi-
cal needs, structures and facilities, then moving to-
wards fulfilling the more human requirements for con-
nection, knowledge and well-being.
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More with less: Where we are now

Even as technology infrastructure continues to advance,
investment in public infrastructure has fallen. Between
2007 and 2017, public spending on infrastructure de-
creased by nearly $10 billion — almost a billion dollars a
year.

In that same decade, money for capital projects
dropped 16 percent, from $207 billion to $174 billion.
There is roughly a trillion-dollar backlog in deferred
maintenance costs for infrastructure in the U.S. The
American Society of Civil Engineers (ASCE) compiles
regular “report cards” for the state of the U.S. infra-
structure. In 2021, ASCE gave an overall grade of “C-,”
up from a “D+” from the previous report card in 2017.

But with these challenges come opportunities, especial-
ly with the once-in-a-lifetime chance presented by IIJA.
The bill offers the promise of a better future, to redefine
exactly what we think of when we think of
“infrastructure.”
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$10 billion

decrease in spending on
infrastructure between 2007 -2017

16% decrease
in money for capital projects in that
same decade.




Revolutionizing the world around us

We have already seen infrastructure move from the
physical to the virtual world and the “smart” combination
of the two into intelligent, responsive systems; so the
notion of infrastructure as a multidimensional concept is
not new.

Even presenting infrastructure as a social notion is not
revolutionary — during the Great Depression of the
1930s, the Federal Government’s massive New Deal
program outlined some of the largest infrastructure in-
vestments in history: the Hoover Dam in Nevada, the
Lincoln Tunnel in New York and the Tennessee Valley
Authority (to name just a few). These projects did not
just forge new transportation routes and produce new
energy sources, they generated new jobs and economic
development for areas desperately in need of both,
while transforming society as a whole. These builds re-
generated living systems for their communities.

So there is a social aspect to be considered with infra-
structure, which we also saw highlighted during the pan-
demic years of 2020 and 2021; the importance of being
able to connect via our virtual world to learn, work, ac-
cess healthcare and buy food. There was a greater
need for places like libraries and community centers
that had public Wi-Fi. We gained new appreciation for
green spaces, sidewalks, faith centers and cultural
groups when we resumed face-to-face visits.

Combining that social infrastructure with physical and
digital infrastructure gives us a new, multidimensional
substructure and a broader understanding of the inter-
dependence of all of these elements. By recognizing this
multidimensional world, we can design and maintain an
infrastructure that is responsive, resilient, cost-effective
and provides us with unprecedented prospects for soci-
ety and all of its members.
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Technology as infrastructure

When considering this multidimensional structure, tech-
nology, especially the internet, is the connective bridge
that holds it together; networks facilitate communica-
tions from wherever we are, sensors help us better un-
derstand our physical assets, and loT controls help us
optimize them and reduce their costs.

But there are other financial benefits that stem from
connectivity. According to the Center on Rural Innova-
tion (CORI), access to high-speed internet in public
spaces launches new careers in tech and gives a mone-
tary lift to freelancers and entrepreneurs. Connected
communities equip underutilized workforces with better
access to job training and career support, and those
areas are better able to weather economic downturns
or shifts in industries. And in the age of IIJA, there are
several options for state and local governments to con-
nect their constituencies, with the help of private sector
partners, and an array of avenues for federal funding to
be used to improve technology infrastructure.

Options for connecting our infrastructure
While “broadband” is the named category of IIJA, con-
nectivity can be achieved in a variety of ways. In addition
to cable and fiber, there are powerful wireless options
that include 5G fixed wireless access (FWA), multi-
access edge computing (MEC), private networking, and
Network-as-a-Service (NaaS). These options do not re-

quire cable or fiber to be run underground to each facili-
ty needing connectivity.

5G is the fifth generation of wireless technology and de-
livers high-speed internet connections with low latency
and massive connectivity. It supports a wide range of
applications from smart cities to remote assisted sur-
gery. 5G is revolutionizing the way we use the internet.

FWA, or fixed wireless access, is a broadband service
that uses radio waves to deliver internet connectivity to
fixed locations. It's ideal for remote areas where laying
fiber is not feasible. FWA delivers high-speed internet
access and is becoming incredibly popular with the de-
ployment of 5G technology. Fiber must only be connect-
ed to one tower, which can then provide connectivity to
multiple facilities and devices.

MEC enables cloud computing and storage capabilities
as well as an IT service environment at the edge of a
network or on premises. It produces high-bandwidth
connectivity and low latency, making it an optimal solu-
tion for applications that need real-time data processing.

Private networking offers organizations a dedicated
network with secure, reliable connectivity. It's a great
choice for government agencies, as well as the private
sector partners who help them build, operate, and main-
tain public infrastructure, because it provides high levels
of security and reliability.

How 5Gis delivered
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Network as a Service (NaaS)

Traditional networking services
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Network as a Service, or Naa$S, seeks to make a net-
work more agile, helping adapt to changing circumstanc-
es. It provides best-in-class network products and ser-
vices in a more modular, scalable package. By mixing
virtual and on-site assets, it provides more intelligent,
flexible, cloud-centric network services, taking ad-
vantage of Software Defined Networking (SDN) and Net-
work Function Virtualization (NFV) to help accelerate
digital transformation.

Data management

Data is becoming ever more critical for government or-
ganizations, as is the technical infrastructure that sup-
ports its lifecycle (acquisition, storage, management,
analysis, and delivery). Governments on every level have
so much data and metadata to manage that even the
smallest entity can struggle to maintain it. But virtual
products like hybrid multi-clouds can help - hybrid multi-
clouds support not only data storage and management
but application development and deployment, infrastruc-
ture management, network security and even disaster
recovery. Hybrid multi-clouds combine public and private
cloud services to reap the specific benefits of each and
meet each organization’s precise needs.

More tailored for data management are data lakes. They
are large repositories of data in their raw forms, which
allow for flexible analysis and processing. The data lakes

can also be connected and integrated using various
tools and techniques, such as ETL (extract, transform,
load) processes, APl integrations or data ingestion sys-
tems. Data lake connectivity enables organizations to
collect and combine their data from multiple sources to
gain a comprehensive overview of operations.

Other data management options include data visualiza-
tion programs, data analytics platforms and data gov-
ernance tools.

Internet of Things / Smart Infrastructure
The Internet of Things (loT) refers to a network of de-
vices, sensors and software applications that communi-
cate and exchange information and instructions with
each other over the internet. Intelligent devices enable
us to get more out of existing assets. loT increases our
understanding of how these assets perform and allows
for better decisions around how we operate and main-
tain them. Automation also frees up time for humans to
focus on what we perhaps do best - creative problem-
solving.

For state and local governments and their private sec-
tor partners, 0T can support facilities management to

optimize energy consumption and reduce costs. Intelli-
gent sensors can monitor indoor air quality and adjust

ventilation systems to improve the health and well-
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being of occupants, which can be especially beneficial in
public buildings like libraries, schools and community
centers.

Fleet solutions can help organizations optimize longevity
and management of vehicles and equipment. Telemetry
can certainly monitor real-time location, speed, fuel con-
sumption, meter readings, engine control module alert-
ing, and other important performance metrics, with data
sent directly to a fleet management system. Further, in-
telligent sensors and video can monitor driver alertness
and behavior to provide real-time safety warnings.

Smart video relies on loT-enabled cameras to monitor
and can analyze video feeds in real-time, allowing for
valuable applications like traffic management, security
monitoring and threat detection. Smart video for traffic
management optimizes and relays routes for

public transportation and helps commuters avoid con-
gestion, and provides Transportation Authorities and
Public Safety departments valuable situational aware-
ness

Intelligent systems can also play a significant role in
managing water and wastewater systems. For years,
Public Works departments have been using sensors to
monitor water plant and wastewater reclamation facility

processes, as well as water system pressure, pumping
status, etc. These departments continue to experiment
with sensors and data platforms for real-time regulatory
and operational decisions, for example, for energy effi-
ciency, chemical optimization, etc. Sensors also enable
asset tracking, condition assessment, failure prediction,
etc. for capital budgeting. A few recent loT innovations
include

¢ Analyzing influent wastewater with biomonitors to
optimize treatment in real-time

e Tracking water quality data from distributed water-
shed sensors for impact on local water sources

e Providing water flow and quality data from public
waterways to recreational users

Cybersecurity

Government and its private sector partners steward an
incredible number of physical assets as well as vast
quantities of sensitive data. The threat landscape is
constantly evolving, so these organizations must imple-
ment robust security strategies to prevent and mitigate
cyberattacks, not only for data but for our increasingly
connected physical infrastructure.

loT helps create safe, smart communities
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One of the most common tools for securing data is a
firewall. Firewalls filter network traffic and use estab-
lished rules to enforce administrative security policies.

Virtual private networks (VPN) are also common and
standard security measures. VPNs produce encrypted
connections between remote users and networks, pro-
tecting systems against unauthorized access and data
interception. Zero Trust Network Access (ZTNA), a mod-
ernized replacement for traditional VPNSs, helps authenti-
cate users and devices and limits access to network as-
sets.

Distributed Denial of Service (DDoS) is a major threat to
government organizations. DDoS attacks disrupt critical
public services by overwhelming networks with damag-
ing traffic. DDoS management systems can detect and
mitigate these attacks in real time, filtering the malicious
traffic and ensuring that systems remain fully operation-
al.

Zero Trust architecture is a tactic that is rapidly gaining
adoption. This approach requires users and devices to

be authenticated prior to gaining access to network re-
sources. Zero Trust removes the belief that there is any

trusted space in a network - it operates by managing
security at every level, then allows more freedom for the
user who has successfully navigated the micro-
segmentation. By adopting a Zero Trust posture, organi-
zations can prevent unauthorized access to sensitive
data and mitigate the risk of threats by providing users
access to approved applications, both cloud and on-
premise, using only approved devices. This is typically
enabled through a SASE-NaaS solution, as noted above.

Another mechanism that’s becoming widely used is
blockchain. It’s a distributed database or ledger that pro-
vides a decentralized, tamper-resistant platform for stor-
ing and sharing information, reducing the risk of data
manipulation as a result of cyberattack breaches.

loT connects the physical and virtual worlds and can cre-
ate efficiency, safety, cost-effectiveness and increased
longevity for our tangible assets. Connectivity is the ena-
bler for that smart technology, and cybersecurity makes
the entire infrastructure ecosystem safer. As govern-
ment and its private sector partners continue to con-
verge our physical assets and digital technologies, they
will transform our communities, redefining how we build,
operate and maintain our cities, counties, regions and
states.

Pillars of a Zero Trust Architecture

Establishing a Zero Trust Architecture is not accomplished

with one security control, but many working together.

Identity: Secure, limit and
enforce access to
applications and data.

Identity

Device

=

Device: Secure all
endpoints (desktop,
laptop, smartphone, loT).

Network: Segment,
isolate and control
the environment with
granular access.

Application workload:
Secure tasks on
premises, in the cloud and
on virtual machines.

Zero Trust
Architecture

Network

Visibility and analytics

Automation and orchestration

Data: Categorize and
manage data securely
to help protect it from
unauthorized users.

Visibility and analytics:
Improve detection of
and response to atypical
behaviors.

Automation and
orchestration: Automate
manual security processes
to take policy-based actions
with speed and at scale.

Governance: Audits,
automated and dynamic
enforcement of compliance
policies.
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Reimagining infrastructure: Building for the future

The Infrastructure Investment and Jobs Act (IIJA)
offers an extraordinary chance to build for the future by
reshaping the country’s framework, boosting local
economies and creating jobs. And while a significant
focus of the bill is on traditional physical infrastructure,
tens of billions of dollars focus on technology to imple-
ment smart technologies, bridge the digital divide, and
secure our vital data and physical assets.

With the broader deployment of the Internet of Things
for data acquisition and analysis, as well as the applica-

tion of Artificial Intelligence and Machine Learning, gov-
ernment can accelerate on its path to enhanced ser-
vice and greater effectiveness.

Verizon will continue to partner with governments
across the nation and industry, helping lead the way
towards better, smarter communities. The possibilities
technology brings are inspiring-the future is full of ex-
citing promise as we join our physical infrastructure
with our digital and cyber innovations.
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Helpful Links

Department of Transportation Infrastructure Law Funding Opportunities

Department of Energy Bipartisan Infrastructure Law Programs

Federal Communications Commission National Broadband Map

White House IIJA Guide Book

Verizon.com IIJA page

Verizon Public Sector technology and network solutions
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https://www.transportation.gov/bipartisan-infrastructure-law
https://www.energy.gov/gdo/bipartisan-infrastructure-law
https://broadbandmap.fcc.gov/home
https://www.whitehouse.gov/build/guidebook/
http://verizon.com/iija
https://www.verizon.com/business/solutions/public-sector/
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About Verizon Public Sector

Verizon serves as a trusted partner to the public sector,
from rural communities to the largest State and Federal
agencies. We enable better government through our
best-in-class networks, innovative solutions, exceptional
customer experience, and decades of success helping
get mission-critical projects done right. With Verizon on
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their team, our customers can serve their constituents
better, work more efficiently and remotely, create smart
communities, empower young learners, help ensure pub-
lic safety, and respond quickly to emergencies.

For more information, please visit: Verizon Public Sector.
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