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A. EIS IT RISK MANAGEMENT FRAMEWORK PLAN 
[L.29(3)(a); C.1.8.7; NIST SP 800-37] 

As a leading provider of telecommunications services to the U.S. Government, Verizon 

has an established, proven record in information security risk management utilizing the 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800- 

series guidelines including, but not limited to NIST SP 800-37 Rev. 1, Guide for 

Applying the Risk Management Framework to Federal Information Systems: A Security 

Life Cycle Approach. Verizon has long recognized the importance of managing 

information security and system risk and was an early adopter of both the initial NIST 

SP 800-37 and the subsequent Revision 1 as best practices not just to manage but also 

to minimize risk. Verizon has successfully worked with the General Services 

Administration (GSA) on numerous contracts including, but not limited to Managed 

Trusted Internet Protocol Service (MTIPS), Networx, Washington Interagency 

Telecommunications System (WITS), and FTS2001. To date, Verizon has been granted 

numerous Authorizations to Operate (ATOs) based on NIST SP 800-37 Rev. 1. As a 

service provider, Verizon monitors the risk to many U.S. agencies  

 

 

         

  

Verizon has worked closely with these government agencies to implement the 

processes identified in the NIST Risk Management Framework (RMF). Verizon’s 

significant experience in this area has provided Verizon with a solid understanding of 

the NIST RMF and agency-specific information security and Assessment and 

Authorization (A&A) requirements. As discussed in Section A.2 of this RMF Plan, these 

agency-specific requirements include: GSA CIO P 2100.1, GSA Information Technology 

(IT) Security Policy; DoD Instruction 8510.01, Risk Management Framework for DoD 

Information Technology (IT); Intelligence Community Directive (ICD) 503 Intelligence 

Community Information Technology Systems Security Risk Management; and 

Committee on National Security Systems Instruction (CNSSI) No. 1253, Security 
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Categorization and Control Selection for National Security Systems. This Information 

Technology (IT) RMF Plan outlines how Verizon will leverage its deep agency-specific 

RMF experience for the EIS program. 

A.1 Purpose and Scope 

This RMF Plan describes Verizon’s overarching approach to managing applicable risks 

to information systems and their contents as well as the steps that Verizon will take to 

integrate security requirements throughout the EIS IT System Development Life Cycle 

(SDLC) and to obtain and maintain an ATO from the government’s authorizing official 

(AO). This RMF Plan provides the following information:  

 Overview of Verizon’s organizational information security risk management process; 

 Identification of the key information security and information systems risk 

management standards and guidelines Verizon uses in support of EIS IT; 

 Definition of the key roles of the organizations and individuals responsible for 

defining and implementing the EIS IT RMF; 

 Overview of the Verizon EIS IT information system and security architecture that will 

be implemented using the risk management framework; 

 Discussion of the specific implementation activities within the RMF process; and 

 Identification of Verizon’s key RMF deliverables for the EIS IT offering. 

As required by the EIS RFP Section C.1.8.7.7, this EIS IT RMF Plan describes 

Verizon’s high-level approach to security compliance for security requirements for 

services provided under EIS. In accordance with the RFP instructions, this high-level 

EIS IT RMF Plan has been augmented with service-specific RMF Plans for MTIPS and 

the EIS Business Systems Solution (BSS). The MTIPS RMF Plan is included in Volume 

1: Technical, Attachment B and the BSS RMF Plan can be found in Volume 2: 

Management, Section 8 of Verizon’s EIS proposal. 

A.2 Applicable Standards and Guidelines 

In providing EIS services, Verizon will comply with government identified federal and 

agency-specific IT security directives, standards, policies, and reporting requirements, 

as specified in the respective Task Order (TO). Where applicable, Verizon will comply 

with FISMA, Department of Defense (DoD), Intelligence Community and agency 
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A.4 Information System Overview  

Verizon’s EIS information system will cover support for the proposed services under 

each of these twelve service areas, as specified in Section C.1.8.1. Verizon has 

categorized the following three service areas as FISMA and FedRAMP-compliant EIS 

services: Cloud Service, Commercial Satellite Communication Service, and Managed 

Services. 

Verizon understands that EIS services will carry non-sensitive programmatic and 

administrative traffic, Controlled Unclassified Information (CUI) traffic, and higher levels 

of sensitive and/or classified traffic. As a proven service provider and solution partner 

with decades of solid past performance for government, DoD, and the IC, Verizon is 

committed to delivering the highest level of quality, security, and compliance for 

services provided under EIS.  

As one of the largest commercial telecommunications providers in the world, Verizon 

has internal systems in place to provide these same service requirements for countless 

customers, including the federal government. Verizon’s commercial Business Support 

System (BSS) incorporates industry-leading and proven IT platforms fully capable of 

processing, managing, deploying, and supporting service orders in large volumes and 

variety for government customers simultaneously across a large number of contracts. 

Verizon’s unique back-end operations and service management capabilities coupled 

with the ability to secure, scale, and deliver diverse service types efficiently and 

effectively sets Verizon apart from the competition and continues to be the gold 

standard in the industry. 
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A.5.1.1 Verizon BSS  

The Verizon BSS is comprised of many collective sets of technology, tools, processes, 

and resources that perform order processing, provisioning, service management, 

notification, billing, and payment processing. Verizon has invested heavily in the 

development of the BSS to simplify and accelerate the service ordering and enablement 

processes. The Verizon BSS program has been successfully developed and deployed 

an innovative next-generation BSS for its customers. The Verizon BSS improves 

quoting, ordering, provisioning, and simplifies billing, which will reduce the overall time 

from quote to implementation. The system is designed to provide flow-through 

automation and data validation to reduce defects and billing errors. The BSS platform 

has been honored by the TM Forum for contributing to enterprise business 

transformation. Third-party TM Forum testing has concluded that Verizon’s BSS closely 

conformed to Business Process Framework V.13.5.  

 

A.5.1.2 FISMA-Compliant EIS Service Support Systems – Government BSS 

The Government BSS provides the functions to meet the BSS component service 

requirements as identified in RFP Section G.6.5.4, namely, Customer Management, 

Financial Management, Order Management, Inventory Management, Service 

Management, and Program Management. The Government BSS is a fully dedicated 

operating environment custom-developed for the EIS contract, with the objective to 

meet federal government and GSA security and operation requirements and guidelines. 

This government BSS operating environment will be built in compliance with FISMA 

Moderate impact level, and in support of the NIST Risk Management Framework 

processes. The Government BSS and its RMF plan are described in greater detail in the 

BSS RMF plan deliverable. 
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Figure A.6.1-2. Security Categorization Process  

 

Described and illustrated in Figure B.6.1-3 below are the three levels of potential 

impact on organizations or individuals should there be a breach of security (i.e., a loss 

of confidentiality, integrity, or availability). 

Figure A.6.1-3. FIPS 199 Categorization Definitions Potential Impact Levels 

 

[Ref. NIST SP800-37 Rev1, SP800-39] 
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A.7 Key EIS IT Security Deliverables 

As specified in RFP Section C.1.8.7.4 and C.1.8.7.5, Verizon will create, maintain and 

update EIS IT security A&A documentation as specifically identified within each EIS 

Task Order (TO). Verizon, in compliance with each agency TO, will provide a valid 








