General Services Administration Volume 2: Management
NS2020 Enterprise Infrastructure Solutions National Security / Emergency Preparedness
EIS RFP #QTA0015THA3003 Functional Requirements Implementation Plan

TABLE OF CONTENTS

9 National Security and Emergency Preparedness (NS/EP) [G.11]................. 1
9.1 Basic Functional Requirements [G.11.1] ......cuiiiiiiiiiiiiiiiieee et 7
9.2 Protection of Classified and Sensitive Information [G.11.2].......cccccceeeiviiiiiiiiineeennnn. 9
9.3 DHS OEC TSP [G.L1L.3] iiiitiiiiiiiie etttk e et e e e e e e e asbr e e e e anrneeeean 10
9.3.1  GETS Capabilities [G.11.3.1] . ..ccieee et e et eee e s re et e e s stre e e st e e e e sntaeeeeannaeeaeaas 12
9.3.2  Wireless Priority Service (WPS) [G.11.4.2]......cooiiiieeiiie et 14
9.3.3  Telecommunications Service Priority (TSP) [G.11.4.3] c.ucoeiiiiieeeiiiee et 18
LIST OF TABLES

Table 9.1-1. Basic FUNCHIONAl REQUIFEIMENTS ........cciiiiiiiiiiie e e e ettt r e e e e e st e e e e e s s snnreaeeeneeesssnnnrnneneeeeeseannes 7

TABLE OF FIGURES

22 February 2016 Use or disclosure of data contained on this sheet is subject to the restriction on the verizon\l'r

title page of this proposal.
Si-



General Services Administration Volume 2: Management
NS2020 Enterprise Infrastructure Solutions National Security / Emergency Preparedness
EIS RFP #QTA0015THA3003 Functional Requirements Implementation Plan

9 National Security and Emergency Preparedness (NS/EP) [G.11]
Compliance with National Policy Directives. Verizon will deliver services in compli-
ance with national policy directives that apply to the national telecommunications infra-

structure. |
- Verizon

maintains an extremely high level of preparedness, consistent with its unique role in fur-
nishing critical telecommunications and information services to federal, state, and local
government entities as well as to the public. Our response to past disasters—both natu-
ral and human-induced—provides the experience and readiness required to provide
communications and data availability in the face of challenging scenarios. We comply

with all requirements outlined in RFP Section G.11, as outlined in the following.

Specific National Policy Requirements. Specific national policy requirements include,
but are not limited to P.L. 93-288 (Disaster Preparedness Assistance, dated May 22
1974), PPD-1 (Organization of the National Security Council System, dated February
13, 2009), PPD-21 (Critical Infrastructure Security and Resilience, dated February 12,
2013), NSDD-97, NSDD-145, and its successors, and other applicable laws, regula-
tions, and directives. E.O. 12,472 and 13,618 and its successors will also be considered

in the design and operations of services provided under this contract.

NS/EP Functional Requirements Implementation Plan. Verizon has developed the
components of an NS/EP Functional Requirements Implementation Plan that addresses
requirements in RFP Sections G.11.1-G.11.3. Verizon will update this plan annually.

Immediate Government Notifications. Verizon will notify the Government immediately
when events arise that may have major consequences to its network. This notification is

similar to the “abnormal report” currently furnished to the DNS National Coordinating
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Center (NCS). Verizon understands that although the GSA CO will set priorities, Verizon

will be solely responsible for network operations.

I responsible for on-time delivery of priority telecommunication services—
including GETS, WPS, TSP, and NGN—to the US Government to meet the needs of
authorized NS/EP communications users at a level that confirms a high probability of
availability. [ is capable of providing a full
spectrum of service planning, engineering, development, vendor technical manage-
ment, testing, implementation, and acceptance testing. [ Vverifies that priority
service functionality is maintained as Verizon priority services evolve g

Business Continuity & Emergency Management (BC&EM). Verizon has invested
substantial time and expense in building a highly reliable, redundant network topology
that provides excellent telecommunications service with a minimum of interruption to its
customers. In order to respond effectively to an event that exceeds business-as-usual
response processes, Verizon main-
tains a world-class series of Business
Continuity (BC), Disaster Recovery
(DR), Facility Preparedness, and
Emergency Management programs
that are essential to the protection of
its employees, critical business pro-
cesses, and structural facilities
across the globe. Verizon’s BC, DR,
and Emergency Management pro-
grams are supported by a compre-

hensive BC&EM framework consisting of the major building blocks of long-term mitiga-
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tion strategies including preparedness, emergency response, and short- and long-term
recovery. The Verizon BC&EM framework provides guidance to the organizations re-
sponsible for business continuity, disaster recovery, and emergency management plan-
ning and response on how to implement, manage, and maintain their business continui-
ty and emergency management programs. The Verizon BC&EM framework is designed

to protect and support Verizon personnel, critical operations, and infrastructure:

= QOutlining consistent processes, procedures and templates for managing a BC, DR,
and/or Emergency Management Program; and

* Providing a standardized incident management methodology to facilitate response
activities.

Verizon applies an all-hazards approach to planning, preparedness, and emergency

management that supports this common framework. Regardless of whether the event is

natural or human-induced, Verizon can adapt its response to the event.

- &
sponsible for coordinating incident management efforts
I developing overall incident priorities, and coordinating the
execution of a single incident action plan. s
I to support response and recovery activities, including

sourcing oversight, deploying and tracking emergency resources, and post-incident re-

ports and recommendations.

Disaster Response: Rapid Reaction Capabilities. Verizon supports the Government
by responding on short notice to emergencies 24 hours a day. Verizon has a proven
track record of supporting special communications during natural disasters for emer-

gency operations throughout the world.
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Advanced Preparedness. Crisis events can happen anywhere, anytime, and with little

warning. Our investment in resilient infrastructure S
I help keep Verizon's

customers communicating. Our BC and DR plans are regularly updated and tested to

help keep Verizon operational during a crisis.

Capability & Preparedness = Resilience.

Extensive Disaster Simulation Training.

Geographical Diversity for Added Security.
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Priority Services.
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9.1 Basic Functional Requirements [G.11.1]

Verizon will continue to support the 14 basic functional requirements for NS/EP tele-
communications and IT services as identified by the DHS OEC and the Office of Sci-
ence and Technology Policy for NS/EP telecommunications services (in accordance
with ANSI T1 and ITU-TSS standard bodies and widely supported by contractor com-
munities). [ RFP Section G.11.1 requirements is outlined below in
Table 9.1-1.

Table 9.1-1. Basic Functional Requirements
1. Enhanced Priority Treatment. Voice and data services supporting NS/EP missions should be provided pref-
erential treatment over other traffic.

e
-
2. Secure Networks must have protection against corruption of, or unauthorized access to, traffic and control,
including expanded encryption techniques and user authentication, as appropriate.

3. Non-Traceability. Selected users must be able to use NS/EP services without risk of usage being traced (i.e.,
without risk of user or location being identified).

4. Restorability Should a service disruption occur, voice and data services must be capable of being re-
provisioned, repaired, or restored to required service levels on a priority basis.
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Basic Functional Requirements
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vate facilities, systems, and networks.

7. Mobility. The ability of voice and data infrastructure to support transportable, re-deployable, or fully mobile
voice and data communications (i.e., Personal Communications Service (PCS), cellular, satellite, high fre-
quency (HF) radio).

8. Nationwide Coverage. Voice and data services must be readily available to support the national security
leadership and inter- and intra- agency emergency operations, wherever they are located.
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range of circumstances, from the widespread damage of a natural or manmade disaster up to and includ-
ing nuclear war.
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Basic Functional Requirements
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tions.

11.Broadband Service. The service must provide broadband service in support of NS/EP missions (e.g., video,
imaging, Web access, multimedia).
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support variable bandwidth requirements.

13. Affordability. The service must leverage network capabilities to minimize cost (e.g., use of existing infra-
structure, commercial off-the-shelf (COTS) technologies, and services).

14. Reliability/ Availability. Services must perform consistently and precisely according to their design re-
quirements and specifications, and must be usable with high confidence.

9.2 Protection of Classified and Sensitive Information [G.11.2]
Verizon maintains an approved Commercial and Government Entity (CAGE) code,
which supports its NS/EP mission. Verizon will safeguard classified information under
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their control to reasonably mitigate the risk of loss or compromise at the level of classifi-
cation up to and including Top Secret / SCI, as identified by the Government.
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9.3 DHS OEC TSP [G.11.3]
Verizon complies and interoperates with DHS OEC TSP.
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m Verizon has reviewed the Telecommunications Service
Priority Orders, Section 1.2.1.5.5 [RFP Sections G.3.5.5 and G.11], understands and

will comply with GSA contract modification requirements.

Provisioning of TSP Requests. Priority provisioning is obtained by a TSP service user
to facilitate priority installation of new telecommunications services. Provisioning on a
priority basis becomes necessary when a service user has an urgent requirement for a
new NS/EP service that must be installed immediately or by a specific due date that can
be met only by a shorter than standard service vendor provisioning timeframe. (Note:
The user is responsible for ensuring that all other avenues for obtaining service have
been exhausted before resorting to TSP procedures.) Verizon will provide TSP service
only after receipt of a TSP authorization code. Priority provisioning requires the service

vendor to provision the following:

= TSP services assigned an “E” provisioning priority (Emergency TSP services) as
soon as possible.

= TSP services assigned provisioning priorities 1-5 (Essential TSP services) providing
best efforts to meet the requested service date.

As specified in the TSP rules, Verizon will cooperate with other service vendors involved

in provisioning a TSP service by honoring requests for assistance. [N

22 February 2016 Use or disclosure of data contained on this sheet is subject to the restriction on the i \I"r
title page of this proposal. verlzon

-11 -



General Services Administration Volume 2: Management
NS2020 Enterprise Infrastructure Solutions National Security / Emergency Preparedness
EIS RFP #QTA0015THA3003 Functional Requirements Implementation Plan

9.3.1 GETS Capabilities [G.11.3.1]
Verizon complies and interoperates with GETS system requirements. [y

Network Security.
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Non-Traceability. Voice service calls are traceable unless specific actions are taken to
limit the traceability. Non-Traceability in the Verizon network is achieved g
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International Connectivity.
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Interoperability. Verizon interoperability is achieved by adherence to standards devel-
oped and publicized, in part, by the American National Standards Institute, Committee
T1 of the Alliance for Telecommunications Solutions, and best practices published by

Telcordia Technologies.
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.3.2  Wireless Priority Service (WPS) [G.11.4.2]
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Verizon’s Wireless network meets WPS requirements, currently provides WPS voice
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Verified Performance.

Wireless Capability. Verizon has the nation’s largest and most reliable 4G LTE net-

work. I
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Telecommunications Service Priority (TSP) [G.11.4.3]

Verizon complies with the TSP system for priority provisioning (i.e., new circuit installa-
tion), restoring previously provisioned circuits, and priority level for design change of cir-
cuits, including coordination between local access providers and the transport segment.
Verizon will also comply with future TSP replacement systems. If Verizon’s network ex-
periences significant degradation or failure, Verizon will provide priority restoration of
affected services in accordance with the TSP system’s five levels of priorities. Verizon
will also verify that the restored circuits retain the property of the original circuits (i.e.,
TSP levels; and, diversity and path avoidance, if any). Verizon knows the TSP System
(FCC 88-341), which provides the framework for telecommunications services vendors
to initiate, restore, or otherwise act on a priority basis to provide effective NS/EP tele-
communication services. Verizon’s emergency management practices will readily sup-
port the requirements of the EIS contract. Verizon maintains close vigilance of world
events and potential impacts to the network and services as a standard practice. Veri-

zon’s major Network Management Centers monitor world news and weather 24/7/365

for potential threats. I
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- The skills and experience of Verizon’s DR team are key to Verizon's suc-
cessful planning and management of catastrophic events. These teams are fielded
quickly to enable the rapid provisioning or restoration of communications services. Veri-
zon’s experience shows that effective disaster recovery planning and trained disaster
recovery personnel can save time when responding to an emergency.

Relevant Experience.

Provisioning and Restoration. The TSP Program has two main components: provi-
sioning and restoration. A provisioning priority is obtained to facilitate priority installation
of new telecommunications services. Provisioning priority is required when a service
user has an urgent requirement for a new NS/EP service that must be installed immedi-
ately (i.r., an emergency) or by a specific due date (i.e., essential) that can be met only
by a shorter than standard service vendor provisioning timeframe. A restoration priority
is assigned to new or existing telecommunications services to ensure restoration before
non-TSP services. Priority restoration is assigned to a new service when disruptions

may have a serious, adverse effect on the supported NS/EP function.

Priority Levels. To provide priority provisioning or restoration of a telecommunications
service, a service vendor must receive a service order (SO) containing a TSP Authori-
zation Code. The TSP Authorization Code, a 12-digit alphanumeric code, is the official
authorization from the OPT for a TSP vendor to provide priority provisioning and/or res-
toration to an identified service. The Code has two parts: (1) the TSP control identifier
(ID), an alphanumeric identifier for tracking purposes, and; (2) the TSP priority levels
that identify the provisioning and restoration priority-level assignment. The TSP provi-
sioning priority level will be E (the highest), 1, 2, 3, 4, or 5. Note: Priority level "E" is as-

signed only to emergency provisioning requests. The TSP restoration priority level will
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be 1 (the highest), 2, 3, 4, or 5. A zero (0) in either priority-level position indicates no
priority. Note that prime service vendors are required to forward TSP Authorization
Codes to applicable subcontractors to ensure that priority-level assignments of NS/EP

services are accurately identified "end-to-end."
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