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8 BSS RISK MANAGEMENT FRAMEWORK PLAN 
[L.30.2.7; G.5.6; NIST SP 800-37] 

As a leading provider of telecommunications services to the U.S. Government, Verizon 

has an established, proven record in information security risk management utilizing the 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-

series guidelines including, but not limited to SP 800-37 Rev 1., Guide for Applying the 

Risk Management Framework to Federal Information Systems: A Security Life Cycle 

Approach.  

 

 

 

 

       

 

 

 

 

 

 

  

Verizon has worked closely with these government agencies to implement the 

processes identified in the NIST Risk Management Framework (RMF). Verizon’s 

significant experience in this area has provided Verizon with a solid understanding of 

the NIST RMF and agency-specific information security and Assessment and 

Authorization (A&A) requirements.  
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8.1 Purpose and Scope 

This Business Systems Solution (BSS) RMF Plan describes Verizon’s overarching 

approach to managing applicable risks to information systems and their contents as well 

as the steps that Verizon will take to integrate security requirements throughout the BSS 

System Development Life Cycle (SDLC) and to obtain and maintain an ATO from the 

GSA Authorizing Official (AO). This RMF Plan provides the following information:  

  

           

 

  

 

  

 

  

  

8.2 Applicable Standards and Guidelines  

In providing EIS services, Verizon will comply with government identified federal and 

agency-specific IT security directives, standards, policies, and reporting requirements, 

as specified in the respective Task Order (TO). Where applicable, Verizon will comply 

with FISMA, Department of Defense (DoD), Intelligence Community and agency 

guidance and directives, including applicable Federal Information Processing Standards 

(FIPS), NIST SP 800-series guidelines, required government policies, and other 

applicable laws and regulations for protection and security of government IT.  

Table 8.2-1 lists key information security management standards and guidelines 

Verizon bases its approach to security references in support of the BSS RMF. When 

discussed in this RMF Plan, the versions of the documents identified in Table 8.2-1 are 

the applicable reference.  
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Figure 8.3.1-1. Verizon’s Risk Management Process. 

 

Using this three-tiered approach, Verizon works to continuously improve Verizon’s risk-

related activities and effectively communicate within and between the three tiers to 

protect customer data. Verizon maintains a staff of experienced and credentialed 

professionals to ensure the ongoing support of Verizon’s security posture as described 

in the following sections.  

8.3.1.1 Verizon Organizational Wide Information Security.  
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. The primary objectives of this Program include preventing, detecting, 

containing and remediating security breaches and the identification of the misuse of 

Verizon information resources. The Program also includes reporting, monitoring, and 

internal auditing to update Verizon senior management. The Information Security 

Program guides Verizon management of information security risks.  

8.3.1.2 Mission Level - Verizon Public Sector Information Security Support 

Verizon Enterprise Solutions Public Sector (hereinafter referred to as “Verizon Public 

Sector”) has established information security policies, procedures, and architectures to 

protect critical government systems and information resources.  

 

 

 

 

          

  

 

 

 

 

 

  

8.3.1.3 Verizon Program Level Information Security Support 

Verizon manages tactical risk at the information system level.  
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8.3.2 Verizon Executive Information Security Leadership 

8.3.2.1 Chief Information  
  

 

 

 

 

 

 

 

 

8.3.2.2  Chief Security Officer,   

 

 

 

 

 

 

 

  

8.3.2.3  Chief Information Officer,  
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8.4.3  

 

 

  

 

 

 

           

 

          

 

Figure 8.4.3-1. BSS Operating Environments. 

 

8.4.4  
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requirements, as well as A&A activities for the ATO effort. The Government BSS will be 

governed by FISMA associated guidance and directives such as Federal Information 

Processing Standards (FIPS) and NIST Special Publication (SP) 800 series guidelines, 

GSA IT security directives, policies and guidelines, as well as other appropriate 

Government-wide laws and regulations for protection and security of Government IT as 

outlined in the Applicable Standards and Guideline section (Section 8.2, Table 8.2-1). 

8.5 BSS Architectural Description 

8.5.1 Government BSS Architecture and Service Description 

 

 

 

 

 

. 
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8.5.1.1 Customer Delivery Channels Tier 

The Customer Delivery Channel tier consists of the delivery and data exchange 

methods and controls required to send or exchange data and deliverables between 

Verizon Government BSS and GSA Conexus.  

 

 

 

 

 

  

8.5.1.2 Government Data Tier 

The purpose of the Government Data Tier is to provide a repository to protect and 

manage Government-specific sensitive data and deliverables, as specified in RFP 

Section J.  

 

 

 

 

 

8.5.1.3 Verizon BSS Tier 

The Verizon BSS is comprised of many collective sets of technology, tools, processes, 

and resources that perform order processing, provisioning, service management, 

notification, billing, and payment processing. Verizon has invested heavily in the 

development of the BSS initiative to simplify and accelerate the service ordering and 

enablement processes. The Verizon BSS program has successfully developed and 

deployed an innovative next-generation BSS for its customers. The Verizon BSS 

improves quoting, ordering, provisioning, and simplifies billing, which will reduce the 

overall time from quote to implementation. The system is designed to provide flow-

through automation and data validation to reduce defects and billing errors. The BSS 

platform has been honored by the TM Forum for contributing to enterprise business 
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transformation. Third-party TM Forum testing has concluded that Verizon’s BSS closely 

conformed to Business Process Framework V.13.5.  

 

8.5.1.4 Verizon Government BSS A&A Boundary 

 

 

 

 

 

 

         

 

 

 

 

 

 

 

8.5.1.5 Verizon Government BSS A&A Process 

Verizon follows the security requirements as mandated in FIPS 200 and applies security 

controls in accordance with NIST Special Publication 800-53. For formal Authorization 

to Operate (ATO) approval, Verizon will use NIST SP 800-37 as guidance for 

performing the security A&A process. The level of effort for the security assessment and 

authorization is based on the system’s categorization per NIST Federal Information 

Processing System (FIPS) Publication 199. Verizon will complete the Government BSS 

SSP in accordance with NIST Special Publication 800-18, Rev. 1 (hereinafter listed as 

NIST SP 800-18) and other relevant guidelines.  
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 This Government BSS operating environment will be built 

in compliance with FISMA Moderate impact level, and in support of the NIST Risk Man-

agement Framework processes. This dedicated environment will be used to validate 

and support the applicable Federal and Agency-specific IT security directives, stand-

ards, policies, and reporting requirements, as well as A&A activities for the ATO effort. 

The Government BSS will be governed by FISMA associated guidance and directives 

such as Federal Information Processing Standards (FIPS) and NIST Special Publication 

(SP) 800 series guidelines, GSA IT security directives, policies and guidelines, as well 

as other appropriate Government-wide laws and regulations for protection and security 

of Government IT as outlined in Section 8.4 BSS Information System Overview.  

8.6 The Verizon BSS RMF Process 

For more than 10 years Verizon has followed the Security Authorization Process 

(formerly Certification and Accreditation (C&A)) process defined in GSA CIO-IT 

Security-06-30 Managing Enterprise Risk - Security Assessment and Authorization, 

Planning, and Risk Assessment. As specified in Rev. 7 of GSA CIO-IT Security-06-30, 

the Verizon BSS RMF process is based on the NIST Risk Management. The process is 

a documented, repeatable framework that is central to the System Development Life 

Cycle (SDLC) that will be used for BSS. As defined in NIST SP 800-37 and GSA CIO-IT 

Security-06-30 (as illustrated in Figure 8.6-1), the RMF steps that Verizon will follow for 

BSS are outlined in Table 8.6-1 at a minimum. 
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Figure 8.6.2-1. C-I-A Security Objectives (44 U.S.C., Section 3542). 

 

Figure 8.6.2-2 shows the security categorization process defined in NIST SP 800-60 

that Verizon follows. This four-step security categorization process drives the selection 

of baseline security controls and helps determine the information system’s CIA security 

objectives.  

Figure 8.6.2-2. Security Categorization Process. 

 

Figure 8.6.2-3 shows the three levels of potential impact on organizations or individuals 

should there be a breach of security (i.e., a loss of confidentiality, integrity, or 

availability.  
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Figure 8.6.2-3. FIPS 199 Categorization Definitions: Potential Impact Levels. 

 

TASK 1-2: Information System Description. Once the FIPS 199 system 

categorization is completed per Task 1-1, Verizon prepares a description of the 

information system (including system security boundary) and documents the description 

in a System Security Plan (SSP), based on NIST SP 800-18 R1. The SSP provides an 

overview of the security requirements for the information system and describes the 

security controls put in place or planned for meeting the system’s defined security 

requirements. During this phase of the Verizon BSS RMF, the following SSP sections 

will be completed in detail, and provided to the BSS AO to support an authorization 

decision: 

  
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indicates if there is an Interconnection Security Agreement (ISA) and/or 

Memorandum of Understanding/Agreement (MOU/MOA) on file; date of agreement 

to interconnect; FIPS 199 category; authorization to operate status; and the name of 

the authorizing official. Interconnections will be documented in accordance with GSA 

IT Security Policy 2100.1 or comparable customer agency document and NIST SP 

800-47. 

TASK 1-3: Information System Registration. Once the SSP and supporting 

documentation (e.g., the Security Assessment Boundary and Scope Document) is 

completed, Verizon will register the information system with the appropriate GSA 

organizational program/management offices and security personnel. This system 

registration will complete the activities required to categorize the information system 

under Step1 of the RMF. The output of the security categorization activities conducted 

during RMF Step One will be used as the input to RMF Step Two, in which Verizon 

determines the selection of the appropriate NIST 800-53 R4 security control baseline 

(Low-, Moderate-, or High-impact) for the BSS information system. 

8.6.3 RMF Step Two – Select Security Controls 

As previously discussed, based on the FIPS 199 impact level (Low -, Moderate-, or 

High-impact as determined in RMF Step One), Verizon will select the appropriate 

security controls for the information system as defined in FIPS 200 and the companion 

guide NIST 800-53 R4 Minimum Security Controls for Federal Information Systems. In 

RMF Step Two, Verizon determines common controls, and identifies these security 

controls as system-specific, hybrid, or inherited. Security controls are tailored and 

supplemented as necessary with additional controls and/or control enhancements to 

address unique organizational or system-specific risks. Based on the security control 

selection, Verizon will update its current continuous monitoring strategy, and gain GSA 

Authorizing Official approval of the SSP. 

Table 8.6.3-1 below describes the supporting tasks, roles associated with each task, 

and the task deliverables for RMF Step Two — Select Security Controls. 
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(e.g., NIST SP 800-53 as outlined in Table 8.2-1) based on the corresponding security 

categorization of Low, Moderate, or High.  

While the selected security controls normally apply, in many cases, some of the controls 

may be considered to be “inherited” from hosting organizations or elements within the 

organization. An example of this is physical security controls such as perimeter fences, 

security guards, camera monitoring systems and security badge systems, as well as 

environmental controls. Environmental controls may include humidity controls and fire 

prevention and suppression systems that may already be established and provided as 

an organizational service for multiple systems. These “inherited” controls are included in 

the overall selection. However, as discussed in subsequent sections, this provision 

greatly simplifies some aspects of the documentation and security control 

implementation process. The BSS system has been categorized as a FISMA Moderate 

impact system. As a result of this categorization, and as previously described, the 

security control baseline originates with control guidance as specified in NIST SP 800-

53. The controls identified in the security control baseline can subsequently be tailored 

according to supplemental guidance provided by both Verizon and ordering agency’s 

assessment of risk as well as the local conditions within Verizon’s geographically 

diverse locations. Verizon and GSA will utilize the GSA Control Tailoring Workbook as a 

tool to confirm that BSS security controls and enhancements are correctly selected. 

Although it is not anticipated for the BSS, Verizon will also include any applicable 

security control overlays to complement security control baselines and parameter 

values in NIST SP 800-53 (refer to Table 8.2-1). After selecting the initial set of baseline 

security controls, Verizon will work with GSA to determine if the security control 

baselines selected require tailoring to modify and align the controls more closely with 

the specific conditions within the BSS operational environment. Verizon will explicitly 

document in SSP control tailoring decisions, including the specific rationale (mapping to 

risk tolerance) for those decisions. Selected controls will be accounted for in the SSP. If 

a selected control is not implemented or is not applicable, then the rationale for not 

implementing the control will be fully documented.  
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In some cases, additional security controls or control enhancements may be needed to 

address specific threats to, or vulnerabilities within a system or to satisfy the 

requirements of public laws, Executive Orders, directives, policies, standards, or 

regulations. Risk assessment at this stage in the security control selection process 

provides important inputs for determining the sufficiency of the tailored set of security 

controls. The inclusion of each control is based on the need to reduce risk to an 

established tolerance level. Once the security control set is selected, Verizon will 

complete the initial version of the GSA NIST SP 800-53 R4 Control Tailoring Workbook, 

which identifies the ordering agency’s organizational defined settings for each security 

control and enhancement. Verizon will note in column E of the workbook where the 

settings implemented for the BSS are different from the GSA Defined Setting (in column 

D). Any deviations from the GSA Defined Settings will be submitted with the System 

Security Plan in Task 2-4 (see below) for approval and acceptance by the GSA AO. 

TASK 2-3: Monitoring Strategy. As part of the RMF process, Verizon documents the 

strategy for the continuous monitoring of the BSS security control effectiveness and any 

proposed or actual changes to the information system and its environment of operation. 

This strategy is based on the continuous monitoring capability that Verizon has been 

implementing for Government systems for over ten years.  

As an output of this task, Verizon will prepare and deliver to GSA the BSS Continuous 

Monitoring Plan that documents how continuous monitoring of BSS will be 

accomplished in accordance with GSA IT Security Procedural Guide CIO-IT Security-

12-66, Information Security Continuous Monitoring Strategy. The BSS Continuous 

Monitoring Plan will form the basis of the activities that Verizon will conduct during RMF 

Step Six (Monitor Security Controls). The Verizon continuous monitoring program will 

provide the GSA AO with a current understanding of the security state and risk posture 

of the BSS system. This understanding will enable the AOs to make credible risk-based 

decisions regarding the continued BSS operations and to initiate appropriate responses 

as needed when changes occur. 

TASK 2-4: Security Plan Approval. Verizon’s submission of the SSP will be the 

culmination of RMF Step Two, along with the completed Control Summary Table and 
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Implemented checklists are integrated with Security Content Automation Protocol 

(SCAP) content. Verizon conducts initial security control assessments (also referred to 

as developmental testing and evaluation) during information system development and 

implementation. This testing is conducted in parallel with the development and 

implementation of the system, thereby facilitating the early identification of weaknesses 

and deficiencies and providing the most cost-effective method for initiating corrective 

actions.  

TASK 3-2: Security Control Documentation. During system implementation, Verizon 

documents the security control implementation in the SSP, providing a functional 

description of the control implementation (including planned inputs, expected behavior, 

and expected outputs). Security controls are documented in Section 13 of the SSP and 

are presented per the requirements in NIST 800-18. The following describes how the 

BSS NIST 800-53 R4 Moderate Impact Baseline security controls, security control 

enhancement, and supplemental controls will be implemented, including:  

 The security control title; 

 How the security control is being implemented or planned to be implemented;  

 Any scoping guidance that has been applied and what type of consideration;   

 The control type (Common, Hybrid, App Specific);  

 Implementation status (e.g., implemented, partially implemented, planned, N/A); 

 Definition of who is responsible for the security implementation. 

The updated SSP formalizes plans and expectations regarding the overall functionality 

of the information system. Security control implementation descriptions include planned 

inputs, expected behavior, and expected outputs where appropriate, especially for 

technical controls. The SSP also addresses platform dependencies and includes 

additional information needed to describe how the security control can be achieved at 

the level of detail sufficient to support control assessment in RMF Step Four.  

8.6.5 RMF Step Four – Assess Security Controls 

After security controls are implemented, they must be evaluated. Upon implementation 

of security controls in RMF Step Three, a security control assessment is performed to 

determine the extent to which security controls are implemented correctly, operating as 
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Figure 8.6.5-2. Vulnerability Analysis and Remediation Process. 

 

With the help of the Security Assessor, the SAR will be updated as findings are 

remediated. The Security Assessment determines the risk to Agency operations, 

Agency assets and individuals and, if deemed acceptable by the GSA AO (or 

designated representative), the Security Authorization in RMF Step Five will formalize 

the SCA’s assessment with the GSA AO’s (or designated representative) acceptance to 

authorize operation of the Information System. 
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ongoing basis and will significantly reduce the resources required for re-authorization. 

Using automation, state of the art practice, techniques, and procedures, risk 

management can be accomplished in near real-time along with the ongoing monitoring 

of security controls and changes to the information system and its operational 

environment.  

Figure 8.6.7-1. Verizon RMF and ISCM Alignment. 

 

Effective continuous monitoring is conducted in accordance with the specified 

requirements of the authorizing official and results in the production of key information 

that is essential for determining: (i) the current security state of the information system 

(including the effectiveness of the security controls employed within and inherited by the 

system); (ii) the resulting risks to organizational operations, organizational assets, 

individuals, other organizations and the nation; and (iii) effective authorization decisions 

that reveal the state of both the fully implemented and inherited controls. Verizon 

Federal Information Systems and solutions are continuously monitored and assessed. 

To confirm accuracy in tracking compliance with the controls, the compliance team 

conducts quarterly attestations with each system owner. System owners are further 

asked to review control language for accuracy and clarity. Upon completion, each 

system owner must attest to the fact that they are in full compliance with the control 
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requirement. Any identified gap or deficiency must be promptly reported and a 

corrective action plan (CAP) must be established. CAPs are subsequently tracked and 

reported within the POA&M reporting process. 

TASK 6-3: Conduct Remediation Actions. Verizon, as part of its Continuous 

Monitoring program, remediates identified security issues. As discussed in RMF Task 4-

4 above, Verizon continually conducts security control remediation efforts based on the 

CAPs created in RMF Task 6-2 and reassesses remediated control(s), as appropriate. 

The Verizon ISSO will manage the remediation efforts by leveraging Verizon’s Plan of 

Action and Milestone (POA&M) process. If a critical/high vulnerability is discovered, it 

must either be remediated or have the severity level reduced to a medium or low within 

30 days. Moderate vulnerabilities must be remediated or have the severity level reduce 

to a low within 90 days.  

TASK 6-4: Update Security Documentation. Throughout RMF Step Six, the 

documents created in previous steps, as well as the system inventory, are updated as 

required. POA&Ms are updated monthly. Other security documents (e.g., SSP, SAR, 

and other security-related plans) are updated as required but at least annually, as part 

routine configuration management and monitoring activities. 

TASK 6-5: Report Security Status on an On-Going Basis. The security state of BSS 

will be reported to the GSA by Verizon, as required by the EIS RFP. Verizon is working 

to implement a fully automated continuous monitoring architecture as specified in the 

GSA IT Security Procedural Guide CIO-IT Security-12-66, Information Security 

Continuous Monitoring Strategy. 

TASK 6-6: Risk Determination. As discussed in RMF Task 5-3 above, Verizon will 

provide the GSA AO with the essential information (including the effectiveness of 

security controls employed within and inherited by the IS) on an ongoing basis in 

accordance with the monitoring strategy. This allows the GSA AO to determine whether 

there is acceptable risk to organizational operations, organizational assets, individuals, 

other organizations, or the United States as a whole.  










