Fact sheet

Browser Security
powered by

Check Point

Available through the Verizon Business
Marketplace.

Why Verizon Business Marketplace?

A smarter way to buy network and security solutions. Helps
streamline your tech stack with a platform designed for
modern business needs.

* The all-in-one advantage: A true one-stop destination for
quick, reliable and secure networking solutions designed to
help your essential daily operations.

» Seamless compatibility: Curated network solutions to help
ensure smooth integration across your network.

+ Administrative ease: Help reduce overhead with unified
network vendor management and a single bill.

« Effortless procurement: Help simplify how you find, buy
and deploy the networking tools your team needs to get
work done.

Maximum protection, minimum presence

Real-time
threat
intelligence

Zero
phishing

sandboxing

Lightweight Data loss
extension prevention

Safe URL
search filtering

Corporate
password
protection
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What is Browser Security?

Check Point’s Al Powered Browser Security provides
unparalleled threat prevention at the browser level. It stops
known and unknown web-based threats before they occur,
offering advanced protection that goes beyond traditional
and endpoint solutions. It provides seamless security without
compromising productivity. It is a lightweight extension
delivering robust defense without compromising performance.
Unlike traditional solutions, Browse Security operates directly
within the browser, delivering zero latency and uninterrupted
user experience. It requires effortless deployment in any
environment providing comprehensive, cloud-delivered
protection for all major browsers and both managed and
unmanaged devices —without complex IT configurations.

It integrates with Check Point products and third-party
solutions, offering customizable policies and an intuitive
dashboard for streamlined operations. Check Point’s Browse
Security is cost-effective and scalable protection, reducing
total cost of ownership (TCO) and is ideal for businesses

of all sizes.

Features

Zero phishing: Check Point’s Al-powered Zero Phishing®

—= blocks phishing sites in real time, while URL filtering
blocks access to restricted sites based on company
policies.

\l/ Threat Emulation®: All downloads undergo Threat

—~  Emulation® sandboxing and Content Disarm &
Reconstruction (CDR) with Threat Extraction®, delivering
sanitized files in milliseconds while blocking the NSA’'s
Top 25 CVEs.

&) Data loss prevention: Advanced DLP capabilities protect
data shared on the web, including GenAl apps. It provides
insight and ensures compliance with data protection

regulations while allowing safe use of Al platforms.

@ Prevents malicious URL link click: Browser search

N results are ranked by safety based on reputation and
corporate policy, helping prevent clicks on malicious links
and boosting productivity.

a=| Prevents corporate credentials reuse: Use of corporate
credentials on non-corporate websites is blocked,
reducing credential-based attacks risks.
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What’s included in Browser Security

it?
« URL filtering How to get it?
+ Sandboxing and file sanitation - Preventing files from spreading Note: Browser Security is a referral product.
malware throughout the organization Visit verizon.com/businessmarketplace and choose

the secure networking solution that best works for
your organization. Here you can shop, learn and buy
« Malicious web protection from one place.

« Zero phishing

« Prevents corporate password reuse — Secures user credentials
on the web

« Enhances endpoint security with additional web protection

» ClickFix prevention (fake CAPTCHA or verification prompt
attacks)

« Safe search-restricts access to malicious websites
« Browser extension management

» Browser-Based DLP

+ Upload and download files scanning

« Secure users working with web applications

e Clipboard control

« Pre-defined data types

e Custom data types

Browser Security pricing

Pricing per user’ Pre-pay Monthly
annual
$23 $2.25
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