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Summary

This document provides guidance for customer administrators to deploy Trusted Connection on Intune-
managed Windows, Android, and iOS devices. Please note that the following guidelines are for a fully
managed device management scenario.

Both Trusted Connection and Intune are supported on Windows, Android, macOS and iOS operating
systems.

Stepwise Instructions for Customer Admins

—

Getting Trusted Connection Client Licenses
2. Deploy Intune
3. Install Trusted Connection by platform
a. MSI to Intune portal
b. Android app to Intune portal (from Google Play)
c. i0S app to Intune portal (from Apple Business Manager)
4. Further references: Microsoft Intune Documentation

Stepwise Instructions for Customer End-Users

1. Android Instructions
2. iOS Instructions
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Stepwise Instructions for Customer Admins

Getting Trusted Connection Client Licenses

Download clients for Microsoft, Mac, Android & Apple OS
https://download.trustedconnection.verizon.com/index.html

Download Clients

Selectan OS

= “ oy

Windows MAC Android i0S

Select ) Select ) Download
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Download Trusted Connection iOS Client Licenses in Apple Business Manager

e Step 1: Log on to your Apple Business Manager account.
https://business.apple.com

e Step 2: Click on Apps, then click on View Store.

e

<

@
®

A

& Apple Business Manager

c %

#Business

Get Started
Subscription
Activity

Locations

Users
User Groups

Access Management

Devices

Assignment History

Collections

Settings

Apps

Ron

<O

Verizon 2025

x

Q

®

+

business.apple.com/#/main/apps

Search

Store
Get Apps and Custom Apps

New Package

Your Apps

¥ Filter
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e Step 3: Enter “Trusted Connection” in the search field, then select the Trusted Connection application
from the search results.

e Step 4: Enter the Quantity of licenses purchased in Verizon systems, then click Get to complete the
purchase.

v @ Apple Business Manager X + - [m| X
<« - C 25 business.apple.com/#/main/apps Q W = 2
Store X

Apps Custom Apps

Trusted Connection @

V Trusted Connection

a Verizon Wireless - iOS App

Trusted Connection trusted
Verizon Wireless - i0S App connection Device Assignable
* %k k%% $0.00
. b)
Buy Licenses
Assign to

Verizon MDM/Max Power Company

Price Quantity Payment Method

$0.00 20 None

Total Cost $0.00 m

4
4
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Download Trusted Connection Android client from Google Play

e Step 1: Log on to your Google Enterprise account.
https://play.google.com/store/apps/details?id=com.verizon.trustedconnection

' Google Play ~ Games  Apps  Movies&TV  Books  Kids Q ®

Trusted Connection v

500+ trusted
Downiosds PEGI2 © connection

« Share Add to wishlist

L0 Youdon't have any devices

App support v

Alternatively go to https://play.google.com/store/ — Apps, — Search — Enter “Trusted Connection”
in the search field.

' Google Play Q  trusted connection X ® ‘

!

Apps & games ~

Trusted Connection
Trusted Connection Application
v a9% 500+ €

e Step 2: Install Trusted Connection app, on the device.
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Deploy Intune

To begin using Trusted Connection, the customer has to ensure the Intune MDM platform is already set up - all
the end user devices need to be added, configured, and enrolled in the MDM platform. It is advised to complete
the Intune MDM platform deployment steps before proceeding with Trusted Connection setup.

1.

Set up Intune - The first step when deploying Microsoft Intune is to set up your Intune environment.
This will give you access to the Microsoft Intune admin center, which is a web-based console for
managing your devices, apps, and users.

Add and protect apps - Use this step to add Trusted Connection app and licenses (Important: you'l
need to make sure this is set up with Win32).

Check for compliance and turn on Conditional Access - Plan for and configure device compliance
settings and policies to help protect organizational data by requiring devices to meet your
organizational requirements.

Configure device features - Configure a minimum or baseline set of security and device features that
all devices must have.

Enroll your devices - During Microsoft Intune enroliment, a mobile device management (MDM)
certificate is installed on the device. This certificate allows Intune to enforce enrollment profiles and
restrictions, as well as company-defined policies and profiles.

Depending on the device platforms you manage, additional requirements may apply. For instance,
managing iOS/iPadOS and macOS devices necessitates an Apple MDM push certificate and potentially
an Apple token. Managing Android devices may require a managed Google Play account. If you utilize
certificate authentication, a SCEP or PKCS certificate might be necessary.

a. Android enrollment guide

b. i0S/iPadOS enroliment guide
c. macOS enrollment guide

d. Windows enrollment guide
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https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-5---enroll-your-devices
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https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/deployment-guide-enrollment-windows
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Install Trusted Connection by platform

Wrap the MSI to the Intune app.
e Step 1: Log on to your Microsoft Intune admin center account. https://intune.microsoft.com/

e Step 2: Before adding the Trusted Connection app, you have to wrap the MSI to the Intune app. The
way to do it is by using a downloadable Intune win app utility. Download: intunewinapputil.exe here

-
| Microsoft Intune admin center

Trus °

Userid= Susemamens Gansongarcianet”
msiexec /x *(AB2822AA-2885-4363-8823-55TFCA9IEBDA)" /gn

e Step 3: Running the utility will prompt you for the destination folder, the file to be packaged, and the
MSI file. It will also ask where you want the resulting package to be saved.

B This PC
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e Step 4: All the MSI information will be packed into an Intune win extension file. With that extension file,
you can create/add a new app.

Microsoft Intune admin center
rosoh-Wind2-Content-Prep X TC MSI 7,811 Intune
Apy
A rome Trus D) > Downloads > TC > TCMSI7.8_11Intune
Dashboard a
™ Sont
AN services
A Devices o ¥ [ Desitop
B Apps 08 o Documents -
TrustedConnection.v7.8.1 _ibd.ntunewing,
@ endpoint security progl & Downloads
= Reports Monitor ) Home
& users & oedl ) Gallery
G Anson - Personal
2 Groups fo User| O @ Anion-Persons
£ Tenant adminsstration epd B Anson's S22
K Troubleshooting + support sl 8 Deskeop
1 Documents
4 Downloads
0O Musx
N Pictures
O vdeo
Anson Garc
o This C
L braries
8 Network
¥4 Control Panel
#/ Recycle Bin
—
Uninstall command msiexec /x " fan

e Step 5: Go back to Microsoft Intune admin center, select Apps — Windows apps — +Add and
select the app type Windows app (Win32) as indicated below

Microsoft Intune admin center

e Select app type
s g2z Windows | Windows apps
Dashboard
Al services :'?ififfiiiii -
#l Devices.

| il windows apps

Microsoft 365 Apps

Microsoft Edge. version 77 and later

510 and later
K Troubleshooting + support Web Application
ws web knk

Other

Once it is created, you will have a Win32 app that will provide more flexibility and data.
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Step 6: Then select the Trusted Connection client with Win32.

Microsoft Intune admin center

i g2z Windows | Windows apps
Dashboard —
AN services . .
S e i Windows L. pphed Pl App typ
8 Apps :

@ endpoint security

T Type Status Version Assigned
» Reports
ves
a Users
2 Groups

2 Tenant adminsstration

K Troubleshooting + support
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Edit Trusted Connection client properties
e Step 1: Once the Trusted Connection Client is selected in Apps, click on Properties.

Microsoft Intune admin center

& Home ® Trusted Connection Client
Dashboard
A services
4 Devces | © overview
ooy A Essentials
8 apps Manage
=14 ‘
ecConne saintune
& Users B o nstall status
2 Groups 0
2 Terant acminstration .
A Troubleshooting + support DErLecence viewer o
1
Nt
0
o
2 0
- N
1
-
0
User status
I7
1
I-........
0
I_
£ n

e Step 2: Within the Properties section, the screen will have plenty of information that you can input
(e.g, URL’s).

Microsoft intune admin center

1 Devices D App information
B apps ana 1o Conne .
@ Endpont secunty Properties * Trusted Connection Chent
= Report .
& usen B Oevice indwwktat
2 Groups do User install stat
D Tenant admirsstration .
K Troubleshooting + support Supersedence viewer
Program (ot
nsta command msienec A “TrustedConnection v7 811 x6Amsi” /an
D, 4 1652292
Userid = Susemame §anongarcia net”
Unenstall command MsseC /x “(AB2B22AA- 288543618823 SSTFCAINEBOAL" /an
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It also provides the whole Install command in one argument, it also creates an Uninstall command which will
be needed for upgrades or mass uninstalls. Install behaviour, success codes.

Microsoft intune admin center
1 Home Trusted Connection Client | Properties
Dashboard
Al serve 2 No Note: T
# Devices ) Overvien
© tndpoint secunity Properties
» Repont Moak
& users B e
& Groups Program
2 Terant adminstration -
“M-(/' “WustedConnection v7A11_sS4me”™ /on
A Troubleshooting « support O
Operating system architecture 86 164
Minmum operating system Windows 10 1607
Drsk space requared (M@) 20
Physxcal memory required (MB) 4
Minmum number of logical processors 1
requered

e Step 3: By modifying the Requirements, you can view the necessary operating systems (including
minimum versions), disk space, and configure supplementary prerequisites before installation.

A Home

Dashboard

Trusted Connection Client | Properties

All services

8 Devices D Overview
B apps —
@ Endpont secunty Properties

= Reports
a Users "8
& Groves tat Program

2 Tenant adminsstration

K Troubleshooting + support

Physical memory required (M8) 4
Minmum number of logical processors 1
required
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Edit application

S s . g o
.

e Step 4: By going to Detection rules, application ID provides check if this application ID exists in the
registry. If it does, then no install needs to be done. This ID can also be used for uninstalling the
previous IDs before installing the upgrade packages.

15 Home Edit application
Dashbo
All services
#l Devices 3
I3 op
@ endpoint se
x Report
& users Type Path/Code
2 e adm 0 ®
AT O SUPPO

Verizon 2025 page 13 of 61



verizon

e Step 5: Once ready, just Review + save and you'll be back to the Edit application function.

 Home Edit application
Dashboard v W
All services
# Devices App information Program Requirements Detection rules Review + save
i apps Summary

@ endpoint security
App information

= Reports

Tr
aa Users

Try
&3 Groups v

£ Tenant administration

A Troubleshooting + support

[ ) (o)

e Step 6: Once it is deployed, go back to Trusted Connection Client | Properties

8 Hoea Edit application {b_")

Dashboard

All services

# Devices Appinformation  Program  Requirements  Detectionrules  Review ¢ save

B apps Summary
@ endpoint security

App information
» Reports

& users

&b Groups
3 Tenant administration

XK Troubleshooting + support
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e Step 7: Win32 applications offer significant flexibility for Intune management, including setting up

dependencies, supersedence for upgrades (like uninstalling previous versions), assigning installation
groups, and managing device enrollment.

Microsoft Intune admin center

A Home |1 Trusted Connection Client | Properties
Dashboard .
AN services
1 Devices .
B apps S
@ Endpoint security
) Reports
& Uses B Oevice instal stat
& Groups

Detection rules £t
£ Tenant administration

K Troubleshooting + support

Dependencies E :

Supersedence (01
persecer.

Assignments Edt

Group mode Group Filter mode Filter €nd user notifications  Availability Installation deadline  Restart grace period  Delivery optimizatio...
\/ Required

@ inchuded TC-App_instal-ACG  None None Show all toast notificat.. As soon as possible  As soon as possible  Disabled Content download in ..
W/ Available for enrolled devices

@mma AN users None None Show all toast notficat... As s0on a possible Ousabled Content download i f...
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Install Trusted Connection Android app to Intune portal (from Google Play)

e Step 1: Add the Trusted Connection app from the Intune admin center by going to Apps — Android
Apps — +Create — Select app type “Managed Google Play app” — Save

Microsoft Intune admin center

Select app type

Platform: Android

(=3

Type: Android Enterprise system app. Android line-oft  Managed Google Play app

Name 1 Platform Type

Boam oz oz

& Users

& Groups

£ Tenant administration

29

K Troubleshooting + support

Managed Google Pay 5t

e Step 2: Once in the Google Play Store, look for Trusted Connection in the Search area.

AnsonG@ansongarcia.nct =
ANSONGARCIANET (ANSONGA

-----

-----

..........

Tracfone ‘I

" BN

Verizon Prote Verizon Hom

Content Tran
iz 3 Verizon Consu

My Verizon F Verizon Fam

..........

‘ I \ I care smart

roadside

Verizon Road
Sigrature Mot

PJ'lS
@ dialer 2

Verizon Care
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e Step 2a: Select Trusted Connection.

Microsoft Intune admin center

AnsonG@ansongarcianct

A Home
EL pashboard
All senvices
3 Devices
B apps
@& Endpoint security
G reports
& users
& Groups
& Tenant administration

K Troubleshooting « support

Managed Google Play

|
a8
o || I
trusted
connection
=
u
sted Conne
Consurr
rrnan
OpenVPN Cor
OpenVPN

enny

4 | Andeoid apps

Google LLC

*EE EErr wxw

(W' t

WhatsApp Bu Microsoft Out Trustd Mobile
Whatsapp LLC Microsoft Corp traced
TLLL eanny arnns

v ¢ R

Google Authe Trusted Healt Contacts

nc Google LLC

L
d
UNLOCK

WiFi

Instabridge: W
Degoo Backup AL

Psiphon: Fast
Paiphon it

ey

~

Connect
k

Netw

EA SPORTS F ConnectNetw
ELECTRONIC AR GTLES
LRt *aws

Linkedin: Job WhatsApp Me
Uinkedin WhatsApp LLC
e seany

ANSONGARCIANET (ANSONGA

% @
Trusted Tarot
Grow Media Lin
rrxeEn
Health Conne:
Google LLC
wan

e Step 2b: Synch and go back to Android | Android apps

Microsoft Intune admin center

A Home
B Dashboard
Al services
3 pevices
B apps
@ Encpoint secunty

Managed Google Play

Q s

P Google Play

id | Andeoid apg

AnsonG@ansongarcianct =
ANSONGARCIANET (ANSONGA

»

57 Reports B
& users
2 Groves o | —
)
£ Tenant administration © \ | @ i Fgrtlm(e‘ctk
4 trusted UNLOCK Network
K Troubleshooting + support connection ‘ . ) a0
- WiFi

Trusted Conne

Google Authe Trusted Health Contacts Instabridge: W EA SPORTS F ConnectNetw Trust: Crypto & Trusted Tarot
Verizon Consun Google LLC Tr nc Google LLC Degoo Backup A ELECTRONIC A GTLES m Grow Media Uin
rrnan *ane EEan R *EEw wrrrd s *ErRy Erean
OpenVPN Conr WhatsApp Bt Microsoft Out Trustd Mobile Psiphon: Fast LinkedIn: Job WhatsApp Me Truecaller: Ca Health Conne
OpenvPN WhatsApp LLC Microsoft Corg traced Paiphon i Unkedin WhatsAgp LLC Troecaller Google LLC
reans *rrs wxwny arews *rrs s sxans TILs wan

I_@z.!_ v 6 R =
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e Step 3: Look for the newly installed Trusted Connection in the list of apps and click on it.

ansongarcianct

Microsoft Intune admin center

Home : :
® @ Android | Android apps
Ei! Dashboard
All services
4 Create () Refresh 4 Export E= Columns
CH pevces | Androld 3pps
H Apps Monltor
8 Momho earch Platform: Android  Type: Android Enterprise system app. Android line-of busine... . +6
& endpoint security Manage »
4 Reports 8 Configuration a
Name 1 Platform 7 Type 7 Version VPP token name Assigned Developer
& users p
B Protecticn
Microsoft Copiot And Managed ves
& Groups Bk App selective wipe
Microsoft Defender: Antivirus ANGe i Managed N
£ Tenart scministration S i ox M -
’ Microsoft £d Al browser Andeoid Managed Ve
K Troubleshooting + support Orgenize apps - e
Microsoft Excel: Spreadsheets Manag t Ve
B ssigrment fiters
Microsoft In Andeoic Managed Googhe Play st Yes
App categones
Microsoft Lens - PDF Scanner Manag t Ve
Microsoft OneDrive Al Managed G Yes
Microsoft OneNote: Save Notes Managed Yes
Microsoft Outiook Ancroe Managed Ves
Microsoft PowerPoint Managed Yes
Microsoft Teams Managed Yes
Microsoft To Do: Lists & Tasks MInaged G Yes
Microsoft Word: Ed# Documents Managed Go ves
T “ upport Managed ves
Anceod Managed Yes
Managed
X509 Certificate Viewsr Tool Minaged ¢
YouTube Ande Managed ves =

Microsoft Intune admin center AnsonG@ansongarcanct
AONGARIANET (ANSONGA
Ho :
1 Home ® Trusted Connection X
ELl pashboard et App
3 Devices | ®o p|
A Essentials
H Apps v Manage
publish ' )
Moo
* Reports Meemor X
& users
& Groups
2 Tenant admunistiaton Device status
K Troubleshooting « support _
2
—
0
o
0
User status
lo”
0
. Ve, \ ot Pt k|
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e Step 5: You can Edit the Assignments to deploy the configuration to a specific device, device groups
or all devices.

Microsoft Intune admin center

A Home 111 Trusted Connection | Properties
ELl pashboard -t
All services
Gl Devices D Owilei App information
B Apps v Manage
@ encpoint security I* Properties
» Reports Meenor
5 Appstore UR : com/store/apps/detais?
& Users stecconnection&hisen-US
2 Groups

£ Tenant administraton ‘ I

X Troubleshooting « support

trusted
connection
Group mode Group Filter mode Filter Update Priority
V' Required
@ included AN devices None Default

Avadable for encolled devices

Available with of without enrollment

Uninstall

Microsoft Intune admin center

Home P reats
# Edit application
B2 Dashboard Marage e Play store
All services N
(3 Devices Assignments  Review + save
B Apps Required
@ encpoint secunty
Group mode Geoup fiter mode Filter Update Priority
G2 reports
. @ All devices None None Default
& users
& Groups
£ Tenant administration
Available for enrolled devices
X Troubleshooting + support
Group mode Group fitter mode Filter Update Priority

NO assgnments

Available with or without enroliment

Group mode Group Update Priority

No assgnments

Uninstall

Group mode Group filter mode Filter Update Priority

No assgnments

R (o
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Creating Staging Profiles for Android devices

A staging profile enables a staged enrollment process for Android Enterprise devices, where the initial
provisioning steps are completed beforehand. With it, you can complete both the admin and end user
stages of pre-provisioning, so minimal interaction is required of the end-user when they receive their
device.

Android enterprise enrollment types

Create staging profile and assign apps
Review Token & generate QR code

Enroll an Android device via token (QR code)

Android enterprise enroliment types

The following table shows the different profiles that can be used during enroliment. We have identified that
“Android Enterprise corporate owned work profile” best suits most enterprise needs as it is the option that
has the least user error plus involving a large volume of new and existing corporate devices which are
associated with single users.

» Microsoft

This topic is 2 of 5

Enroll Android devices in Microsoft Intune l. -’ "‘ https://aka.ms/AndroidEnrolimentGuide Page 2

BYOD: Android Enterprise
personally owned devices Android Enterprise Android Enterprise Android Enterprise Android Open
with a work profile dedicated devices fully managed corporate owned work profile Source Project

Use this enroliment option Use this enroliment Use this enroliment Use this enroliment Use this enroliment

when option when option when option when option when
Use Google Mobile Device does upport GMES,
Services (GMS). Some countries

support GMS.

These devices should be These devices should be These devices should be Android Enterprise personall
Devices are You can mark these devices eneolled using Android entoled using Andrond enrolled usng Androwd il dﬂ‘“:’w “9:'“ i
personal or BYOD. a5 corporate or personal Enterprise personally owned Enterprse personally owned Enterprise personally owned

devices with 2 work profile devices with a work profile devices with a work profile profile support GMS.

You have new or
existing devices.

O 0 00O
O 0 0 O

s devices, or a large Can only enrcll one
L number of devices device 3t a tme.
(bulk enroliment).
N Not recommended. These
Devices are
O scciadetna ° 0 devices should be envolled °
.. single 3 using Android Enterprise
o fully managed
You use the
D °""°“"::’"‘“ ° e The DEM account The DEM account The DEM account The DEM account
't supported. t supported. 't rted t supported.
manager (DEM) snts Lo R & “N't SUpPOl s sy
account.
Devices are When a device enrolls, MDM To be fully managed by Intune, To be fully managed by Intune. To be fully managed by intune, To be fully managed by Intune.
f7,] managed by peoviders install centificates users need 10 uneneoll from users need to unenroll from users need to unenroll from uters need to unenoll from
0 another MOM and other files. These fies the current MDM provider, the current MDM provider. the current MDM peovider, the current MDM provider,
provider. must be removed and then enroll in intune. and then eneoll in Intune. and then envoll in Intune. and then encoll in Intune

)

Devices are owned
by the orgenization Not recomenended for
of school. organization-owned devices.
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e Step 1: First go to Devices and select the Android platform. This will take you to the Android Enroliment

section.

Microsoft Intune admin center

A Home o Devices | Overview
ELl Dashboard
Al services
CH Devices
H Apps
& Endpoint security
= Reports
A.A Users
& Groups

& Tenant administration

X Troubleshooting « support

Manage devices by platform

B8 Windows 02 i0S/iPadOS 7 macos

Configuration poticy

Additional monitoring reports

Device actions Cloud PC actions

hes statuse A teport of the status of device 3¢t

Other devices

ChromeOS
et up the enterprise

AnsonG@ansongarcianet =

ANSONCGASRCIA NET (ANSONGA

('_\ Linux

Deployr

e Step 2: Next under Enrollment Profiles, select the Corporate-owned fully managed user devices option.
This will prompt you to +Create policy to assign enrollment policies and tokens for your staging profile.

Microsoft Intune admin center

Verizon 2025

Android Enterprise

Prerequisites

o Managed Google Play
@

Bulk enroliment methods

L Zero-touch enroliment
°

Enroliment Profiles

[y Personaty-onned davices with work profil
<

() Corporate-owned dedicated devices
T

[ Corporate-owned fully managed user devices
- ?

@ Corporate-cwned duvices with work profile

Android Open Source Project (AOSP)

Enroliment Profiles

Corporate-owned. user-associated devices

admin@bearded365.0n. 4
wARDRD 365 Gy ve
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Microsoft Intune admin center

i Fiome Corporate-owned, fully managed user devices

EL Dashboard

or device

Al seevices

3 Devices
I Apps

@ endpoint security O Search Policy state: Active X Add filters

3 Reports

& users

& Groups

& Tenant administration

X Troubleshooting « support

No data found
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Create staging profile and assign apps

e Step 1: By Creating a profile, you will also be creating a Token which will be used to auto-generate a QR
code. These tokens will have a validity and will expire thus helping you to control the time the End Users
take to use it. Then click Next and Create.

Microsoft Intune admin center ® & AnsonG@ansongarcianet .-’

JANET (ANSONGA

A Home Create profile
Dashboard
All services
2 Devicas O tasics
B Apps Name * Verzon-Trarung-Staging-Profie

@ encpoint secunty
2 Reports
& Users

& Groups

& Tenant administration

K Troubleshooting « support

April 2025 o

Microsoft Intune admin center ® & AnsonG@ansongarcianct -’
ANSOMGARCIANET (ANSONGA.

A Home Create profile
Dashboard
Al senvices
; @ Basis O Review + create

# Devices ———

8 Apps Sumemary

@ Encpcintsecurty .

» Reports

& usess

& Groups
& Tenant administration

K Troubleshooting + support

Verizon 2025 page 23 of 61



verizon

e Step 2: Back to the Corporate-owned fully managed user devices section, you'll see that the Profile has
been successfully created.

Microsoft Intune admin center R ® & AmonG@msongusanet o
ASONGARCANET (SO
P ' © Profie successtully created
i Corporate-owned, fully managed user devices to v
EL® Dashboard
Al services reate and assign enroliment policies and a dev 4
3 Devices + Creste; T
B apps
@ endpoint security Search Policy state: Active X Add filters
= Reports
& users e
& Groups Verizon- Training -Staging -Profile
£ Tenant

K Troubleshooting + support
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Review Token & generate QR code
e Step 1: By accessing your newly created staging profile, you will be able to see the Token as QR code

admin@bearded365.0n.

Microsoft Intune admin center F e 0 A waseo 15 v v @D

1A Home ® Android Staging Profile

8 oo | G =
B apr M

@ Endpoint seaurk W Srovmt ~ Essentiols
& Grovg

X

admin@bearded365.0n.
ARDED 365 Guv v

1o 4% Android Staging Profile | Token

& Do . . -
B Android Staging Profile
= Reports & Token

B G it o Sl niarai
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e Step 2: You can now use or send the QR code to enroll corporate Android devices

admin@bearded365.0n..

Microsoft Intune admin center ARDED 365 Guv v

1A ome & Android Staging Profile | Token

Android Staging Profile
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Enroll an Android device via token (QR code)

e Step 1: Reset (backup suggested for existing devices) and scan the QR code

Microsoft Intune admin center

)\
R

@ Tokn Rolien cression dese Scanning for a QR

& vsers
code...
& Groups rporate-owned, fully managed, via staging
£ Tenant administrat
X Troubleshooting + support

e Step 2: Connect to Wi-Fi

Microsoft Intune admin center

Bt & Android Staging Profile | Token

B Dashboard

Android Staging Profile

X'\}?B‘-’.

TP-Link_BAS4

FE Motcalfe Personal Wi-F

FE Metcalfe Wi-FI

Meross_LB_8481

i PLUSNET-KOC255

¥ North Yorkshire Public Wi-Fi

% RMG-Moblity
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e Step 3: The device will show it belongs to your organisation, click Next and Setup Device

Microsoft Intune admin center

/

: ® ownie
8 apes "

@ tndpont secunty B Properti i

s @ Token This device belongs to
i he: your organization

B Groups porate-owned, fully managed, via stagng |

' To lesen more, contact your (T admin.

& Terant acministration

K Troubleshooting + support

Microsoft Intune admin center

4% Android Staging Profile | Token

y -

(3 Devices

B aops d Android Staging Profile &

@ Endpoint securit i oros

S s a5 Let's set up your work
g oL device

& Grovps porate-ounad, fully managed, ¥a stageg

View terms

£ Terant adminstration

K Troubleshooting + support
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Step 4: The device will start setting up and ask if you wish to proceed.

Microsoft Intune admin center

B Dashboard

= Al senices

8 Devices © Oveniew
8 2pps

@ Endpoint security B Propertic
= Reports @ Token

A ome % Android Staging Profile | Token

Android Staging Profile

5/24,1

-
&

This Pixel isn't private

Microsoft intune admin center

© Overvie
M Prop
S apoits @ Token
B e
& Grovps

£ Terant administration

X Troubleshooting +

4,1

-
B

This Pixel isn't private

9 Your activity & dota
Your 0 abie 10 see your dats and
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e Step 5: The device will be registered & will start installing the apps as defined in the staging profile

Microsoft Intune admin center adiman

/

Registering device...

This may tako a few minutes

£ Terant administration

X Troubleshooting + support

Microsoft Intune admin center

ES Al senvices O repacetoken © Revoketoken 4 Bxpont /

;;w o S Android Staging Profile >

@ Endpoint security B it o this token or GR code 1o envoll Gevices. Lear P

o & Token Install work apps
& ven

& Groups soed vie

£ Tenant administration ; l Required w508 ()

K Troubieshooting + support e @ Micosoft Authenticator

% Microsoft intune

Aoctcenl scoe 3

| B  Micosoft Tearms
|

Intune Company Portal
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e Step 6: Read the Google services click more and Accept at the end

Microsoft Intune admin center

/

Google services

% each service, such =8

Microsoft Intune admin center

% Android Staging Profile | Token

B aops SR Android Staging Profile
@ cnopont secur ! prop e this token o QR code 1o enroll Gevice §
g @ Token

& vsers

& Groups 290 2

£ Tecant administeation

X Troubieshooting + support
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e Step 7: Proceed with the Limited warranty and Skip the navigation gestures

Microsoft Intune admin center

A floms % Android Staging Profile | Token

Android Staging Profile

/

Limited warranty

To view your lmited warranty, select the country
where you bought this device.

The warranty s aiso svalable ot Settings >
About phene > Limited warranty and §.co/
devicewarrarty

Microsoft Intune admin center

f)tons & Android Staging Profile | Token
&8 Dashboard t
B Acps Android Staging Profile
@ tncpont security ! Sroperties e this token or R code 1o enroll Gevices. Learr
SR @ Token
& uvers

& Groups

& Terant administraticn

X Troubleshooting + support

/

%

Swipe to navigate

Lsern gestres 1o go home, 9o back, and switch

admin@bea
Ase
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e Step 8: All set, the device has been set-up

Microsoft Intune admin center

s g Android Staging Profile | Token
Android Staging Profile

@ Token . All set!

You're ready to start using your
device

e Step 9: Go back to Android devices to confirm the device has been added. Click on the device name to
see Overview.

Microsoft Intune admin center / G & wdminBbeaded3tSon- ()
= ~ SEARDED 365 Guv v
B towe & Android | Android devices
e e =
B Ao B o
05S: Android (device administrator), Android (personally-ow. +5 Add fiers
O Swoian 4617548 Androdinserorise 9/8/2024 M Complance os 05 version Primary user UPN Last check-in
Stagigg ITbdTccIt4at Corporate © Compliant Android (fully manage—. 14 e 05/09/2024. 05
upport "
g’
—
re
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e Step 10: The Primary User is not set yet (this will appear after the End User’s first log in to Intune).

Microsoft Intune admin center ® e @ » wmnGbexdeditSon- @
Ao 165 Gy i

© Staging 37bd7cc1f48f7a48_AndroidEnterprise_9/5/2024_8:22 AM

| O Overview

|

= S
& Gos L]
B Terant -
AT 8
L
- 1 St | E
5
=

e Step 11: In Managed Apps you will find all the apps installed on the device

Microsoft Intune admin center

1 tome &, Staging_37bd7cc1f48f7a48_AndroidEnterprise 9/5/2024_8:22 AM | Managed Apps

i Oev ° [

8 A

. Endp P J Res d Installat

& Reper Q o

& user ' Q

Ba ™ Q v

D e " Q

AT B @
0
- ° '
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e Step 12: The device can now be shipped to the user for first Log in to Intune.

e Step 13: Once the user logs in to Intune for the first time, the device will display the assigned user

Microsoft Intune admin center

) Home & Android | Android devices
4 Device | B Android devices
B8 A B~
.
2 Re Androld (device administrator), Android (personally-ow... . +5
& us
Dev g Comp
B -
L 5 jon drowdt (/]
X
-
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Filters for Android Devices

e Step 1: Filters are a useful way to administrate users and devices. They allow you to establish rules
which under a staging profile will be managed.

AnsonG@eneongersianat £

Microsoft Intune admin center
ANSOMGARCANET (ANSONGA.

A Home & Tenant admin | Tenant status

4! Dashboard

Al senvices
Tenantdetails  Connectorstatus  Service health and message center

4 Devices & Tenant status
H apps

@ endpoint security
3+ Reports

& Users

& Groups

£ Terant administration

K Troutheshooting + support

e Step 2: You can create new and edit existing filters to review and modify the rules that will determine
the behaviour of the tenants attached to those filters.

® e 0o F mm.@:n:mmmx =

Microsoft Intune admin center

i e g Tenant admin | Filters
4! Dashboard

Al services ) e = .
i Devces s e
B apps
@ Endpoint secunty

Platform Filter type Last modified

) Reports Fiter name

Android Enterprise Managed devices 1/25/2025, 10:44:35 AM

& us
& Users ACG-Android Device fﬁr

& Groups

& Tenant administration

X Troubleshooting + support
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Microsoft Intune admin center
ANSOMGARCANET (ANSONGA

ad

A Home ACG-Android Device Filter

4! Dashboard
All services Properties  Asso
#l Devices
 apps Summary
@ endpoint security Baskcs €
¥ Regorts
& Users
& Groups

£ Tenant administration

Microsoft Intune admin center

A Home Edit ACG-Android Device Filter

£ Dashboard
All services
i oo ol
B Apps You can use the rule builder of rule syrtax text box to creste or edit the fiter rule

Endpoint secunt
® enop o Andjor Property Opesator Value

© The vakoe is in

3 Reports

. Equals

& Users
& Groups
& Tenant administration Rule syntax

K Troubleshooting + support

Filter preview

fiter rules.

You can see the d

Preview

Cancel
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Microsoft Intune admin center

- - © ACG-Android Device Filter filter updated
1 Home ACG-Android Device Filter tee fit

4 Dashboard

All services Properties  Associated assignments

3 Devices

8 Apps Summary
@ endpoint security Py
3 Reports

& Users

& Groups

&2 Tenant administration

K Teoubleshooting + support
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Install the certificate

e Step 1: To install the certificate, go to Devices — Android

Microsoft Intune admin center ® P AsorCOmmnguanet o

R
& Manage devices by platform

Apps
&, Endpoint secusiy B Windows 02 i0s/iPados & macos & Android A tinux
3+ Reports ence: 1 device ece device
& users
& Groups

&2 Tenant administration

A Troubleshooting = support

o

Additional monitoring reports

Device actions Cloud PC actions

Other devices

ChromeOS

Provide feedback

e Step 2: A list of enrolled devices will show. Go to Configuration under Manage devices

Microsoft Intune admin center

A Home o Android | Android devices

EL pashboard

() Refresh & Bport E= Cokumns Q@ Bulk device actions

W D I @ Androld devices
B apps B Montor
eaech ©OS: Androld (device administrator), Android (personally.ow... . +5 Add fizers

@ endpoint security

» Reports Device name Managed by Ownership Complance os 05 version Primaty user UPN Last check-in
.

& users Corporate oc Android (f 14
& Groups Corporate oc Androwd 14
£ Terant

K Troubleshooting « support
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e Step 3: In Configuration, click on + Create to display the drop down options and select + New Policy

Microsoft Intune admin center ®® @ F AmonCmsongucant 53

ANSONGASCIANET (ANSONGA

A Home
Al Dashboard

=] Android | Configuration

Al services
Policies
#l Devxces @ Androsd devices

B Apps

@ encpoint secunty

* Reports

Platform: Androld device administrator. Androkd (AOSP). An. X Add fiters

& users

2 Groups Policy name Platform Policy type Last modified Scope tags

[ Configuration
_‘? Tenant administration ACG InstaliTC-Certs Androsd Enterprse Trusted certificate 1/25/2025, 124 Ll 1 assgned

K Troubleshooting + support

e Step 4: To create a New Policy, select the Android Enterprise platform option under Create a profile

Microsoft Intune admin center 2 ® & AnsonG@ansongarcanet -’

ANSONGASIANET (ANSONGA

A Home

Dashboard

re=1 Android | Configuration

Al services

- Policies
#l Devices @ Android devices
H Apps

@ endpoint security

o)
) Reports

Platform: Androld device administrator, Android (AOSP), An... X A

& users

2 Groups Policy name Policy type

& Tenant administration ACG-InstallTC-Certs

K Troubleshooting  support
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e Step 5: Once Android Enterprise is selected, a new drop down list of options will be displayed to select
the Profile type, then select Trusted certificate

Microsoft Intune admin center

A Home
i! Dashbosrd
All services
CH Devices
B apps

@ endpoint security

[ Configuration

& Tenant administration omplionce

K Troubleshooting + support

ra=1 Android | Configuration

Policles

ACG-InstallTC-Certs

() Refresh & Export E= Columas

=" Reports Search Platform: Androld device administrator, Androkd (AOSP), An... X A
& usess Der ental
2 Groups Policy name Platform Policy type

/&  AnsonG@ansongarcianet =

ANSONGASCIANET (ANSONGA

Create a profile

Fully Managed. Dedicated. and Corporate-Owned Work Profile

Personally-Owned Work Profile

e Step 6: Click Create

Microsoft Intune admin center

A rome
Dashboard
Al services
CH Devices
i Apps

@ endpoint security Derxe caboarding

» Reports

& users

£ Groups 7] Configuration
& Tenant administration B comgliance

K Troubleshooting « support

ra=] Android | Configuration

Policies

Policy name

Platform: Androld device administrator, Android (AOSP), An... X

Platform

ACG-InstallTC-Certs

&  AnsonG@ansongarcanct
B —

Create a profile
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e Step 7: This will display the new Trusted certificate where the Name and Description can be added.
Click Next

Microsoft Intune admin center ® A AmonGousonguant o)

IANET (ANSONGA

A rome Trusted certificate
L’ Dashboard
All services
- 0 Basics
#l Devxcer

B Apps 3503

@ encpoint security

» Reports

& users

& Groups

£ Terant administration

K Troubleshooting « support tatform

e Step 8: This is the stage where the Certificate file can be uploaded, Assigned and Created

Microsoft Intune admin center ® @ @® 5 AwonG@ansongacanet =)

JANET (ANSONGA

Trusted certificate

A Home
£l Dashboard
Al services
@ sasics @ Configuration settings
#l Devices ————
B Apps

@ encpoint security

» Reports

& users
& Groups
& Terant administration

A Troubleshooting + support
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e Step 9: Once the Certificate is fully created and assigned, you can click on it to review the
configuration

Microsoft Intune admin center { ® A AmonGeamsongarcanet )
ANSOMGARCIANET ANSONGA

A Home
EL Dashboard

=] Android | Configuration

Al services
Policies
#l Devices

H apps

@ encpoint secunty

» Reports

Platform: Androld device administrator, Android (AOSP). An. X Add fiters
:A Users
2 Grovps Platform Policy type Last modified Scope tags
& Terant administration Andirced Enterprise Trusted certificate 1/25/2025, 124858 PM 1 assigned

K Troubleshooting + support

e Step 10: It will display the current status and by scrolling down, you'll be able to find all the
configuration settings that can be edited.

Microsoft Intune admin center ® o @ & AmonGBasnguan 5y
AOMGAROANET (ANSONGA

i = ACG-InstallTC-Certs

il Dashboard
All services 5 Delete
#l Devices
B Apps
@ endpoint security

= 5o o 6T

& users

Device and user check-in status

& Groups
& Tenant administration

XK Troubleshooting + support

-
el

Properties

Basics £cit

Assignments £dt

Inchuided groups

Verizon 2025 page 43 of 61



verizon

e Step 11: Edit Basics

&  AnsonG@ansongarcianet =

Microsoft Intune admin center 9 @
ANSONGARCIANET (ANSONGA

A Home fe=] ACG-InstallTC-Certs
EL Dashboard T .

Propertics

@ endpoint security

3 Reports
& users

& Groups

& Tenant administration

K Troubleshooting « support Assignments

Included groups
Group Filtes Filter mode

All Devices
Excluded groups
Group

No results.
Scope tags
Configuration settings

Trusted Certificate

e Step 12: Review the certificate Basics are correct & Save

AnsonG@ansongarcianet =

Microsoft Intune admin center & @ &
ANSONGARCIA NET ANSONGA

A Home Trusted certificate

L pashboard

0 tasics

B Apps

@ endpoint security

52 Reports
& users

& Groups

£ Terant administration

X Troubleshooting « support
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Install Trusted Connection iOS app to Intune portal (from Apple Business

Manager)

This process starts on Intune, but requires access to the Apple Business Manager for certificate creation &

download.

e Step 1: Go to Devices — Enroliment — create Apple MDM Push Certificate

A wdy

Edl Dashboard

= All services

Ol Devices

£ apps

@ endpoint security
Reports

&A Users

& Groups

& Tenant administration

X Troubleshooting + support

Home > Devices

Py Devices | Enrollment

© overview

0 All devices
 Device query

H Monitor

Microsoft Intune admin center

Windows - Android Corporate device

Intune requires an Apple MDM Push certificate to manage Apple devices, and supports multiple enroliment methods. Set up the MDM push certificate to beg

[ £ Search

v By platform

Windows

Prerequisites

G Apple MDM Push Certficate

i0S/iPadOS
G macos
B Android
3 Linux
v Device onboarding

P windows 365

| () Enroliment

v Manage devices
Configuration
E] compliance
O Conditional access

Scripts and remediations

=] Group Policy analytics

— eSIM cellular profiles

Bulk Enroliment Methods

&) Apple Configurator

p Enroliment program tokens

Enrollment Options

o_  Enroliment types

<8

@ Device platform restrictions
@

0 Device limit restrictions

O Enroliment notifications

Device enrollment

Monitor

Certificate required to manage Apple devices

Manage Apple Configurator enroliment

Manage Automated Device Enrollment with Apple Business Manager and Apple Sc|

Manage User Enrollment and Device Enroliment options

Configure with platform versions and management types can enroll.

Define how many devices each user can enroll

Send email or push notifications to devices after they enroll.
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=//identity.apple.com/pushcert/

mincenter f) MSEnta  #4 MSAzre #4 MShntne A MSDefender G Google B YouTube [ Ansonslab PJVZlsbs [ VerizonTC W VerizonBusness:in.. [ Verss @ AppleBusiness Man..

iTunes

Apple Push Certificates Portal

Certificates for Third-Party Servers

Service Vendor Expiration Date* Status Actions
Mobile Device Management ~ Microsoft Corporation Apr 3, 2026 Active 0 m m
Mobile Device Management  Microsoft Corporation Apr 3, 2026 Revoked @ m

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate.

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server to work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in tha iOS Daveloper Enterprise Program have been
migrated to the Apple Push Certificate Portal.
Learn more about MDM push certificate migration

Contact Apple for assistance with the Apple Push Certificates Portal
Enterprise-level customers with an AppleCare OS Support plan: 1-866-752-7753
General inquiries and requests for assistance are handled by Deployment Programs
Support.

Shop the Apple Online Store (1 -800-MY-APPLE). visit an Apple Retail Store, or find 2 reseller. Apple Info Site Map. Hot News RSS Feads Contact Us

e Step 2: Connect MS Intune to Apple Business Manager

Microsoft Intune admin center

Home > Devices
A Home

Ed) Dashboard

— All services P Search ‘ e«

Devices | Enroliment

Windows Apple Android Corporate device identifiers Device enrollment managers Monitor

Bl Devices © ovenvew 2
£ Apps [ All devices Intune requires an Apple MDM Push certificate to manage Apple devices, and supports multiple enroliment methods. Set up the MDM push certificate to begin. Learn more.
.) Endpoint security $© Device query l O search
Reports H Monitor
& users \ By platform Prerequisites
& Groups E Windows ..F:] Apple MDM Push Certificate Certificate required to manage Apple devices
& Tenant administration ios/iPados
K Troubleshooting + support G macos Bulk Enrollment Methods

@ Android ‘L’JJ Apple Configurator Manage Apple Configurator enrollment

3 Linux

V Device onboarding P Enroliment program tokens Manage Automated Device Enrollment with Apple Business Manager and Apple School Manager

3 Wwindows 365

[) Enrollment Enrollment Options
v Manage devices o, Enroliment types Manage User Enrollment and Device Enroliment options
<8
Configuration
N . Device platform restrictions Configure with platform versions and management types can enroll.
=/ Compliance Dg
O Conditional access o L
EJ Device limit restrictions Define how many devices each user can enroll
T Scripts and remediations
Group Policy analytics O Enroliment notifications Send email or push notifications to devices after they enroll.

eSIM cellular profiles
= (preview)
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e 2a: Download public key

#Business N My Profile

Do

[ Payments and Billing

Get Started

% . (@ Organization Information
@ Subscription

Subscription Apps and Books Purchase History
A Activity ) §
{83 Organization Settings
<« Locations Payment Method
This payment method is used for Apps and Books purchases made by your account, and cannot be accessed by other users. Learn more
5 Payments and Billing A i
E& ayment Met
£5 Users Add ®

User Groups
@ L (=) Managed Apple Accounts

) Access Management Store Credit
i

N Beta Features Use PO Credit to buy apps and books.

LD Devices Store Credit
$0.00 Add(®

= Assignment History Your MDM Servers ®

o

B Collections I MDM Server Assignment Content Tokens

= Settings Upload tokens to your MDM server in order to start assigning content
- = IntuneMDMAnsongarcia.net
£ Apps o (b 1 Content Token

@ Anson Garcia Download @)

e 2b: Create token via Apple Business Manager
This will pop out to ABM

e Go to Name and then Preference

e Add MDM Server

e Download MDM Server Token

This will sync with Intune as shown below

Microsoft Intune admin center ? 2 @ An=onG@msongaciane

ANSO! ET (ANSONGA._
& Home > Tenant admin | Connectors and tokens > Connectors and tokens
H

Bl Connectors and tokens | Apple VPP Tokens X

E4} Dashboard

= Al services P search X«

+ Create () Refresh i= Columns v
3 Devices V' Windows O

e Windows entery
9 one o

@ Endpoint security

Microsoft Endpoint . i
Reports B Configuration Manager Apple D 1 Token name Status Organization name Token location Account type | Last sync time Expiration date  Last updated
& Users ) Windows 365 partner ansong@ansongar...... Anson Apple M... | @ Active FARMTASTIC FURNITU...  Anson Garcia Business 4/02/2025, 11:04 PM 4/2/2026 4/2/2025
connectors

&3 Groups

. @, Windows data
L} Tenant administration

v Apple
K Troubleshooting + support PP

2 Apple VPP Tokens *

<

Android and ChromeOS
@ Managed Google Play

B chrome Enterprise

= err:\-;'are over-the-air
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«
ﬂ‘ Home
Edll Dashboard
= All services
Devices

Apps

Endpoint security
Reports

&h Users

& Groups

& Tenant administration

X Troubleshooting + support

Home > Tenant admin | Connectors and tokens > Connectors and tokens | Apple VPP Tokens >

11 Anson Apple MDM | Properties

X « /\ Essentials
v Manage State : valid
. Expiration date : 4/2/2026
'I' properties

Basics Edit

Token Name Anson Apple MDM
Apple ID: ansong@ansongarcia.net
Token Location Anson Garcia

Settings Edit

Take control of token from another MDM  No

Country/Region: United States
Type of VPP account: Business
Automatic app updates Yes

Scope tags Edit

Default

Last successful sync : 4/2/2025

e Step 3: Add Application to ABM

®Business

& Subscription
A+ Activity

</ Locations

Users

D
pe

User Groups

1zl

®

Access Management

[0 Devices

[E] Assignment History

Apps and Books

anson

Pandora: Music & Podcasts
Pandora Media, LLC - iOS and tvOS

$0.00
YouTube
Google - iOS and tvOS
$0.00

Intune Company Portal
Microsoft Corporation - iOS App
$0.00

Microsoft Outlook
Microsoft Corporation - iOS App
$0.00

Microsoft Authenticator
Microsoft Corporation - iOS and visionOS
$0.00

Microsoft Teams
Microsoft Corporation - iOS and visionOS
$0.00

Apple Business Essentials
Apple - i0S and macOS
£000

Trusted Connection
Verizon Wireless - iOS App
$0.00

<K & ©o # B 0 v

A [o ™

8 Apps - 0 Book

FARMTASTIC FURNITURE
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e 3a: Create a VPP Connector

T

enant admin | Connectors and tokens > Connectors a

{7 Connectors and tokens | Apple VPP Tokens

A Home

X
[l pashboard
= Allsenices 5 Search
+ Create Refresh i= Columins
8 dovices v Windows -
Bi apps

Windows enterprise
cartificate

15|

& endpaint security

= Mictosoft Endpoint . A
) Reports [ N onn Apple 1D Token name status Organization name Token location Accounttype  Last sync time Expiration date  Last updated
*
& users @ VWindows 365 panter ansong@ansongarcianet  Anson AppleM.. @ Active FARMTASTIC FURNITU..  Anson Garcia Business 4 1104 PM
connectors

&5 Groups

Q, Windows
3 Tenant administration :

X Revoke lice
” Apple

X Troubleshocting + support

[ Apple v Tokens [ Delota

Android znd Chroma0S

ope tags

[ Assign s

@ Managed Google Play

B chrome Enterprise

g Firmware auer-the-aie
upda

g Microsoft Defender for
Endgcint
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e Step 4: Install Apple Configurator on a Stand-Alone Phone
e 4a: Login to Apple Configurator with ABM Credentials
e 4b: Go to settings on Apple Configurator and choose MDM

FARMTASTIC FURNIT...

Amazon

PragerU Speedtest

e (e

Fire TV Weather ble Autotrader

O

| S——

Configurator

Looking for devices to add...

Q Search

@
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e Step 5: Create an Enrollment Profile

Microsoft Intune admin center AnsonG@ansongarcia.net

Home > Devices | Enrollment > Enrollment program tokens > IntuneMDMAnsongarcia.net

Home® H 1
L IntuneMDMAnRsongarcia.net | Profiles x
4] Dashboard Enrollment ram tokens
O3 Devices @ Ovenview i08/iPad0s
1st have an enrollment profile assigned before they are powered on to successfully enroll. Profiles define the enrollment and management settings specific to your corporate devices and their platform, Learn more
Apps v Manage macos
@ Endpoint security bevices W Search by profile name
54 Name 14 Description Ty User Affini Supervised Department Platform
5 Reports profiles . "
&h Users No profiles created.
& Groups

&3 Tenant administration

X Troubleshooting + support

Microsoft Intune admin center

@ & Home > Devices | Enrollment > Enrollment program tokens > IntuneMDMAnsongarcia.net | Profiles >
H -

L5 Create profile
=4l Dashboard i0S/iPadOS
= All services

Basi
W pevices ° asics
8% Apps Name * 10S/IPAD Profild
‘ Endpoint security Description
Reports
&4 Users
4 Groups
A2 Tenant administration
# Troubleshooting + support Platform
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Microsoft Intune admin center

“ « Home > Devices | Enroliment > Enrollment program tokens > IntuneMDMAnsongarcia.net | Profiles >

A Home Create profile

E4l Dashboard i0S/iPadOS

= All services . . i .
@ Basics | @ Management Settings etup Assistant :

Iﬁ Devices

- Define enrollment and management settings for your iOS/iPadOS devices. Learn more
i3 Apps

% Endpoint security User Affinity & Authentication Method

Reports User affinity * © l Enroll with User Affinity v |
... Users Authentication Method © ‘ Company Portal v |
@

Groups
a P Install Company Portal with VPP O 1 Use Token: ansong@ansongarcia.net v |

% Tenant administration

Run Company Portal in Single App Mode (f Yes m
X Troubleshooting + support until authentication © -

Management Options

Supervised © ‘ es ‘

o Supervision is required for devices using Company Portal as their authorization method.

Locked enrollment * (O I Yes v |
Sync with computers: * © [ Allow All v l
Apple Configurator certificates: © ‘ Select certificate file to upload ‘ ]

Uploaded Certificates

No certificates, select a certificate file to import.

Device Name

Apply device name template (supervised ( Yes m
only) © ) '
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H evices | E

& Home IntuneMDM

E4) Dashboarc Enrcliment program tok

= Al sennces

¥ Deviess O Owrview

&2 Apps Manage
Endpoint sacurity Devices

2 Reports profiles

a& Users

&8 Groups

& Torant administration Y

K Troubleshooting + support

Patform

” Filter

e pow

you must assign the de

Remaved From ABM/ASM

&5 10 an enrollment prof

Profile Assigned

bl envolinent. You canno

Assign Profile

Enrcliment Profile

105, rofile

e Step 6: Assign VPP applications to users

Select each application

osoft Intune admin center

€ Home > Apps |iOS/iPadOS >
A Home B iOS/iPadOs | iOS/iPac}OS apps

Edll Dashboard

= Assignment filters

App categories

L eBooks

All services [Pseach  ]x « -
— + Create () Refresh L Export Columns v/
Ol pevices | [ ios/iPados apps
£ Apps
§ Monitor | 0 search ] ®  Platform:i0S
@, endpoint security “ Manage apps
Reports # Configuration
A Name Platform ¥
& Users 9 Protection
28 Groups . o5 200 I Intune Company Portal | ios
rofiles
& Tenant administration prof Microsoft Outlook A
B A lective wi i
K Troubleshooting + support X App selectie wipe Microsoft Teams e
@ Quiet time Trusted Connection ios
v Organize apps YouTube ios

Type: Built-in iOS app, iOS line-of-business app, iOS store app. +5

Type ¥

i0S volume purchase pr..
i0S volume purchase pr.
105 volume purchase pr.
105 volume purchase pr.

i0S volume purchase pr.

Version

2 Add filters

VPP token name

Anson Apple VPP Token
Anson Apple VPP Token
Anson Apple VPP Token
Anson Apple VPP Token

Anson Apple VPP Token

AnsonG@ansongarcia.net

ANSONGARCIANET (ANSONGA.

‘Assigned

No

Developer

No

No

No

No
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Deploy applications to all users or specific groups as needed.

Microsoft Intune admin center

A Home @

B4 pashboard

Al services
3l Devices
£ Apps

@ endpoint security

Reports
& Users

&2 Groups

&3 Tenant administration

K Troubleshooting + support

Home > Apps |i0S/iPadOS > i0S/iPadOS | iOS/iPadOS apps >

Intune Company Portal

11! Intune Company Portal | Properties

Client Apps
Search ¢« Company Portal helps simplify the tasks you need to do...

Publisher Microsoft Corporation

@ overview
Appstore URL No Appstore URL

v Manage Applicable device type iPad

- : iPhone and iPod
I' Properties

Category Other apps

> Monitor Show this as a featured app in the No
Company Portal
Information URL I pany-portal/id719171358
Privacy URL No Privacy URL
Developer No Developer
Owner No Owner
Notes No Notes
Logo
App type 105 Volume-Purchased Program
Supports device context assignment true
Available licenses 10
Total licenses 10
Assignments Edit

Group mode Group Filter mode Filter VPN
Required

Available for enrolled devices

Uninstall

License type Prevent automatic a...  Uninstall on device ..

ﬁ Home @
L) pashboard
Al services
L§ Devices
i Apps
® Endpoint security
G2 Reports
&h Users
& Groups
2 Tenant administration

XK Troubleshooting + support

Edit application

shme purchase prc

Assignments  Review + save

Required

Group mode

Group

All users

Available for enrolled devices ¢

Group mode Group
No assignments
+ Add group @ o
Uninstall ©)
Group mode Group

No assignments

+Add g )+ [

[ ]

al | Properties

Filter mode

None

Filter mode Filter

Filter mode Filter

License type

Prevent automatic a...  Uninstall on device Install as removable
No No ves
License type Prevent automatica...  Uninstall on device removal

License type
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To enable Trusted Connection on specific users or devices, ensure the application assignment is properly
configured.

Microsoft Intune admin center @ & O & ﬁ:‘sonc@a"
Home > Apps | i0S/iPadOS
w . . . .
ol ) [ i0S/iPadOS | i0S/iPadOS apps
Ed) Dashboard
= All services 9 Search ] .
— + Create () Refresh | Export = Columns “/
8 Devices | [ ios/iPados apps
£ Apps
& Menitor ‘ 0 search @ Platform: iOS Type: Built-in iOS app, iOS line-of-business app, iOS store app ., +5 7 Add filters
@, Endpoint security © Manage apps
epotts 5 Configuration
- Name 1 Platform 7 Type ¥ Version VPP token name Assigned Developer|
&b Users £ Protection
o Intune Company Portal i0s i0S volume purchase pr. Anson Apple VPP Tokes Yes
&2 Groups &, 105 3pP provisioning pany
& Tenant administration profiles Microsoft Outlook ios i0S volume purchase pr.. Anson Apple VPP Tokel Yes
X Troubleshooting+ support B App selective wipe Microsoft Teams ios i0S volume purchase pr. Anson Apple VPP Token) Yes
@ Quiettime Trusted Connection ios i0S volume purchase pr. Anson Apple VPP Toker) Yes
Y Organize apps YouTube ios i0S volume purchase pr.. Anson Apple VPP Tokery No
B Assignment filters
5% App categories
L eBooks

Further references: Microsoft Intune Documentation

The following link leads to the official product documentation for Microsoft Intune including:

6. Getting started with Microsoft Intune
7. How-to guides

8. Troubleshooting
9

Platform and industry guides

https://learn.microsoft.com/en-us/intune/intune-service/
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Stepwise Instructions for Customer End-Users

Android Instructions

The following is only applicable if a staging Profile for Android devices has previously been created and
installed on the device. These steps are for end-users to complete the final sign-in to Intune and user-
specific settings.

e Step 1: End User Log in to Intune

Intune
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e Step 2: Log in to Microsoft 365 credentials:

,//" V
/ w2 el

=: Microsoft

Sign in

Important note: If after login to Intune, the device hasn’t got Trusted Connection activated an
Administrator should provide the QR code(with the appropriate staging profile) to be scanned by the
device and follow the installation process as described in Add an Android into Intune procedure (this
includes a device reset, so a full backup is recommended for existing devices).

Disclaimer: These guidelines are specific to a fully managed Android device scenario for Microsoft Intune.
For different MDM management models, the end user might have to manually “trust” the Trusted
Connection certificates to complete the process. Android treats user-installed certificates (those not pre-
installed in the system trust store) as untrusted by default for SSL/TLS connections. This is a deliberate
security measure to prevent potential man-in-the-middle (MITM) attacks, as user-installed certificates
could be malicious or compromised. Since Android 7.0 (Nougat), apps no longer automatically trust user-
installed certificates unless explicitly configured to do so via the app’s Network Security Configuration.
When a certificate is pushed to an Android device (e.g., via email, download, or MDM), the user must
manually install it (Settings > Security > Encryption & Credentials > Install a Certificate). Even after
installation, apps won't trust it for secure connections unless the app’s configuration allows it or the
certificate is added to the system trust store (which typically requires root access or MDM-level control).
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For a fully managed Android device under Microsoft Intune, the customers should be able to automate the
certificate installation process by using MDM. If the customer is facing any issue or required to manually
trust certificates, the customer needs to work directly with the Microsoft Intune support team for guidance

and next steps.
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iOS Instructions

Intune can push out the Trusted Connection Clients to devices, but it doesn’t support a managed
configuration. This means that end-users will need to complete the configuration of the Client to work with
the Trusted Connection service. Here are the instructions for an end-user on iOS device:

e Step 1: Open the Trusted Connection Client on your device. You will be presented with a “Privacy
Policy” screen. Please select “Agree”.

e Step 2: You will then be presented with “Trusted Connection would like to find and connect to devices
on your local network”. Please select “Allow”.

e Step 3: You will now be presented with the following notice “This website is trying to download a
configuration profile. Do you want to allow this?” Please select “Allow”. Once downloaded, you will see a
screen saying “Kindly install the certificates to continue.” You will then be automatically taken to
settings, where you will see the “Profile Downloaded.”

e Step 4: Please click on “Profile Downloaded” and click install the “Versa Network Root Certificate
Authority”. Please click on “Install” and once completed “Done”.

<« Trusted Conne... ull & 9:24AM

Cancel Install Profile Install

- Versa Networks Root
I’ Certificate Authority

ed by Versa Networks Root Certificate Authority
Not Verified

tains Certificate

More Details

Remove Downloaded Profile
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e Step 5: Please go back to the Trusted Connection Client and click on the yellow warning triangle in the
top left-hand corner.

all Verizon ¥

A

Hostname
us-region2.securegateway.verizon.com
Enterprise Name
emagte178032a

User ID

‘ mdmtest1@gmail.com

q Wi EEH B RN B R N fO D
all fs¥ Rl NiW EEl Mo N ke
23l | 1 1 1 1 1 s

) space return

Verizon 2025 page 60 of 61



verizon

e Step 6: Please select “Trust” for the “Versa Network Root Certificate Authority” and hit the back
button.

ull Verizon &

<

Certificates

Versa Networks Root
Certificate Authority

e Step 7: Set the Hostname, Enterprise Name and input your User ID and click “Done” followed by
“Submit”. The Hostname and Enterprise name will be provided to you by your company Admin e.g.:

Hostname: us-region2.securegateway.verizon.com (please do not use, this is an example only).
Enterprise Name: emagte178032a (please do not use, this is an example only).

You will now be taken to your companies Identify Platform (IdP) where you'll be asked for your
Username and Password.

e Step 8: Once you've successfully logged into your company's IdP platform, please click “Allow” to
enable Trusted Connection to send you notifications and select “Allow” to permit Trusted Connection

to “Add a VPN Configuration”. Finally, turn on “Location Services” using the “Settings” link.

e Step 9: Please go back to the Trusted Connection Client and finally click the “big red power button” and
you will now be connected to Verizon’s Trusted Connection service.
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