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Summary 
 
This document provides guidance for customer administrators to deploy Trusted Connection on Intune-
managed Windows, Android, and iOS devices. Please note that the following guidelines are for a fully 
managed device management scenario.  
 
Both Trusted Connection and Intune are supported on Windows, Android, macOS and iOS operating 
systems.  
 
 

Stepwise Instructions for Customer Admins 
 
1. Getting Trusted Connection Client Licenses 
2. Deploy Intune 
3. Install Trusted Connection by platform 

a. MSI to Intune portal 
b. Android app to Intune portal (from Google Play) 
c. iOS app to Intune portal (from Apple Business Manager) 

4. Further references: Microsoft Intune Documentation 

 

Stepwise Instructions for Customer End-Users 
 
1. Android Instructions 
2. iOS Instructions 
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Stepwise Instructions for Customer Admins  

 

Getting Trusted Connection Client Licenses 
Download clients for Microsoft, Mac, Android & Apple OS 
https://download.trustedconnection.verizon.com/index.html 
 

 
	  

https://download.trustedconnection.verizon.com/index.html
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Download Trusted Connection iOS Client Licenses in Apple Business Manager 
 
● Step 1: Log on to your Apple Business Manager account. 

https://business.apple.com 

● Step 2: Click on Apps, then click on View Store. 

 
 

  

https://business.apple.com/
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● Step 3: Enter “Trusted Connection” in the search field, then select the Trusted Connection application 
from the search results. 

● Step 4: Enter the Quantity of licenses purchased in Verizon systems, then click Get to complete the 
purchase. 
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Download Trusted Connection Android client from Google Play 

 
● Step 1: Log on to your Google Enterprise account. 

https://play.google.com/store/apps/details?id=com.verizon.trustedconnection 
 

 
 

Alternatively go to https://play.google.com/store/ → Apps, → Search → Enter “Trusted Connection” 
in the search field. 
 

 
 

● Step 2: Install Trusted Connection app, on the device. 

https://play.google.com/store/apps/details?id=com.verizon.trustedconnection
https://play.google.com/store/


 
 

Verizon 2025                                page 7 of 61 

Deploy Intune 
 
To begin using Trusted Connection, the customer has to ensure the Intune MDM platform is already set up - all 
the end user devices need to be added, configured, and enrolled in the MDM platform. It is advised to complete 
the Intune MDM platform deployment steps before proceeding with Trusted Connection setup. 

1. Set up Intune - The first step when deploying Microsoft Intune is to set up your Intune environment.  
This will give you access to the Microsoft Intune admin center, which is a web-based console for 
managing your devices, apps, and users. 
 

2. Add and protect apps - Use this step to add Trusted Connection app and licenses (Important: you’ll 
need to make sure this is set up with Win32). 
 

3. Check for compliance and turn on Conditional Access - Plan for and configure device compliance 
settings and policies to help protect organizational data by requiring devices to meet your 
organizational requirements. 
 

4. Configure device features - Configure a minimum or baseline set of security and device features that 
all devices must have. 
 

5. Enroll your devices - During Microsoft Intune enrollment, a mobile device management (MDM) 
certificate is installed on the device. This certificate allows Intune to enforce enrollment profiles and 
restrictions, as well as company-defined policies and profiles. 

 
Depending on the device platforms you manage, additional requirements may apply. For instance, 
managing iOS/iPadOS and macOS devices necessitates an Apple MDM push certificate and potentially 
an Apple token. Managing Android devices may require a managed Google Play account. If you utilize 
certificate authentication, a SCEP or PKCS certificate might be necessary. 
a. Android enrollment guide 
b. iOS/iPadOS enrollment guide 
c. macOS enrollment guide 
d. Windows enrollment guide 

 
	  

https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-1---set-up-intune
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-2---add-and-protect-apps
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-3---check-for-compliance-and-turn-on-conditional-access
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-4---configure-device-features
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/get-started-with-intune#step-5---enroll-your-devices
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/deployment-guide-enrollment-android
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/deployment-guide-enrollment-ios-ipados
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/deployment-guide-enrollment-macos
https://learn.microsoft.com/en-us/intune/intune-service/fundamentals/deployment-guide-enrollment-windows
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Install Trusted Connection by platform 
 

Wrap the MSI to the Intune app. 
● Step 1: Log on to your Microsoft Intune admin center account. https://intune.microsoft.com/ 

● Step 2: Before adding the Trusted Connection app, you have to wrap the MSI to the Intune app. The 
way to do it is by using a downloadable Intune win app utility. Download: intunewinapputil.exe here 

 

● Step 3: Running the utility will prompt you for the destination folder, the file to be packaged, and the 
MSI file. It will also ask where you want the resulting package to be saved. 

 

https://intune.microsoft.com/
https://github.com/microsoft/Microsoft-Win32-Content-Prep-Tool/blob/master/IntuneWinAppUtil.exe
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● Step 4: All the MSI information will be packed into an Intune win extension file. With that extension file, 
you can create/add a new app.  

 

● Step 5: Go back to Microsoft Intune admin center, select Apps → Windows apps →  +Add and 
select the app type Windows app (Win32) as indicated below 

 

Once it is created, you will have a Win32 app that will provide more flexibility and data. 

 



 
 

Verizon 2025                                page 10 of 61 

Step 6: Then select the Trusted Connection client with Win32. 
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Edit Trusted Connection client properties 
● Step 1: Once the Trusted Connection Client is selected in Apps, click on Properties. 

 

● Step 2: Within the Properties section, the screen will have plenty of information that you can input  
(e.g,  URL’s).   
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It also provides the whole Install command in one argument, it also creates an Uninstall command which will 
be needed for upgrades or mass uninstalls. Install behaviour, success codes. 

 

● Step 3: By modifying the Requirements, you can view the necessary operating systems (including 
minimum versions), disk space, and configure supplementary prerequisites before installation. 
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● Step 4: By going to Detection rules, application ID provides check if this application ID exists in the 
registry. If it does, then no install needs to be done. This ID can also be used for uninstalling the 
previous IDs before installing the upgrade packages. 
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● Step 5: Once ready, just Review + save and you’ll be back to the Edit application function. 

 

• Step 6: Once it is deployed, go back to Trusted Connection Client | Properties 
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● Step 7: Win32 applications offer significant flexibility for Intune management, including setting up 
dependencies, supersedence for upgrades (like uninstalling previous versions), assigning installation 
groups, and managing device enrollment. 
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Install Trusted Connection Android app to Intune portal (from Google Play) 
 

● Step 1: Add the Trusted Connection app from the Intune admin center by going to Apps → Android 
Apps → + Create  →  Select app type “Managed Google Play app”  →  Save 

 
 

● Step 2: Once in the Google Play Store, look for Trusted Connection in the Search area. 
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● Step 2a: Select Trusted Connection. 

 
 
● Step 2b: Synch and go back to Android | Android apps 
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● Step 3: Look for the newly installed Trusted Connection in the list of apps and click on it. 

 
 
● Step 4: Go to properties 
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● Step 5: You can Edit the Assignments to deploy the configuration to a specific device, device groups 
or all devices. 
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Creating Staging Profiles for Android devices 
 
A staging profile enables a staged enrollment process for Android Enterprise devices, where the initial 
provisioning steps are completed beforehand. With it, you can complete both the admin and end user 
stages of pre-provisioning, so minimal interaction is required of the end-user when they receive their 
device. 
 
● Android enterprise enrollment types 
● Create staging profile and assign apps   
● Review Token & generate QR code 
● Enroll an Android device via token (QR code) 
 

Android enterprise enrollment types 
 
The following table shows the different profiles that can be used during enrollment. We have identified that 
“Android Enterprise corporate owned work profile” best suits most enterprise needs as it is the option that 
has the least user error plus involving a large volume of new and existing corporate devices which are 
associated with single users. 

 

 
  

https://learn.microsoft.com/en-us/intune/intune-service/enrollment/device-staging-overview
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● Step 1: First go to Devices and select the Android platform. This will take you to the Android Enrollment 
section. 

 
 
● Step 2: Next under Enrollment Profiles, select the Corporate-owned fully managed user devices option.  

This will prompt you to +Create policy to assign enrollment policies and tokens for your staging profile. 
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Create staging profile and assign apps   
 
● Step 1: By Creating a profile, you will also be creating a Token which will be used to auto-generate a QR 

code. These tokens will have a validity and will expire thus helping you to control the time the End Users 
take to use it. Then click Next and Create. 
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● Step 2: Back to the Corporate-owned fully managed user devices section, you’ll see that the Profile has 
been successfully created. 
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Review Token & generate QR code 
● Step 1: By accessing your newly created staging profile, you will be able to see the Token as QR code 
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● Step 2: You can now use or send the QR code to enroll corporate Android devices 
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Enroll an Android device via token (QR code) 
 
● Step 1: Reset (backup suggested for existing devices) and scan the QR code 
 

 
 
● Step 2: Connect to Wi-Fi 
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● Step 3: The device will show it belongs to your organisation, click Next and Setup Device 
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● Step 4: The device will start setting up and ask if you wish to proceed. 
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● Step 5: The device will be registered & will start installing the apps as defined in the staging profile 
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● Step 6: Read the Google services click more and Accept at the end  
 

 
 

 
 



 
 

Verizon 2025                                page 32 of 61 

 
 
● Step 7: Proceed with the Limited warranty and Skip the navigation gestures 
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● Step 8: All set, the device has been set-up 
 

 
 
● Step 9: Go back to Android devices to confirm the device has been added. Click on the device name to 

see Overview. 
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● Step 10: The Primary User is not set yet (this will appear after the End User’s first log in to Intune). 

 
 
● Step 11: In Managed Apps you will find all the apps installed on the device 
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● Step 12: The device can now be shipped to the user for first Log in to Intune. 
 

● Step 13: Once the user logs in to Intune for the first time, the device will display the assigned user 
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Filters for Android Devices 
 
● Step 1: Filters are a useful way to administrate users and devices. They allow you to establish rules 

which under a staging profile will be managed. 

● Step 2: You can create new and edit existing filters to review and modify the rules that will determine 
the behaviour of the tenants attached to those filters. 
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Install the certificate 
 
● Step 1: To install the certificate, go to Devices → Android 

 
 
● Step 2: A list of enrolled devices will show. Go to Configuration under Manage devices 
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● Step 3: In Configuration, click on + Create to display the drop down options and select + New Policy 

 
 
● Step 4: To create a New Policy, select the Android Enterprise platform option under Create a profile 
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● Step 5: Once Android Enterprise is selected, a new drop down list of options will be displayed to select 
the Profile type, then select Trusted certificate 

 
 
● Step 6: Click Create 
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● Step 7: This will display the new Trusted certificate where the Name and Description can be added.  
Click Next 

 
 
● Step 8: This is the stage where the Certificate file can be uploaded, Assigned and Created 
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● Step 9: Once the Certificate is fully created and assigned, you can click on it to review the 
configuration 

 
 
● Step 10: It will display the current status and by scrolling down, you’ll be able to find all the 

configuration settings that can be edited. 
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● Step 11: Edit Basics 

 
 
● Step 12: Review the certificate Basics are correct & Save 
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Install Trusted Connection iOS app to Intune portal (from Apple Business 
Manager) 
 

This process starts on Intune, but requires access to the Apple Business Manager for certificate creation & 
download. 
 
• Step 1: Go to Devices → Enrollment → create Apple MDM Push Certificate 
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• Step 2:  Connect MS Intune to Apple Business Manager 
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• 2a: Download public key 

 
 
• 2b: Create token via Apple Business Manager 

● This will pop out to ABM 
● Go to Name and then Preference 
● Add MDM Server 
● Download MDM Server Token 

 
This will sync with Intune as shown below 
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• Step 3:  Add Application to ABM 
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• 3a: Create a VPP Connector 
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• Step 4: Install Apple Configurator on a Stand-Alone Phone 
• 4a: Login to Apple Configurator with ABM Credentials 
• 4b: Go to settings on Apple Configurator and choose MDM 
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• Step 5: Create an Enrollment Profile 
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• Step 6: Assign VPP applications to users 

Select each application 
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Deploy applications to all users or specific groups as needed. 
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To enable Trusted Connection on specific users or devices, ensure the application assignment is properly 
configured. 
 

 

 

Further references: Microsoft Intune Documentation 

The following link leads to the official product documentation for Microsoft Intune including: 

6. Getting started with Microsoft Intune 

7. How-to guides 

8. Troubleshooting 

9. Platform and industry guides 

 

https://learn.microsoft.com/en-us/intune/intune-service/ 

 

 

https://learn.microsoft.com/en-us/intune/intune-service/
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Stepwise Instructions for Customer End-Users 
 

Android Instructions 

 
The following is only applicable if a staging Profile for Android devices has previously been created and 
installed on the device. These steps are for end-users to complete the final sign-in to Intune and user-
specific settings. 
 
• Step 1: End User Log in to Intune 
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• Step 2: Log in to Microsoft 365 credentials: 

 
 
Important note: If after login to Intune, the device hasn’t got Trusted Connection activated an 
Administrator should provide the QR code(with the appropriate staging profile) to be scanned by the 
device and follow the installation process as described in Add an Android into Intune procedure (this 
includes a device reset, so a full backup is recommended for existing devices). 
 
Disclaimer: These guidelines are specific to a fully managed Android device scenario for Microsoft Intune. 
For different MDM management models, the end user might have to manually “trust” the Trusted 
Connection certificates to complete the process. Android treats user-installed certificates (those not pre-
installed in the system trust store) as untrusted by default for SSL/TLS connections. This is a deliberate 
security measure to prevent potential man-in-the-middle (MITM) attacks, as user-installed certificates 
could be malicious or compromised. Since Android 7.0 (Nougat), apps no longer automatically trust user-
installed certificates unless explicitly configured to do so via the app’s Network Security Configuration. 
When a certificate is pushed to an Android device (e.g., via email, download, or MDM), the user must 
manually install it (Settings > Security > Encryption & Credentials > Install a Certificate). Even after 
installation, apps won’t trust it for secure connections unless the app’s configuration allows it or the 
certificate is added to the system trust store (which typically requires root access or MDM-level control). 
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For a fully managed Android device under Microsoft Intune, the customers should be able to automate the 
certificate installation process by using MDM. If the customer is facing any issue or required to manually 
trust certificates, the customer needs to work directly with the Microsoft Intune support team for guidance 
and next steps.  
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iOS Instructions 

Intune can push out the Trusted Connection Clients to devices, but it doesn’t support a managed 
configuration. This means that end-users will need to complete the configuration of the Client to work with 
the Trusted Connection service. Here are the instructions for an end-user on iOS device: 
 
● Step 1: Open the Trusted Connection Client on your device. You will be presented with a “Privacy 

Policy” screen. Please select “Agree”.  

● Step 2: You will then be presented with “Trusted Connection would like to find and connect to devices 
on your local network”. Please select “Allow”. 

● Step 3: You will now be presented with the following notice “This website is trying to download a 
configuration profile. Do you want to allow this?” Please select “Allow”. Once downloaded, you will see a 
screen saying “Kindly install the certificates to continue.” You will then be automatically taken to 
settings, where you will see the “Profile Downloaded.” 

● Step 4: Please click on “Profile Downloaded” and click install the “Versa Network Root Certificate 
Authority”. Please click on “Install” and once completed “Done”. 
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• Step 5: Please go back to the Trusted Connection Client and click on the yellow warning triangle in the 
top left-hand corner. 
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● Step 6: Please select “Trust” for the “Versa Network Root Certificate Authority” and hit the back 
button.  

 
 
● Step 7: Set the Hostname, Enterprise Name and input your User ID and click “Done” followed by 

“Submit”. The Hostname and Enterprise name will be provided to you by your company Admin e.g.: 

Hostname: us-region2.securegateway.verizon.com (please do not use, this is an example only). 
Enterprise Name: emagte178032a (please do not use, this is an example only). 
 
You will now be taken to your companies Identify Platform (IdP) where you’ll be asked for your 
Username and Password.  
 

● Step 8: Once you’ve successfully logged into your company's IdP platform, please click “Allow” to 
enable Trusted Connection to send you notifications and select “Allow” to permit Trusted Connection 
to “Add a VPN Configuration”. Finally, turn on “Location Services” using the “Settings” link.  
 

● Step 9: Please go back to the Trusted Connection Client and finally click the “big red power button” and 
you will now be connected to Verizon’s Trusted Connection service.  
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