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Does payment 
security matter?
Ask yourself a simple question: would you be more 
likely or less likely to do business with a company that 
has been the victim of a data breach? Few of us would 
say more likely. Payment card security matters.

And the penalties for taking inadequate precautions 
are about to get worse for many organizations. Any 
company that does business in the EU will soon be 
subject to the new General Data Protection Regulation 
(GDPR). This includes provision for fines for failing 
to protect personal information—which includes 
payment card data1—of up to €20M or 4% of turnover, 
whichever’s greater2.

Despite the dangers, our research shows that while 
PCI DSS compliance is improving, even among the 
companies that pass validation, nearly half fall out of 
compliance within a year—and many much sooner.

Are you taking payment security seriously enough?

What is PCI DSS?

The Payment Card Industry Data Security Standard 
(PCI DSS) was set up by the leading card brands to help 
businesses that take card payments reduce fraud. While 
it’s focused on protecting card data, it’s built on solid 
security principles that apply to all kinds of data. It covers 
vital topics like retention policies, encryption, physical 
security, authentication and access control.

Find out more: PCISecurityStandards.org

http://PCISecurityStandards.org
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Trust matters. Companies spend millions on 
loyalty programs, but just because customers 
have your plastic card doesn’t mean that 
they’re loyal. A better test of that is how 
they’d answer the question, “Would you 
recommend us to a friend or colleague?”
While many companies that have suffered a breach have seen 
sales recover to pre-breach levels, how much better could they 
have been doing if they hadn’t been breached? 

As well as the damage to their revenues, there are all the costs 
of remediation—including charges from the card issuers for 
the costs of replacing cards and identity theft protection. But 
perhaps even more importantly, while customers may ebb back, 
will they ever be as loyal as they once were?

Customers are getting more data savvy.

As we move further into the digital age, when a negative 
review can be shared around the globe in seconds, it’s ever 
more important to maintain trust. Imagine your local hardware 
store has suffered a breach and lost payment card data. You 
might, reluctantly, go back to it the next time you need some 
paint because it’s just down the street. But if it launched a new 
product line that let you control your heating and lighting from 
an app, would you trust it4? What about if it launched a new 
loyalty app that rewarded you with money off—would you sign 
up if it meant sharing your location data? 

We’re increasingly asking customers to trust us with more of 
their personal data. If we can’t show that we’re looking after 
their payment information, then we shouldn’t be surprised if 
they say no5.

A brand isn’t what the owner tells people it is, it’s what 
consumers tell others it is.

The goalposts keep moving.

How would your current defenses compare with what you had 
in place five years ago? Like most companies you’ve probably 
made great strides at improving your security in recent years.  

Unfortunately, the attackers have also upped their game. 
Companies are locked in an escalating battle with increasingly 
well-organized and well-resourced cybercriminals.

Many data breaches now occur not because the company 
hasn’t attempted to put defenses in place, but either because 
those measures weren’t effective, or they weren’t resilient 
enough to survive changes in the environment. Cybercriminals 
only need to find one weakness on one day.

66%

say they would be unlikely to do 
business with an organization that 
experienced a breach where their 
financial and sensitive information 
was stolen3.
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The good news is that more companies 
passed their annual assessment of PCI 
DSS compliance—the global standard for 
companies that store, process or transmit 
card data—at the first attempt in 2016. 
For the first time, more than half (55.4%) of companies we 
assessed were fully compliant at interim validation, compared 
to 48.4% in 2015. But that means that nearly half of stores, 
hotels, restaurants, practices and other businesses that take 
card payments are still failing to maintain compliance from 
year to year. 

Compliance versus security

Organizations that have implemented standards such as PCI 
DSS through dedicated security compliance programs tend to 
lose focus once initial compliance is achieved—this can leave 
them susceptible to data breaches. All too often, companies 
operate under the false assumption that being compliant means 
they’re secure. It doesn’t.

Passing validation doesn’t mean that your systems are secure, 
just that no evidence of non-compliance was found during the 
assessment period—typically a week or two. But your security 
is probably tested every day. 

Consider this example: an organization has a well-segmented 
network. It keeps cardholder data separate from other types of 
data and only gives access to it on a “need-to-know” basis—a 
fundamental security practice that every company should 
follow. But the organization doesn’t have a process in place to 
ensure that this segmentation remains intact after changes to 
the environment—such as adding a new branch, installing a 
new Wi‑Fi router or replacing a business partner. A control is in 
place, but it isn’t resilient.

Full compliance continues its upward progression.
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It’s good news; based on our 
assessments, compliance is going up. 
But there’s still cause for concern, for 
both merchants and consumers.

Organizations that make control sustainability and 
resilience part of their larger security program have a 
significant head start over those that focus solely on 
achieving PCI DSS compliance.

Of all the payment card data breaches that Verizon has 
investigated between 2010 and 2016—nearly 300—not 
a single organization was fully PCI DSS compliant at the 
time of the breach.
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But the control gap has widened.

While the number of organizations 
maintaining compliance increased, the 
control gap—the average percentage of 
controls which companies failing an interim 
audit did not have in place—widened. In 2015, 
companies failing their interim assessment 
had an average of 12.4% of controls not in 
place (6.8% across all companies). In the 
2016 dataset this went up to 13.0% (5.8%).

These aren’t just a few obscure, niggling rules. Many of the 
security controls that weren’t in place cover fundamental 
security principles with broad applicability, and their absence 
could be material to the likelihood of suffering a data breach. 

When a breach occurs, organizations often focus on 
investigating the failure of entry-point controls. They rarely dig 
into underlying failures in risk management, control lifecycle and 
effective control management.

For a control system to be effective, controls must be resource-
efficient and budget-friendly, and able to react to changing 
business priorities and threats.

Control effectiveness

In a PCI DSS context, control effectiveness requires procedures 
to promote understanding of risk exposure, putting controls 
in place to address those risks, and effectively pursuing 
the cardholder data protection objectives. These include 
effective and efficient processes, reliable data protection, and 
compliance with policies, regulations and applicable laws.

To be effective, controls must be:

•	 Fit for purpose—capable of mitigating the vulnerabilities they 
are designed to prevent. Controls are seldom 100% effective, 
but they should reduce the risk to an acceptable level.

•	 Resilient—able to withstand changes to the environment. The 
control—both technology and process—shouldn’t be made 
ineffective as the environment evolves.

A control that passes just the first requirement may be enough 
to pass a compliance validation, but it would not be sufficient 
to truly protect the company from the growing onslaught of 
increasingly sophisticated attacks. And what good is that?
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Over the past five years we’ve analyzed PCI 
DSS compliance, the proportion of companies 
achieving 100% has gone up almost five-
fold. Despite this general improvement, the 
control gap of companies failing their interim 
assessment has actually grown worse. 
Looking at it Requirement by Requirement, 
five out of six of the worst performers are the 
same now as they were in 2012.
This is not because companies aren’t trying to improve their 
security. Often compliance and security failures are not down to 
controls not existing, but them being ineffective. There are two 
main causes of this.

•	 Inherent risk: controls that aren’t effective, or which lose their 
effectiveness over time.

•	 Lack of resilience: controls that are not able to resist or 
recover from change.

The 2017 Payment Security Report (see next page) looks at 
why security controls fail, and how to build more effective and, 
crucially, more sustainable security programs. The advice in this 
report can not only help you simplify complying with PCI DSS, 
but also improve how you protect all kinds of data.

We see the same problems time and time again. 
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Looking back to 2010 when we first published a report on 
payment security, many things have changed. Back then 
few people had used their smartphone to make a payment 
and cybercriminals had access to far fewer resources 
than they do now.

But for all the things that have changed, many things have 
stayed—disappointingly—similar.

One of these is the difficulty that organizations have 
complying with Requirement 11 of the PCI DSS [Regularly 
test security systems and processes]. Every year it has 
placed eleventh or twelfth out of 12. This is true for both 
full compliance (the percentage of companies having 
all the expected controls in place) and—as the diagram 
below shows—the control gap (the average percentage of 
those controls not in place).

Which elements of Requirement 11 do companies struggle 
with the most? What patterns do we see across regions 
and vertical sectors?

The answers to these and many more questions about 
PCI DSS compliance are in our 2017 Payment Security 
Report. If your organization processes mobile or card 
payments, this report is an important read.
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Retail 

• Within the retail industry, compliance with Requirement 3 declined dramatically in 

2016, falling from 85.7% to 65.0%. Only Requirements 8 and 12 showed a lower rate 

of full compliance, both were at 60.0%. 
• For the second year in a row, control 3.1 (Keep data storage to a minimum) had the 

lowest compliance across the retail sector at 71.8%. 

• Control 3.4 (Render PAN unreadable anywhere it is stored) was also problematic 

for retailers, which scored a low average compliance of 76.3% in 2016. This control 

achieved a much better 91.3% within the hospitality industry. 

• 3.6.6.a and 3.6.6.b (Verify that manual clear-text key-management procedures 

specify split knowledge and dual control) showed the worst control gap, at 42.9%.

Hospitality 
• Full compliance with Requirement 3 declined from 80.0% to 76.2% in 2016 (-3.8pp). 

• The hospitality industry performed poorly against control 3.1 (Keep data storage to a 

minimum). It had the lowest average compliance at 84.4%. 

• Hospitality organizations often capture payment card data as part of reservations 

processes. This is commonly retained so that cancellations can be charged 

to stored details. Retention policies must articulate clear retention periods 

for reservation and cancellation data, especially when payment card details 

are recorded.

Financial services 
• Compliance with this Requirement improved significantly in the financial services 

sector. The control gap narrowed from 10.6% in 2015 to just 7.8% in 2016.

• Financial organizations have the greatest business need to store volumes of 

cardholder data, resulting in extensive PCI DSS scopes. In addition, they typically 

operate more legacy and mainframe systems, like IBM z Systems, HP Integrity 

NonStop and Stratus VOS, which have historically lagged with the implementation of 

encryption and tokenization solutions. 
• Controls 3.5 (Protect keys used to secure stored cardholder data against 

disclosure), 3.6 (Key management processes) and 3.7 (Documented policies 

for protecting stored cardholder data) were the weakest for financial services 

organizations. 
• Organizations often struggle with effective key management and key storage. This is 

fundamental to the security of stored cardholder data.IT services 
• In 2016, 80.6% of IT services companies achieved full compliance with 

Requirement 3. 
• The most challenging control was 3.4 (Render PAN unreadable whenever stored). 

• Historically, IT services also had trouble meeting controls 3.6 (Key-management 

processes) and 3.7 (Document policies for protecting stored cardholder data). 

• It’s still common to see manual key management processes in operation—even at 

technology organizations. These can prove challenging to maintain, particularly as 

personnel change. Documentation around data storage is typically combined with 

information handling and data protection and retention policies but these often 

overlook requirements for cryptography controls and key management. 

Most often compensated controls3.4.a (9.4%)3.4.b (6.5%)3.4.c (2.9%)3.4.d (2.9%)

Requirement 3 saw the second 
highest use of compensating 
controls globally. Use increased 
in the Americas, but declined in 
Europe and Asia Pacific. 

Conduct frequent automated 
data discovery scans across the 
environment. Drive continuous 
improvement in the consistency 
with which staff follow policies and 
procedures.

This Requirement covers the 
storage of cardholder data and 
sensitive authentication data. It 
states that all stored data must 
be protected using appropriate 
methods, and must be deleted once 
no longer needed.

80.1%
of companies assessed after a data 
breach were not in compliance with 
Requirement 3*

3. * Breached organizations investigated between 2010 and 2016.
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Main report

This report delves into the detail of payment security 
and specifically PCI DSS compliance. It is the only 
major industry publication based on data from real 
compliance validation assessments, conducted 
worldwide by Verizon. The inclusion of insights on 
companies suffering payment data breaches from 
our Data Breach Investigations Report makes it a 
unique resource for compliance professionals.

State of the market: 
Internet of Things

2017 Payment  Security ReportRevealing the challenges in  

sustaining payment card security.
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But the control gap has widenedAs well as compliance by organization, 
we also looked at the control gap—the 
number of failed controls as a percentage 
of all those assessed. Comparing this data 

with the compliance by organization (full 
compliance) provides some interesting 
insights. It allows us to identify which PCI 
DSS controls organizations are struggling 
to comply with.
We have been tracking the control gap 
since PCI DSS 1.1. In our previous reports, 
we explained how each update to the PCI 
DSS impacted organizations’ abilities to 
meet the requirements.

Full compliance continues its 
upward trend
Organizations are required to not only 
achieve 100.0% compliance with the PCI 
DSS, but also to maintain it. This means 
having all applicable security controls 
continuously in place. We measured 
organizations during interim assessment 
to determine the percentage that achieved 

full compliance for each Key Requirement. 
An interim assessment—or initial Report 
on Compliance (iRoC)—provides a 
valuable opportunity for organizations 
to validate the effectiveness of PCI 
DSS control management within their 
organizations.

The state of PCI DSS  compliance
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Fig 1. Overview of full compliance at iRoC 2012–2016

Fig 2. Overview of average control gap 2012–2016

Full compliance
Requirement 7 (Restrict access) was the requirement 

with which the most companies were 100.0% compliant. 93.5% of all organizations managed to maintain compliance with this Requirement between 2015 and 2016. Requirement 
11 (Security testing) was the least well-sustained, with only 71.9% of organizations achieving full compliance. 

Fig 3. Full compliance by Key Requirement at interim assessment 2016

Compensating controls Companies applied compensating controls most often to comply with Requirements 2, 3, 6, and 8. No organizations applied a compensating control for Key 
Requirements 7 or 12. 

Fig 5. Use of compensating 
controls by Key Requirement

Control gap
While five Key Requirements 
(5, 8, 9, 11 and 12) improved between 2015 and 2016, 58.4% of controls declined in compliance. Requirements 

4 and 11 had the largest control gap.

Fig 4. Control gap by Key Requirement at interim assessment 2016
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6.5%

Worldwide, the top performing industry remains IT services where almost two-

thirds of organizations (61.3%) achieved full compliance. 

It is followed by financial services (59.1%), hospitality (50.0%) and retail (42.9%). 

Based on full compliance, retail organizations demonstrated the lowest 

compliance sustainability across all key industries.

Learn about control 
resilience and 
sustainability.

See detailed analysis of 
PCI DSS compliance.
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Compliance calendar
Req. Area

DSS 3.2 Activity

Service Providers only (best practice until January 31 2018, requirement after that)

New requirement since DSS 3.xCardholder data environmentCardholder data

Firewalls and routers
1.1.7 Review firewall and router rulesets.

1

6

Review security of the backup location.

9.5.1

9.7.1

Back-up site security
Media inventory

POS POI terminal inventory
9.9.1

Conduct media inventories and properly maintain accompanying logs.
Maintain an up-to-date list of devices, including make, model and serial number.

POS POI terminal security
9.9.2 Inspect device surfaces for tampering or substitution.

9

Review logs and security events of all CDE components.

10.6.1

10.6.2

Log review

Log review

Security control failure reporting 10.8

Review logs of other system components—as set by your annual risk assessment.

Implement process for detecting and reporting critical control failures.

10

Revoke access for terminated users.

8.1.3

8.1.4

User access management
User access management

User account passwords
8.2.4

Remove/disable inactive user accounts.Change user passwords/passphrases.

8

3
3

CDE

CHD

Confirm locations and flows of CHD, and ensure inclusion in the PCI DSS scope.

ALL

Scope management

Identify and delete stored CHD that has exceeded defined data retention periods.

3.1.b

Data retention

3.6.4

Cryptographic keys

Change cryptographic keys that have reached the end of their cryptoperiod.

3

3Install all critical security patches within one month of release. 

6.2

6.2

Patch management
Patch management

Software development
6.5

Install all non-critical security patches (recommended).Train developers in latest coding techniques.

Public-facing web applications 6.6 Assess vulnerability of public-facing web apps.  N/A if you use a web app firewall.

6

3
1

After changes

Periodically
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Key date

Req. Area

DSS 3.2 Activity

Detect and identify all authorized and unauthorized wireless access points (802.11). 

11.1

11.1.1

Rogue wireless detection
Rogue wireless detection

Vulnerability scanning 
11.2.1

Maintain inventory of authorized wireless access points.
Perform internal vulnerability scans.

Vulnerability scanning
11.2.2 Perform external vulnerability scans using an approved scanning vendor (ASV).

Implement a penetration testing methodology.

11.3

11.3.1

Penetration testing

Penetration testing
Penetration testing

11.3.4

Perform internal and external penetration testing.Perform penetration tests on CDE segmentation controls (if used).

Penetration testing
11.3.4.1 Confirm scope with penetration tests on segmentation controls.

Critical file comparison
11.5 Compare critical files using change-detection mechanisms.

11 3

3
3

6Review security policies and update as necessary.

12.1.1

12.1.1

Security policy

Security policy

Risk assessment 
12.2

Update security policies.
Perform formal risk assessment.

Provide security training upon hire and at least annually.

12.6.1

12.6.2

Security awareness
Security awareness

Third-party supplier mgmt.
12.8.4

Confirm employees have read and understand the security policy and procedures.

Monitor the compliance status of service providers.

Incident management
12.10.2 Review and test your incident response plan.

Incident management
12.10.4 Train sta� with security breach response responsibilities.

Operational compliance
12.11 Confirm personnel are following security policies and procedures. 

Operational compliance
12.11.1 Maintain documentation of review process.

12

3
3

Replace SSL/early TLS with secure versions. POS POI terminals that can be verified as not susceptible to known exploits can be excepted.

June
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Find out how to build 
an effective control 
environment.

VerizonEnterprise.com/ 
PaymentSecurity

Verizon 2017 
Payment 
Security 
Report
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Comparison between QSA and PFIThe figure above shows that compliance with most PCI 

DSS Key Requirements is significantly lower in post-breach 

assessments by PFIs than in interim validation assessments 

by QSAs—this despite the fact that PFI investigations are less 

critical than a formal QSA assessment. 
The difference is expressed as a negative percentage point. It 

indicates the average PCI DSS compliance difference between 

the two datasets, i.e., between breached organizations (mostly 

non-PCI DSS attested) and the “control group” from our set of 

interim PCI DSS attested organizations. 
Note that the PFI dataset typically covers a different caseload 

of data breaches from one year to the next. That makes the 

ongoing similarities in compliance trends, with year-over-year 

comparison of this data correlation, even more striking. It 

strengthens our finding that breached organizations clearly 

demonstrate a predictable pattern of behavior. 
Overall, breached organizations have significantly lower 

compliance—there’s a 42pp difference in total average PCI DSS 

compliance. For example, between 2014 and 2015, this gap in 

compliance increased for two Key Requirements: 1 by 20pp and 

3 by 33pp. 
The only Requirement where breached organizations actually 

did slightly better (by 1pp) was Requirement 4.

The 2014 report revealed that not a single breached 

organization had Requirement 6 or Requirement 10 in place at 

the time of being breached. In 2015 and 2016, at least some 

of the breached organizations were found to have these 

Requirements in place. However, with an 86pp difference, Requirement 10 still has the 

largest difference between our two groups. Where organizations 

continue to exhibit poor logging and monitoring, breaches often 

go undetected for months or years.

Comparison with previous yearsIn our 2015 report we found that organizations 

experiencing data breaches in the previous year fell down 

in PCI DSS compliance in five main areas: 
• Develop and maintain secure systems (Requirement 6) 

• Restrict access (Requirement 7) • Track and monitor access to networks and cardholder 

data (Requirement 10) • Test security systems and processes (Requirement 11) 

• Maintain an information security policy 
(Requirement 12) Overall, organizations experiencing a data breach were 

less likely to be compliant with 10 out of the 12 PCI DSS 

Key Requirements.

Fig 10. FIG 7—QSA versus PFI. PFI data does not indicate the data breach cause. It includes “partial yes” responses (not indicative of full compliance).
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Of all the payment card data breaches the Verizon Threat 

Research Advisory Center (VTRAC) Team investigated 

over the past 12 years, not a single organization was fully 

PCI DSS compliant at the time of the breach.
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PCI DSS compliance found during post-breach forensic investigation (2016)
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Fig 11. QSA versus PFI, 2016*

Being fully compliant with PCI DSS does not guarantee 

security—though it certainly helps. Compliance enables 

security. To date, no breached organization investigated by 

the VTRAC Team was found to be fully compliant at the time 

of breach. Were a compliant entity to be breached, it would 

probably indicate circumvention of multiple control layers by 

the attackers and/or exploitations of ineffectively implemented 

controls—and it would make a fascinating case study.

If your organization doesn’t do a good job patching, 

maintaining and monitoring key systems, you just might 

find yourselves on the wrong side of next year’s analysis.

Fig 12. QSA versus PFI, 2010 and 2016*

PCI DSS Requirement

PCI DSS compliance found during post-breach forensic investigation (2016)
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* PFI data does not indicate the data breach cause. It includes “partial yes” responses (not indicative of full compliance).

See how breached 
companies fare.

Security training

6% Control gap:  the percentage of  controls companies failed.

Proportion of companies  
achieving full compliance

Retail and  hospitality

IT services

Financial  services

Nearly half of companies are failing to protect payment card data on an  ongoing basis.

45%

61%

55%

47%

59%

All industries

IT
services

Retail and hospitality

Financial services

Why payment security  is importantSome areas of payment card security—like antivirus—are 

straightforward. But there are some compliance controls 

that everyone finds tough. Here are the top three most 

common failures in financial services, retail and hospitality, 

and IT services—and what you can do to overcome them.

Read the 2017 Payment Security Report
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What’s happening in payment security?

PCI DSS (Payment Card Industry Data Security Standard) is a big topic. But you can get to the heart of the 

matter with our overview below.  And if you want to learn more, our 2017 Payment Security Report  

gives you the full picture.

Control gap The control gap narrowed. In 2016, an 
average of 5.8% of controls were not in 
place across all companies—the figure  
was 6.8% in 2015. Full compliance (% of organizations 

compliant at interim assessment)
Average control gap (% of companies 
that failed controls)

How to use this infographic
Organizations are required to achieve and 

maintain a 100% state of compliance, with 

application security controls in place—
continuously. Click on a Key Requirement 

below to discover how well companies do 

at sustaining complaince.

Want to know more? Read the full story in the  Verizon 2017 Payment Security Report 
Executive Summary.

2017 Payment  
Security Report

Executive Summary

Our research shows that nearly half of organizations 
fall out of PCI DSS compliance within nine months of validation.

Full compliance The good news is that full compliance is 
going up. The bad news is that nearly half of 

organizations are still failing to maintain it 

from year to year.
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20%
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Download

1     Install and maintain a firewall configuration2    Do not use vendor-supplied defaults
3    Protect stored cardholder data

4    Protect data in transit

5    Protect against malicious software
6    Develop and maintain secure systems

7  Restrict access

8    Authenticate access

9    Control physical access

11    Test security systems and processes
12    Maintain an information security policy

10   Track and monitor access

Click on a requirement  for more  
detail

Infographics

See a breakdown of 
compliance challenges 
by industry.

Get a snapshot of 
compliance.

http://verizonenterprise.com/paymentsecurity
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