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Private IP Dynamic Network Manager Overview

Private IP Dynamic Network Manager (DNM) enables you to make changes to your Private IP
Ports, Committed Access Rates (CARs), and customer egress profiles.

Features & Benefits

Following are the features and benefits of Private IP Dynamic Network Manager:

e Schedule a Port or CAR change order up to one year in advance

e Make bandwidth changes in minutes through the Verizon Enterprise Center

e Subscribe to electronically delivered activity reports

e Download a site detail report in Microsoft® Excel®

e Access a Customer Edge (CE) sample configuration

e |[ssue a specific set of Ping and Show commands on the Provider Edge (PE) Router

e Make real-time application aware network adjustments

Components

Private IP Dynamic Network Manager consists of three components:

Looking Glass: Allows Users to view the configuration information of their Multiprotocol
Label Switching (MPLS) networks. It is a mainly a "view only" interface, but there are
Looking Glass orders that allow Users to make certain non-billable Layer 3 configuration
changes to their Private IP sites. Looking Glass sample configurations can be downloaded
for your CE router. Looking Glass also allows specific PING and Show commands to be
issued. Private IP customers can use Looking Glass to see and make settings changes to
network service attributes. They can also determine how their sites are configured at the
Provider Edge (PE) devices on the network.

Dynamic Port (DPORT): Allows Users to make PIP transport circuit up/down speed
changes.

Dynamic CAR (DCAR): Allows Users to make up/down speed changes to their Expedited
Forwarding Committed Access Rate (EF-CAR) speeds including Quality of Service (QOS)
egress profiles.

Note: Since DPORT and DCAR enable price impacting changes, they both require
specialized Verizon Enterprise Center (VEC) entitlements or permissions. Contact your
Account Team for assistance with setting up these permissions.
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Business Rules for Private IP Virtual Private Networks (VPNs)

The following business rules apply with Private IP (PIP) Dynamic Network Manager:

Available to existing and new customers, both customer-managed and those using Verizon
Managed Services.

Available for sites located globally. Note: There are countries where Dynamic Port cannot be
supported due to contractual obligations with our partners. Your account team can provide
details on availability.

Available on direct connections

o For Private IP ports with a W prefix: Dynamic Port is available on direct connections
using Time Divisional Multiplexing (TDM) in all regions. Direct Ethernet Access is
supported in select countries in Europe.

o For Private IP ports with a B prefix: Dynamic Port is available on both direct
connections using TDM access or Ethernet Access in the United States.

o For Private IP ports with a C prefix: Dynamic Port is available on both direct
connections using TDM access or Ethernet Access in all regions

For Private IP ports with a W prefix: Dynamic Port requires an initial full port speed of T1, E1,
E3, DS3, OC3, STM1, OC12, STM4, and 1 Gigabyte Ethernet (Europe Only)

For Private IP ports with a B prefix: You can order a lower initial Private IP TDM and Ethernet
Port speed and then use Dynamic Port to raise or lower the speed to the level you want in the
United States.

For Private IP ports with a C prefix: You can order a lower initial Private IP TDM and Ethernet
Port speed and use Dynamic Port to raise or lower the speed to the level you want in all
regions.

Some restrictions apply:

o Dynamic Bandwidth (DCAR and DPORT) is not supported on customer sites using the
MPLS VPN Inter-provider Connection (MVIC).

o DPORT is not available with direct connections using NxT1/NxE1 with MLPPP or MLFR.

"DCAR only" (i.e., when not sold with DPORT) is available on the following access types:
NxT1 with MLPPP, and MLFR for U.S. sold sites only.

o Because of contractual agreements, there are countries where Dynamic Port cannot
be supported. Contact your Verizon Account Team for more details.

Below are detailed rules for DPORT changes per day on Private IP ports with a “C” prefix.

o Unlimited Speed Change Requests: you can make more than one speed change
request during a 24-hour period. Greenwich Mean Time (GMT) is used as the
start/stop reference for a DNM 24 hour time period. DPORT/DCAR speed changes
can be made up until (but not after) 11:00 p.m. GMT.

o Ability to Reverse Speed Change Requests: Within 60 minutes of making a speed
upgrade (or downgrade) request, you can “correct” the request (as needed) by
reversing the speed change request back to the original speed. After 60 minutes the
speed change will be completed from a billing perspective. One speed correction is
allowed during a 24-hour period.
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o Billing: Verizon will continue to bill in 24 hour minimum daily increments. The highest
speed change request made during a 24 hour period will be the speed that is passed to
billing for that day.

o Carry Over Speed: The last speed entered for the day will be the one that gets carried
over to the next day and be in effect.

For Your Information:

The Dynamic Network Manager feature does not support Open Shortest Path First (OSPF) or
IP Multicasting access at this time. It is important to modify your router configuration for
Dynamic CAR and Dynamic PORT in order to keep your router in sync.

If you select Gold CAR (Expedite Forwarding) for Voice over IP calls, a reduction of the CAR
value (e.g., 40.456 reduce to 8K) can directly affect the quality of all Voice over IP calls on this
link.
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Sign In to Verizon Enterprise Center

1. Go to http://sso.verizonenterprise.com. The sign in page appears.
2. Enter your user name and password and Click Sign In.
3. The Verizon Enterprise Center home page appears.

- V) Wireless InHome Business
verizon Solutions Products Resources Why Verizon
Signin to business. Quick tasks
Connect to Verizon Enterprise Center, My Business, ViewPoint, AllProducts
ThingSpaceManage and Total View. Request a consultation Get product support
userlD o
Internet & Wired Communications
padsuiad Add more of a service Disconnect a service
Change a service Move a service
[J Remember Me Forgot username or password? Create a billing inquiry Check billing inquiry status

m Create a repair ticket Check re%ir ticket status

My Welcome Email is lost. Resend >
Don't have a business account? Register >

Having trouble signing in? Contactus >

Additional management portals Training tools and resources.

Enterprise Service Activation Unified Security Portal, Get the most out of your online experience with complimentary
Platform DDos shield Portal access to user guides, tutorials, and live webinars for select services.
Networx Enterprise Verizon Cloud Explore Internet & Wired training Explore Wireless & Mobility training
Networx Universal Verizon NetworkFleet

Partner Center

My Verizon for Enterprise
- Account management anytime,
anvwhere :

Attention WAN Analysis Reporting - CA Performark

[ Portal Updates ] Mobile App 0 Nolifications g 1 v

verizon’ ManageAccount  Support Search

Get toknow your new
personalized homepage

Take the tour >

My workspace
Billing Recent invoices Download center
Uot41042 Craynan ) .
USD 564.64 ted date: Nov 15,2018 =
Due date: De 8,2018
Consolidated Bill Sum
U0te7695 Reauestedaae: Got 15,2319 ]
USD 52.00
Duedate: Dec &,2018
INO0240446
INR 145769.00
Duedate: Dec5,2019
Go to billing > View all > Viewall >

Orders by type
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Accessing Dynamic Network Manager

Click Dynamic Network Manager on the Verizon
Enterprise Center (VEC) home page to go to DNM
Dashboard page

3 Porie Upiates [ Mekie App i) Malifiations  Impersansted by LN}
.
VeI'IZOI’I"’ Manage Account  Support

Get to know your new
personalized homepage

Take the tour »

My workspace
Orders by type
- 23
Owder new service Total

Submitmoves add/ change
Erowse product catalog
Create senvices change request

Mensge Requests
Go to orders 3

it Product tools Dynamic network manager

Dynamic network menager

it User admin Totalusers Structures & Groups
Totalstructures: 0
@ ° ;

Menage users
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Alternative VEC Menu Access to DNM

verizon’

Internet & Wired Communications

Manage Account  Support

Disconnect Services

Attention Dynamic Network Manaper Users View Details

My Workspace Service Orders Repairs & Troubleshooting
Wigw Imventary Create Order Create Repair Ticket
Billing
Marage Requests View Order Status View Repeir Ticket
Wiz ok
v inEGes View Alarms Criginal Repairs & Troubleshoating
Wiz Inqui
v inauiny My Contract Summary
Repors Create Servioe/Change Request Product Tools
Make a Payment i
& Paym: My Price Book Inbound Metwork Manager
Manage Payment Methads Dymamic Network M
= raym Sanvice Managameant Reporting ' snags
GreateInquiry Submit Move/Add/Change Crder IFPerformencs Reporting
‘Change Billing Address View All

Updste Paperisss Biling

uUoleTens Consolidatad Bill Summary S
I — Requested date: Oct 15,2019 -

_——— USD 52.00

Make & payment Duedats: Dec 8, 2018

Mansge payment methods

recurring payments [NOQ240446

Schedule a payment INR 145769.01
Duedate: Dec 5, 2018

Go to billing > View all > View all >

Actionrequired

Total actions-4

Tip: To avoid having VEC/DNM sessions “time out”, you can edit your VEC
User Profile to alter the amount of time before sessions will end. See
instructions below for making session duration changes.
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== Home | VZWeb X  Verizon Enterprise Center x  + @
& > C (O @& enterpriseportalverizon.com/home/#/global-home * 0OV @
i Apps (D Overview| Truvoice Leadership Academy &5 Feed | Degreed &5 Feed | Degreed @ VEC Release Docu & Team Jibril CT User.. €3 Settings == Home|VZWeb & Private WAN Team » Other bookmarks

Network Manager and Outbound Network Manager Maintenance View Details

] What's new EMohl\eApp A Notificatiofs g Verizon DNM v

VeI‘IZOI'I‘/ Manage Account  Support

Verizon DNM Logout
My workspace .
Tools
< My Profile Download Center
e H|H = . | perele
# BI“Ing Recentinvoices Manage Notifications Support
Tutorials for former XO users ~ Gontact us
pooizis Support v

USD 1654712 Structures

Due date: Aug 7, 2020 Customer Learning Portal

Reporting Structures

Access Settings
Make a payment

Manage payment methods
Setup recurring payments
Schedule a payment

Access Request

Pending Request

Gio to billing » View all >

Pulse Secure:
Connected

O mMm B € ™M S maxaw R Q > @ T R Y R 705 AM =

8/6/2020

Click User Name and then My Profile

Site preferences /

Status Preferred language Proactive chat

Active US English Disabled

Allow extended session timeout Time zone Time format

Yes GMT 12 Hrs

Date format Items per page Preferred contact method
mm-dd-yyyy 10 E-mail

Your country dropdown list Your state dropdown list

us -

Contact and notification preferences
Direct data billing services

Click Site Preferences Pencil Icon to Edit
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Network Manager and Outbound Network Mar ><

Site Preferences

The Analyst role has the ability to pert

given contract with the exception of U Status Preferred language
Status eferred language

Product tools Active v US English ~v
You have access to 3 product tool(s)

Allow extended session timeout

Yes e

Site preferences 7

Status Preferred language v
Active US English
L . Date format

Allow extended session timeout Time zone
Yes GMT mm-dd-yyyy v
Date format Items per page
mm-dd-yyyy 10 Items per page Preferred contact method

10 v Email v
Your country dropdown list Your state dropdown list
us -

Countries State

Contact and notification preferences All v All v

Direct data billing services

Update
() Chatwith us
2020 Verizon. All Rights Reserved.

Click Extended Hours to edit/increase VEC session timeout duration

— Home | VZWeb X  \Verizon Enterprise Center X 4+ @ - X
p—
< CcC 0 @ enterpriseportal.verizon.com/home/#/account/myProfile ¥ Q Vv v » @ 32u59d>‘
1 Apps (D Overview|TruVoice @ Leadership Academy &% Feed | Degreed &% Feed | Degreed ¢, VEC Release Docu & Team Jibril CTUser.. &% Settings == Home|VZWeb &, Private WAN Team » Other bookmarks
Network Manage! itbc Network Mar| ><

The Analyst role has the ability to pert
given contract with the exception of U Status Preferred language
Product tools Active v US English v

You have access to 3 product tool(s)

Proa

ive chat

Disabled v Yes v

Site preferences /

Extended Hours

State

Contact and notification preferences /
Direct data billing services

Al v

Status Preferred language 10 v v
Active US English
1
Allow extended session timeout Time zone 5 Date format
Yes GMT mm-dd-yyyy v
3
Date format Iltems per page 4
mm-dd-yyyy 10 Preferred contact method
Your country dropdown list Your state dropdown list &
us =
7
8
9

© 2020 Verizon. All Rights Reserved.

714 AM

® o mB NS ma e B 4 S O BES xm 9 EBEE Y & g ooz S E = EOA . B

Choose extended session hours duration and click Update

10
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Dashboard

The DNM Dashboard presents Users with circuits that might require immediate attention. The
circuits are arranged by category in horizontal rows. These categories include circuits exhibiting
high utilization (thus at risk for packet loss), New Activations, and so on. DNM includes artificial
intelligence capability to allow it to learn over time which issues/circuits are of most interest to a
User and adjust screen presentation around those preferences.

VeI’IZOI'I‘/ D: Di ics  Policy o i Q QA & @ @ Helodenny v

Verizonis launching Palo Alto virtual firewall.
Increased scalability | More savings | Ease of management. Learn More >

My Network
Bandwidth
Johannesburg Houston
10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street
New York,NY,US New York,NY,US New York,NY,US New York,NY,US New York,NY,US 9
10002 10002 10002 10002 10002
Northeast Region Northeast Region Northeast Region Northeast Region Northeast Region
CID: 3932383843 CID: 3932383843 CID: 3932383843 CID: 3932383843 CID: 3932383843
VPN: Northwest COR VPN: VPN: Southwest COR VPN: Northwest COR VPN: Northwest COR VPN: VPN: Northeast COR
View All > ( Uparade Bendwidth ) ( Uparade Bandwidth ) ( Uparade Bandwidth ) ( Uparade Bandwidth ) ( Uparade Bandwidth )

Cloud Activation

Kathmandu i Gothenburg

10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street 10000 Churchspire Street
New York, NY,US New York, NY,US New York, NY,US New York, NY,US New York, NY,US 9
10002 10002 10002 10002 10002 |

Northeast Regio Northeast Region Northeast Region Northeast Region Northeast Regior

Select Network to see your Verizon IP Services

11
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verizon’

Dynamic Network Manager Q4ae @ Hello, Alexander Harvey

wialiays<i

Dynamic Network Manager

represents a new advanced platform

and unified Graphical User Interface.

Most existing DNM functions are 1
supported in the new DNM interface,

additional features wiill be added over 1!
time.

Feedback

Key Features

« Bandwidth Utilization Reports

« Utilization Threshold e-mail Alerts

+ Order History

+ Router Commands (and all other Looking Glass settings information)
+ Dynamic Port (DPORT)

+ Dynamic CAR (DCAR)

+ Bulk Operations for DPORT, DCAR and Circuit Description changes*

The Dashboard displays a menu of your VEC-entitled IP services choices. Choose Network to
list the circuits in inventory that you have permission to review.

Private IP circuit list after selection under Network Menu

verizon’ =
Dynamic Network Manager Home Network APl Reports Q0 @ O @ Helo,,
PrivateIP = B B
T Bulk Operations 4 bpot Y O
Cireuitin X000 Port Speed Encapsulation Service Type
ServicelD 1984 Kbps FR Not Managed Actians - QR+
PVC Ga47Ba2 Realtime CAR Traffic Rulo Description /' Proforences
VPN CNE-PIF 512 Kbps 1] Utilization Notifications s
BASINGSTOKE ROAD RG2 Entitiements Change Notifications ]
0TD GER Equipment IP B = ]
58.138.22257 ActivationStatus H
@ Not Available
000000 Port i Service T,
CircuitID Spead Encapsulation pe Actions - OR+
ServicelD 128 Kbos FR Not Managed
FYG 5347720 Realtime CAR Traffic Rulo Description /' Proforences
VPN CNE-PIF 0Kops Il Utilization Notifications
BASINGSTOKE ROAD RG2 Entitiements Change Notifications
0TD GER Equipment P [oc 1o B
68.137.035 Activation Status
@ Nol Avaiiable
Circuitip W0y XXXXXXXX PortSpeed Encapsulation Service Type st . OB+
ServicelD ETHERNET Not Managed ans
PVC 1827940 Traffic e M
VPN CNE-PIF A~
®100% ~

12
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Alternate Circuit List Views

verizon’
Dynamic Network Manager Home Network VNS Operations APl Reports Administration Q Q @ ©)
Private IP
R
7 Bulk Operations L Export Y ¢ \
Select circuit list
CircuitID XXXXXXXX Port Speed Encapsulation Service Type Actions a views with different
~ Pl +
Service ID XXXXXXXX 1536 Kbps FR Not Managed - levels of detail
PUCXXXXXXXX Realtime CAR Traffic Rule Description /7 Preferences [
VPHXCKRXK XAXNNAXKX 0Kbps a backupCASA Utilization Notifications
XXXK XXXHXEKKX XXKKK Change Notifications
RD CA 91350 USA EquipmentIP Entitiements .
XX XXXAXKXX Be e @) Activation Status =
@ Pending L]
]
- 3 ‘
ircuitID X PortSpeed Encapsulatio Service Type
CirouitID XXXXXXXX b E:‘:EHNET n N m:e ’ Actions C e e+
Service ID XXXXXXXX i ot Manage |
PVCXXKXXXXX Realtime CAR Traffic Rule Description /' Preferences /'
VPN OXOOXCOOCKXKXXKXX 5000 Kbps R2 Utilization Notifications
XXXXXXXX XXXXXXXX Entitlements Change Notifications
XXXKKXXX Equipment IP e oo (@D
68.139.174.85 Activation Status
@ Pending
Search, Notification Alert, Documentation & Help, Interactive Tour
verizon’
Dynamic Network Manager Home MNetwork APl Reports QLG
A
Private IP Public P sCl Ethernet —

View All View All View All

13
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Notification Alerts, Documentation & Help

Documentation & Help

% VEC Support 800-569-8799

B User Guide

% 100%

14
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Search

Search allows Users to look up circuits by circuit ID, service ID, VPN, or location. You can also
display search results by Location for multiple service types i.e. Private IP, Public IP, Secure Cloud
Interconnect (SCI) and SDWAN Co Management (Versa). You can refine your search further by
accessing the “Filter” menu.

Richardeon a

Searchresults for Richardson 2 record(s) found
PIP 1record(s) found
PVCID XXXXXXXX Circuit VPN Name Address (&) n
Site ID XXXXXXXX ID XXXXXXXX XXXXX XXXXXXXX - 400
VPNID XXXXXXXX Description Data XXXXXXXX INTERNATIONAL
Update May 3rd PKWY
second time RICHARDSON
TX USA 75081
6606
IDA 1record(s) found
PVCID XXXXXXXX Circuit VPN Name Address <O [ view
Site ID  XXXXXXXX 1D XXXXXXXX! Internet 400
VPNID XXXXXXXX Description INTERNATIONAL
PKWY

RICHARDSON
TX USA 75081

6606
Search Filter Options

Refine Search %X 2
Filter Sort
VPN Country First

VPN Country v v
Description Second

Description ~ v
State Caty

State City

Zip Code
Zip Code
Encapsulation
™ v
v
®R100% ~

15
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Export

Export allows a User to export the current screen data to a CSV file.

WJ B ©
Dyramic Notwork Manager Homa Network AP1 Reports Q L@ O @ Hello, XXXXXXXX -
Private 1P =8B B8
T Bulk Operations V o
Circult D XXXXXXXX PortSpaed Encapsulation Sorvico Type
Service 10 W4 ke FR Not Managed Actions - O+
PVC 5347682 Realtire CAR Trathic Rule Description / Fd
YN OnE-PF S12Kbps 6 Utitation Notifications
BASINGSTOKE ROAD RG2 Entitiements Change Nolifications
0TDGBR Equipment IP [ g
6813820257 Activation Status
@ Not Avaiabile
o 126 Kbps FR Not Managed Actions - OfA+
PVC 5347720 Rasitis CAR Tratfic R Bescription / Profursnces 7
VPN CNE-PIF O Kbps o Utiization Notifications
BASINGSTORE ROAD RG2 Entitierments Changs Motifications
oTDGER Equipmani B [oc] o]
68137535 / Activation Status
/ @ Not Avaiable
/
g
/
d
Cireuit 1D JO0COCCOOCK Port Speed Encapsalation K Service Type .
Service D jrree ETHERNET Mot Managed - - Rt
PVE 1827940 P
VPN CNE-PIF Do o weant 10 save Private IP_-_9__25__2013_8__11__01__AM.cow (27.1 KB) from sbhompaT.vzbi.com? Save vl Cancel | W |- tiesmesiieas T

16
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View Circuit Detai

@ goodmansgazs X A

verizon’

Dynamic Network Manager Q L @ @ @ Hello, Alexander Harvey v

Private P = @\
T Bulk L bpot Y 2
CireuitID WOV32760 Port Spoed Ensepaulation SarvioaType Actions v
ServicelD 1536 Kbps FR Not Managed
PVC 1795102 Roaltime CAR Tratfic Rulo Description View Details
VPN LemonAPA 112 Kbps Gt
JAPAN N/A JPN Entitiements Modity Bandwidth ¥
Equipment IP [oc [or P2 %;
206.155.31.17 Activation Status k3
® Not Available
W
R100% -
L
verizon’ @ goodmansg223 X
Dynmic bptwecek, Mirager Home Metwork AP| Reports a () Hello, Alexander Harvey ~
Private = @ |
[ T Bulk Opertiors L Bpet OO
Circult I WOVI2TED PortSpsed Encapmation Servics Type
ServicslD 1536 Keps R Mot Managed -]
PG iz Fsaitirns CAR Traftie Aus Duserigion
VBN LemondPA i &
JAPAN YA JPH Erttiomants
Equprent IP [ o [
20615537
Doty Espaprmard PE Sotings Ordors. Diagrastics Utiation Othor VI i
Circuit Dutails 7 Pendinatickets 0 El Penchng orders 1
EF Fisal Time Car Port Spesd
o a1 s o 4 Fps ) 15 hga,
\Nitzations Avet Thersheidd 0% Clssaof Sarvice Em
Topalogy H Egross Profin @
CEIP Addross 206156318 Inbartace Hama Sea 4121
Aocess Tyew m Aewss Soeed 15 Mnps.
Pouting Proticel BoP 4
7% v

Note: You can change the description for each circuit. Click on the “pencil” symbol £ near the
description. View the pop up. Enter the description that needs to be changed. Click on “save
changes.”

17
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Utilization Notifications allows Users to select when (and how often) DNM proactively alerts
them about circuits reaching bandwidth utilization thresholds. This helps Users avoid packet loss
if/when a circuit “runs too hot”.

Circuit Change Notifications is another subscription option available to all users who are entitled
to see/edit particular circuits; all Users who subscribe to this option are notified of changes made
by any of the other Users.

Preferences for WOV32760

@) utiszation Notifications
Alert when or above 80 « of utilization

E-mail alexander harveyBone.verizon.com

® Daily ©Weekly O Monthly

(:I Circuit Change Notification:

Start Date / Time Zone Pick [ Africa/Abidjan

Recurrence Pattern Daily Monthly

Dally Options [] Every Weekiay

End Date Mo End Date End After

R10% -

18
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Network Settings

This section contains both Customer Edge (CE) settings and Provider Edge (PE)
settings information. You can view the General Interface Configuration, Virtual
Route (VRF) Information, Quality of Service Information, and IPv4 eBGP Routing
Information. You can also produce an example CE design for your router (for a
Customer Managed circuit) from the PIP Looking Glass Site Detail screen.

1. Click on the “add symbol” to view the details of the circuit ID

2. Click on equipment tab to view the customer edge settings details

Virtual Routing and Forwarding (VRF) allows multiple instances of a routing
table to exist within the same router at the same time. Because the routing
instances are independent, the same or overlapping IP addresses can be used
without conflicting with each other. A VRF may be implemented in a network device
by having distinct routing tables, also known as forwarding information bases
(FIBs), one per VRF.

All VPNs ~ A Bulk Operations W Export Y o
ircui PortSpeed E lati Servi
CircuitID C0108468 n’;‘ Sp Er_nr?::::_lro« ; rv:;e‘Wp? View Details v 0
ServicelD 146124672 8 Mbps ot Managed
PVC 5820282 Realtime CAR Tratfic Rule Deseription/’ Preferences /
VPN ACME-Fabrication 256 Kbps R2 Description for CO108468 Utilization Notifications
VRF Name V795957:ACMEFabricatio Change Notifications
n Equipment IP Entitlements
VPN Address 68139174.86 (oo [ or [ La] Activation Status
180 ALLEN RD ATLANTA, GA @ Active
30328-4862 USA
Details Network Settings Orders Diagnostics Utilization Virtual Services Cloud Services Other VRF

General Interface Configuration

Router Name ATL29E01 Encapsulation ETHERNETVLAN : 495 VLAN : 485
Router Type ASRSK IPv4 Address / Prefix 68139174.85 / 30

Access Type ETH10Gig IPv4 MTU

Interface Name TenGigEOQ/7/0/3.427 Shape Adjustment for Ethernet 85%

Routing Protocol BGP

19



Verizon Enterprise Center

Dynamic Network Manager User Guide

Virtual Route Forwarding (VRF)

VRF Name V795857:ACMEFabrication WAN Analysis Reporting No

Topology HuB MAX Paths 0

Max Routes 1250 Max Paths Routes Load Sharing No

Quality of Services

PIP Class of Service Enhanced Traffic Management EF Real Time (Gold) CAR 256 Kbps

Port Speed & Mbps Egress Profile R2-Voice/video centric #1

Policed on Router YES MVRF Multicasting Enabled No

Peak Speed 0 Kbps Multicasting RP Address

Queuing Level Default Multicasting MDT Address

FRF 12 Fragmentation Disabled

IPv4 eBGP Routing Information

Muttihop IP Hops Away

Redistribute Static Yes Redistribute Connected Yes

AS Override No Send Community Yes
Remote AS 1

IPv6 eBGP Routing Information

Redistribute Static Yes Hops Away 0

AS Override Yes Redistribute Connected No
Remote AS o

Customer Edge Settings

IPv4 Address / Prefix 68.139174.86 / 30 Layer 2 Encapsulation ETHERNET VLAN: 3
Server Level Mot Managed

Layer 1/2 Information

CONNECTOR TYPE RJ45 CE WAN Interface / Handoff Type 100BASE-TX INTERFACE 100M
VLAN set to 3
Services(s) Ordered
Service Order 193608690.0 Work Order 23455498.0
Managed Service Mot Managed

20
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Demarcation Information

Site Type Address LD APT LD2: BSMT LD3: BAY
1249583c CusT 180 ALLEN RD w1 Lv2: 2 Lv3:3
ATLANTA GA
30328-4862 USA

Sample Router Configuration

Notice: The router configuration shown below is intended as an example only. You will likely need to add,remove or change certain elements of this configuration to meet you specific requirements. Use at your
own risklif you are not sure about the proper use of a command please seek appropriate advice.

N ite-Circuit: atlanta-ga_ce1e8468-146124672-5820282

STD QoS DPORT, and ETM to STD*

The CE configuration steps are explicit to Cisco switch stages (for customer
managed circuits). For other vendor CE, consult the client manual with respect to
changing the interface bandwidth speed. We recommend setting up an egress
traffic forming rate on your CE router's WAN interface as per your changes in QOS
settings. Follow these guidelines to set up your router for Dynamic Port changes.

ETM QoS DPORT, DCAR, Custom Egress, STD to ETM*

The configuration steps are also explicit to Cisco switch stages (for customer
managed circuits). For other merchant CPE, consult the client manual with respect
to changing the lining parameters. CBWFQ is typical for Silver CAR and
LLQ/Priority Queuing is typical for Gold CAR. We prescribe setting up a settled
QOS arrangement on your CE switch's WAN interface as per your changed QOS
settings. The external (or parent) strategy should shape all traffic as per your
selected DPORT speed. The internal (or kid) strategy ought to contain data transfer
capacity assignments as indicated by your selected DCAR speed and Custom
Egress profile. Adhere to these directions to set up your switch for Dynamic CAR
changes.

* For more technical details, refer to Customer Edge Configuration Settings
section in Appendix
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Order History

DNM coordinates all order updates going to downstream IT systems. Every hour it picks
up new orders that have been provisioned and processes them. It then picks up any
rejected orders waiting for a retry and computes a time when the next retry should occur:
once every 24 hours through the sixth retry, then once every 72 hours. After a certain
number of retries, DNM stops retrying and sends an email informing a User the update
could not be completed. Each order is processed in its own transaction to avoid time-
outs when there are a lot of orders in the back log. Retries are processed via the regular
work flow. The outcome is reflected in the order history so the original error message, as
well as the latest error message can be viewed.

CircuitID WOV32760 Port Speed Encapsulation Service Type .
Kb R Nat Managed Actions - GR-
ServicelD 1535 Kbps ot Manage:
PC 1795102 heaimeCAR — bescrtion 7 prafoances /
VPN LemanAPA 12 Kbgs & Utization Natifications
JAPAN NfA JPN Entitiaments Change Nolifications
Equipeent P [0 [ oo RS
2061553117 Activation Status
@ Not Available
Details Equipment PE Settings Orders Diagnostics. Utilization Hosled Services Cloud Services Otther VRF
X
-~ Search =
Orders (i = |3
Order Number Circuitid Status Recuested Date Expected Date Bilingkd Order Type PortSpeed Userid ‘Status Date Changa Type =
2019/09/230430:  2018/09/23 0430 mankantaseguiio  2019/09/23 0430,
44141 Wovazn LE - 120085 W L K N
zdaneg ovaareo COMFLETED 05 GMT 05 GMT foa0sess o 536 Kbps neverizoncom 05.GMT +
e e o . anil kumar pabbiset o
i - . 209/03/090430:  20M9/09/09 0430: g ) 2018/09/09 04:30:
2037065 WoV32760 COMPLETED P 05 GMT 00208854 DBW 1024 Kbps :?onevznacnc.o P +
- " anilkumar pabbiset
2009708/ 03300 2019/08/M 03:30:0 2015/08/1 03300
4T Wov32n T3 00 5 o : Bonaverng
2024M13 WoV32Te0 COMPLETED 7GMT 7GMT 208854 Dew 1536 Kbps L\;\_om Verizanco TGMT +
nil ks pabbiset
— P woter 20007290630 2010/07B06I - - Tr_'_o':we";\; 2019/07/29 0B30:
7444 Nova27 1 9 Boneverizor
COMPLETED 05 GMT 05 GMT o p 1‘:“ ) 05GMT +
= - anil kumar pabbiset .
2019/07/20730.  2018/07/20 17:30: " 2018/07/20 17:30:
7l Wovazm E 5 W 1536 Ki tyi@
2007036 oVazTE0 COMPLETED 03 GMT 03 GMT 00200854 DEW 536 Kbps yiBoneverizonco aGMT +
m
- .
2100% -
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DNM Order Summary

This report allows Users to see multiple circuit change activity versus single circuit events
(shown in Order History). You can tailor the report to show a defined range of time and
frequency of change orders. Results can be exported to PDF and Excel.

m L ® (O @ Hello, Verizan DNM ~

verizon’
Dynamic Network Manager Home Network APl Reports Q
—
PrivateIP Public IP SCI Ethermnet Miscellaneous
DONM Ordier Summary SCI Consumgtion Port Availabity
Matwork Transit Delay Auto Activation Repart
verizon” = ¢ Hetto-verizomr i
Home Network APl Reports Search Q

Dynamic Network Manager

DNM Order Summary
Fro 0
Monthly Orders 6/22/2020  7/22/2020 m
June 22,202010 July 22,2020 | Monthly Orders
Daily Orders Volume © Line O Pie @ Bar Export v
1 oBw Orders By Change Type
30 —
25
2.0
£
8
1.0
05 H
0
JUN-2020 JUL-2020
MONTH
29
zJ
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Show Order Pending Order Failed Order Completed Enter Search Criteria
Order ID 3074967 Status Port Speed BillingID Billing Status
CircuitiD WOV32760 COMPLETED 512 Kbps 00209854
Status Date [GMT]
UseriD verizondnm@gmail.com OrderType Change Type Scheduled Date [GMT] 2020/07/18 18:30:06 GMT
DBW 2020/07/18 18:30:06 GMT
OrderID 3073934 Status Port Speed BillingID Billing Status
CircuitID WOV32760 COMPLETED 768 Kbps 00209854
) . Status Date [GMT]
UserID verizondnm@gmail.com Order Type Change Type Scheduled Date [GMT] 2020/07/10 22:30:05 GMT
DBW 2020/07/10 22:30:05 GMT
Order ID 3073549 Status Port Speed BillingID Billing Status
CircuitID C0108468 COMPLETED 8 Mbps BILLING NOTIFIED
Scheduled Date [GMT]
UserID verizondnm@gmail.com Order Type Change Type 2020/07/08 21:30:15 GMT Status Date [GMT]
DEW 2020/07/08 21:30:15 GMT
Order ID 3071966 Status Port Speed Billing1D Billing Status
CircuitiD WOV32760 COMPLETED 512 Kbps 00209854
Status Date [GMT] ©
UserD vefizondnm@gmail.com Order Type Change Type Scheduled Date [GMT] 2020/06/29 18:30:09 GMT
DEW 2020/06/29 18:30:09 GMT

Diagnostics (Router Commands)

Users can issue router commands to verify specifics in their network.

1. Click Router Commands under Site Details. The Router Commands section appears
above Site Details.

2. Select a command from the Select Router Command drop-down list.

3. Click Submit. The system displays the response from the router.

Circuit ID WOV32760 Port Speed Encapsulation Service Type Actions OH—
ServiceID 1536 Kbps FR Not Managed
PVC T
1795192 Risaltime CAR Traffic Rule Description Proforences
VPH LemonAPA 112 Kbps a1 Utilization Netifications
JAPAN M/A JPN Entitlernents Change Nolifieations
Equipment [P (oc ] o= PP
2061553117 Activation Status:
@ Not Available
Details Equipment PE Seltings Orders Dragnostics Utilizatican Hosled Services Cloud Services Other VRF
Router Commands 3
&
Select v
show ip route wf [VBOSTSLemonAPA] ~
show ip route wf [VE05TSLemonAPA] [ip-prefix]
ping wrf [VBOSTSLemonAPA] ip [target ip_address] repeat 5
show interface [Serial3/0/4/12:1.675]
show ip vrf interfaces [VBOSTSLemanAPA]
show ip bgp vpnwd vif [VBO0S5TSLemonAPA] summary
show ip bop vpnwd vl [VBOSTS:LemonAPA) neighbors [206.155.31.18] advertisad-routes
v
" hen s et IRNETE) ARAY Aginhiee [206 155 91 18 saur
£100% ~
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Bandwidth Utilization

Users can view a chart displaying circuit utilization over a time period of 1 day through 30 days.
The example below shows received and transmitted results for the Verizon Provider Edge (PE)
port. Ingress/Received is what Verizon receives from a customer, and Egress/Transmitted is what
Verizon sends to a customer. If you were to view the Customer Equipment (CE) port then you
would see the opposite measurements. Verizon PE port measurements and CE port
Measurements should closely match.

Dynamic Network Manager 20 Home Network VNS Operations APl Reports QQE ® Hello
Private IP = 2]
Recently

B ———— —_—

Details Equipment PE Settings Orders Diagnostics Utilization Hosted Services Cloud Services Other VRF

Bandwidth Utilization

Circuit ID: WOY48154

Port Speed
6144 Mbps

P31} Speed 6000 Kbps
—_ ;

2000 ' ?? 8l f 1] “,i; I 1 1. ! \]5‘:1 ‘J‘i;“‘ ‘ I ] H:

og/m o&ne o6/21 06/23 08/25 08/27 06/29 duy 07/03 07/05 orjor or/oe o7m o o7

1.  Click on the utilization tab to view the utilization details.
2. By default the daily summary utilization details will be shown.

3. Toview 15 min interval usage, select and drag to specific duration
so that 15 mins interval usage duration can be viewed.

4. Use the toggle buttons next to Egress and Ingress speed to view specific
usage details (i.e. Only Egress or Ingress traffic).
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View Pending Tickets, Orders and Associated Virtual
Route Forwarding (VRF)

Click on the “add symbol” to view the details of the circuit ID. You can view the
pending tickets and orders in the right end corner of the details tab.

1. Click on “pending tickets” to see the status of the ticket on the separate page.

2. Click on “pending orders” to see the status of the ticket on the separate

Pending tickets and
pending orders
displays for the
Dynamic Network Manager 2.0 Home Network VNS Operations APl Reports Q | particular circuit ID
Private IP
Recently
Details Equipment PE Settings Orders Diagnostics Utilization Hosted Services Cloud Services
Circuit Details $3 Pending tickets 0 [?:] Pending orders 1
EF Real Time Car Port Speed
Mox Speed 5.4 M Nert Treshold
Kbps Current - 768 Kbps 5.4 Mbps ‘ 64 Kby Current- 6.1 Mbps. 61 Mbps
Utilization Alert Thershold 0% Class of Service ET™
Topology H Egress Profile Gl
CEIP Address 152.187.44.166 Interface Name rlsq0:7
Access Type m Access Speed 6.1 Mbps
Routing Protocol BGP

Modify Bandwidth
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Configure eBGP Routing Parameters

Click on the “add symbol” to view the details of the circuit ID.

1.

Click on 4 near the routing protocol in details tab. The Configure eBGP
Routing Parameters section appears below the Circuit ID details.

Enter the incentive for each eBGP Routing variable. If you are utilizing eBGP
or changing to eBGP, you can change the accompanying parameters:

a. AS Number - BGP autonomous system number for the current
network.

b. AS Override - Replaces your AS Number with our AS number if the
source and destination AS numbers are the same.

c. Send Community - Allows you to send standard communities to us
that we will send across the Cloud.

d. Advertisement Interval - Changes default BGP advertisement timers
from 30 seconds to O seconds.

e. Distribute List - Site will see a default route only.

f. Remove Private AS

Note: AS override, send community, Advertisement Interval,
Distribute List, Remove Private AS are toggles.

Click on schedule toggle to select date and time zone.
Select the values from the drop down menus for date time zone.

Click on Submit so that the changes will be effected -or- Click on Cancel so
that the changes will not take effect.
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Configure Static Routes

Static routing is a form of routing that occurs when a router uses a manually-
configured routing entry, rather than information from a dynamic routing protocol to
forward traffic.

1.

Click on the Static tab under circuit ID. The Configure Static Routes section
appears above Site Details.

Select CE IP Address for the following bounce. The IP address is populated in
the Next Hop field.

OR

Select Sub Interface for the next hop. The sub-interface is populated in the Next
Hop field.

Select CE IP Address for the Sending IP. The IP address is populated in the
Forwarding IP field.

OR

Select Destination IP Address and enter the IP address in the Forwarding IP field.

4. Click Add. Include or expel what should be in the switch or should be expelled
from the switch.

5. If relevant, enter a Process Date/Time to plan this activity.

6. Select a period zone starting from the drop list.

7. Click Schedule Order if you are planning for a future date.

8. Snap Process Order to present your request. The Process Order Confirmation
spring up shows your request number.

9. Click Submit.

OR

Click Cancel.

28



Verizon Enterprise Center
Dynamic Network Manager User Guide

Port Speed Changes

Dynamic Port (DPORT) is a feature of DNM. It allows Users to submit a change
order online to raise/lower Private IP transport speeds. After a Private IP port is
ordered and provisioned, you can use Dynamic Port to adjust the port to a desired
speed size. After VEC entitlements for Dynamic Port (and Dynamic CAR) are
confirmed, you must initially wait 24 hours before the first change order can be
issued. This is due to the IT processing time for the submitted
entitlements/permissions.

Note: 1 Private IP Port (or EF CAR) change is permitted per day for circuits with
prefixes “W” and “B”. For circuits with a “C” prefix, the following multi-change-
per-day rules apply:

o Unlimited Port Speed Change and Dynamic CAR Requests: Users may make more
than one port speed change and/or EF CAR change request during a 24 hour period.
Greenwich Mean Time (GMT) is used as the start/stop reference for a DNM 24 hour
time period. These speed changes can be made prior to) 11:00 PM GMT.

o Ability to Reverse Speed Change Requests: Within 60 minutes of making a speed
upgrade (or downgrade) request, a User can "correct" the request (as needed) by
reversing the speed change request back to the original speed. After 60 minutes the
speed change will be established as the new highest speed for the day. That speed is
what will be sent to Billing for that day. One speed correction is allowed during a 24
hour period. Alternatively a User can submit a new change order (within 60 minutes) to
reverse the mistake.

o Billing: Verizon will continue to bill in 24 hour minimum daily increments. The highest
speed change request made during a 24 hour period will be the speed sent to Billing
for that day.

o Carry-Over Speed: The last speed change request entered for the day is the one that
is carried over to the next day. This speed will be billed daily going forward unless
another speed change is requested.

If you are using Enhanced Traffic Management (ETM) Class of Service and a circuit’'s EF CAR
value is set to 90% of your current port speed, then a Dynamic CAR change order should be
issued first to lower the EF CAR value before attempting to lower the circuit port speed via
Dynamic PORT.
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Class of Service: Committed Access Rate Speeds
and Egress Policies

Dynamic CAR (DCAR) allows Users to submit a change order online to raise/lower
Private IP port speeds.

However, Users have two options for defining how to set up CAR speeds for use
with Private IP circuits:

Standard (STD) - Standard option supports Best Effort (BE) CAR speeds
only. It does not support Expedited Forwarding (EF Real-Time aka Gold)
CAR speeds. Moving from ETM to Standard may influence the voice traffic
present on this connection. Dynamic CAR is not applicable to standard CAR
speeds.

Enhanced Traffic Management (ETM) - You can expand port speed EF
Real-Time (Gold) CAR up to 90% of the port speed. Moving from Standard
to ETM enables you to use DCAR online to change the Gold CAR rate. You
can upgrade or downgrade the Gold CAR (EF Real Time) value within the
limitation of Gold CAR. Minimum Gold CAR value is OK, and the maximum
Gold CAR value can be set up to 90% of the port speed. Increasing Gold
CAR has a CPE performance impact. If you have questions, contact your
account team before submitting this change. The Gold CAR is policed on
Ingress into the Private IP network. Any traffic marked with EF Real Time
that exceeds the subscribed Gold CAR value is discarded. If you select Gold
CAR (Expedited Forwarding) and are using this for Voice over IP calls, a
reduction of the CAR value (e.g. 40.456 reduce to 8K) can directly affect
the quality of Voice over IP calls on this link. Ensure that you make a
corresponding reduction on the device that determines the call admission
control policy for this link as well as making a reduction on the CE router’s
QoS queuing policies.

The maximum configurable CAR value is governed by the port speed as well
as the Egress profile of the Private IP port in service.

Users may change their “G” or “R” Egress profiles via DCAR. When the Gold
CAR value is equal to or greater than 50% of the port speed DCAR will only
display "R" level policies.

Ingress refers to traffic which enters the Private IP Provider Edge (PE)
device from the User’s CE router.
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o Private IP Standard: All traffic coming into the PE device on ingress is
marked AF3 (DSCP=24).

o Private IP Enhanced Traffic Management (ETM): Customers
subscribe to the EF Class of Service and can use 100% of the port
for the five additional data classes: AF4, AF3, AF2, AF1, and BE. The
EF Class of Service can range from OK up to 90% of the port.

Egress refers to the traffic which is exiting on the Private IP PE device and
being delivered to the User’s CE router with a percentage of bandwidth
dedicated to each class of service. Egress policies are based on Low
Latency Queuing (LLQ) and Class-Based Weighted Fair Queuing (CBWFQ).
LLQ is used exclusively for the EF Class of Service and uses strict priority
queuing to allow delay-sensitive data (such as Voice over IP) to be sent first,
giving delay-sensitive data preferential treatment over other traffic.

Class-Based Weighted Fair Queueing (CBWFQ) is used for the five data
classes of service: AF4, AF3, AF2, AF1, and BE. It allows Verizon to specify a
percentage allocation of bandwidth to be allocated for each class of traffic.

The default egress policy for all Private IP customers is: EF: 50%, AF4: 40%,
AF3: 39%, AF2: 16%, AF1: 1%, BE: 4%. This means on egress, up to 50% of
the port will be dedicated to the EF class of service. Anything which
exceeds 50% on egress is discarded. While a User can still use the port for
other traffic classes on egress, the EF traffic is given the highest priority. If
you are receiving nothing but AF3 traffic on egress, 100% of the port is used
for AF3. If you are receiving both EF and AF3, up to 50% of the port
bandwidth is dedicated to the EF traffic.

Customers with IP Telephony (also referred to as Voice over IP, or VolIP)
requirements also have the option to set the EF Class of service up to 90%
of the port speed. EF: 90%, AF4: 40%, AF3: 39%, AF2: 16%, AF1: 1%, BE:
4%

Note: More information about EF CAR & Egress settings is available in
Appendix section

How to Modify Port Bandwidth and EF CAR
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Click Modify Bandwidth in the Actions Menu (or in the Expanded Details view, bottom left of
screen)

verizon\/ @ goodmans323 X A
Dynarmic Network Manager Home Network APl Reports Q L1 @ @ @ Hello, Alexander Harvey v
Private P = B H
LomonAPA 7 Bulk Operations & Export v £
CireultID WOV32760 PortSpoed Encapsulation Servico Type Actions v | ODING
ServiceID 1536 Kbps FR Not Managed
PVC 1795192 Realtime CAR Tratfic Rule Description / View Details
VPN LemonAPA 112 Kbgs a1
JAPAN N/A JPN Entitlerents Modity Bandwidth E
Equipment IP [oc [ o= P 3
206.155.31.17 Activation Status E
Not Available
v
£100% -
L
Modify Bandwidth *Required Fields
Circuit Settings (O
sak 512 The port Speed on the Speed Gauge is not the 2K 160K .
> N, i eexact port speed of the user. Please check % .”K -
. \ thodrondiomntosss th skt or D
o S, & ?,
& 28 speeds. @ qu—
* \%
Port Speed* & *
H 1 Mbps 0 Kbps
g P .z 1024 Kbps v x P H
a
EF Realtime CAR" x §
) ~ 0 Kbps v ‘ ' &
3 $ o $
Class Of Service
ETM v .
Port Speed EF Realtime CAR

Egress Profile”

G1 ~

Scheduling

Schedule change to happen later

Dynamic Port Speed Menu example:
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A
Modify Bandwidth “Required Fiekds
- oy The port Speed on the Speed Gauge is not L.
[ tha axact port speed of the user. Please P ?.'_"“"k
+ \ check the dropdown to see the available - "
& o, port speeds. . ;
& %
> -
Port Speed* L
: 1 Mbps " Y 112 Kbps ‘
£ r . ® 1 Mbps x . . B
Eurent Spaea | § Current Spesd 3
) [~ %4 Kbps - h - l .
~ = I
4 =
. - 128 Kbps . ' . ]
1 ‘ g 5 s
256 Kbps b
Port Speed 334 Kbps EF Realtime CAR
512 Kbps:
758 Kbps
1Mbgs
g 15 Mbps v
m Sehedule ehange 1o hapgen later
W
Scheduler: User may optionally schedule Port/CAR changes out to a year in advance
ETM )
Port Speed EF Realtime CAR
Egress Profile*
1
< Nov 2019 * >
Sun Mon Tue Wed Thu Fi Sat
Scheduling
1 2
C‘ Schedule change to happen later
3 4 s 6 7 8 9
00 11 12 13 14 15 16
( Cancel 47 45 19 20 21 2 2
2425 28 29 30
CircuitID W0OV32760 Encapsulation Service Type |
ServiceID ~ ~ FR Not Managed Actions Q@ L:‘l +
e
PVC 1795192 |£J . ‘ﬁ] Traffic Rule Description / Preferences /
VPN LemonAPA v v Gi Testing the bulk update test process @ Utilization Notifications
JAPAN TOKYQ, N/A JPN Change Notifications
Cancel Set Equipment IP Entitlements
2061553117 [ or =Y Activation Status
® Active

Order Confirmation Pop-Up
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Confirm Your Order

You acknowledge that by submitting this order, the monthly charges billed to
this account may increase or decrease, in accordance with your contract and
the changes you have made to your network bandwidth. Note that these
changes may impact your network performance if they are not in accordance
with the technical and business rules.

Note that these changes may impact your network performance if they are not in
accordance with the technical and business rules.

NOTE - You are limited to one successful bandwidth change per 24 hours per site.

If your network is not managed by Verizon, please be sure to implement any
corresponding CE configuration changes.

Click "Accept" below to acknowledge your acceptance of these changes to your
account.

<D aEE»

Select “Preview” button to see Before/After Speed Changes before Accepting

Confirm Your Order

You acknowledge that by submitting this order, the monthly charges billed to this
account may increase or decrease, in accordance with your contract and the
changes you have made to your network bandwidth. Note that these changes
may impact your network performance if they are not in accordance with the
technical and business rules.

Note that these changes may impact your network performance if they are not in
accordance with the technical and business rules.

NOTE - You are limited to one successful bandwidth change per 24 hours per
site.

If your network is not managed by Verizon, please be sure to implement any
corresponding CE configuration changes.

Click "Accept™ below to acknowledge your acceptance of these changes to your
account.

Confirm Settings
B EFReal Time
Service Egress Profile B PortSpeed
CAR
ETM E 02
| | ! !
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Confirm Your Order

You acknowledge that by submitting this order, the monthly charges billed to this account
may increase or decrease, In accordance with your contract and the changes you have
made to your network bandwidth. Note that these changes may impact your network

Change Order Acceptance (Full Text):

Please ensure that the Port speeds you request are set above the existing CAR for each
site. If not, your orders will not be processed.

If your network is not managed by Verizon, please be sure to implement any corresponding CE
configuration changes.

Depending on the Private IP PE platform, Verizon could provision ‘bandwidth shaping' overhead
adjustments on Ethernet Interfaces at the PE Egress, These adjustments may reduce the
actual bandwidth available to you, depending on your traffic profile. You must apply policies at
your CE egress to prevent packet loss due to Ethernet protocol overhead used within the
Company Network. Further details can be obtained from your account team.

You acknowledge that by submitting this order, the monthly charges billed to this account
may increase or decrease, in accordance with your contract and the changes you have
made to your network bandwidth. Note that these changes may impact your network
performance if they are not in accordance with the technical and business rules.

The changes to your network will normally be completed within approximately 15 minutes for
customer-managed and DNM Full Automation Managed circuits. If you request simultaneous
multiple changes, the changes may take longer. For requests submitted on circuits terminating
on Verizon Managed Services Customer Edge (CE) routers without support for Dynamic
Network Manager (DNM) Full Automation, your requested changes may take up to 72 hours
before the CE routers are manually updated by Verizon. Contact your account team for
information about how to upgrade your CE device configuration to allow Full Automation. If
your site is not managed by Verizon Business, please be sure to implement any corresponding
CE configuration changes.

Depending on the Private IP PE platform, Verizon could provision ‘bandwidth shaping' overhead
adjustments on Ethernet Interfaces at the PE Egress, These adjustments may reduce the
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actual bandwidth available to you, depending on your traffic profile. You must apply policies at
your CE egress to prevent packet loss due to Ethernet protocol overhead used within the
Company Network. Further details can be obtained from your account team.

NOTE - You are limited to one successful bandwidth change per 24 hours per site (except for
“C” prefixed circuits).

Please print a copy of this request for your records.

Click "Accept™ below to acknowledge your acceptance of these changes to your account.

Note for Private IP Ethernet Ports with a prefix of B or C

Ethernet Access goes from the customer premise to the nearest Layer 2 device. A Network to Network Interface (NNI) connects the
Layer 2 device to the nearest Private IP Provider Edge over a shared interface. The bandwidth on the NNl is not reserved. In the event
the NNI or Provider Edge device has reached capacity it will not be possible to increase your Ethernet Port speed. You will however be
able to lower the speed. The dropdown menu on Dynamic Port will reflect the port speeds available based on the amount of
bandwidth on the NNI. If the NNI or Provider Edge has been capped you will need to engage your Verizon account team (or the
Verizon Enterprise Help Desk) to enable submission of an order to increase bandwidth. As part of the ordering process your Ethernet
Port will be migrated to an NNI with sufficient bandwidth to support the higher port speed. There will be no change in the Circuit ID; it
will remain the same.
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Network to Network Interface (NNI) Toggling for DPORT

NNI Toggling allows users to increase the bandwidth speed of a Private IP (PIP) circuit even when
the NNI connecting the circuit to a PIP provider edge router (PE) is blocked. NNI Toggling is
designed to automatically move a PIP circuit to an adjacent NNI if one is available with sufficient
capacity. Blocking can occur for many reasons, most notably when max routes have been
reached or there is insufficient bandwidth on an NNI. Such blocking restricts the addition of new
circuits to a PE and/or bandwidth upgrades on circuits connected to the PE. Bandwidth
downgrades are not impacted by PE/NNI blocking.

NOTE: This feature is available only to US Domestic Commercial customers at this
time.

If you are outside of the domestic U.S and experience a similar DPORT issue, please contact your
Account Team and have them submit a standard (manual) speed change order. You can also try
to submit a DPORT change later since NNI blockages are often temporary.

How It Works

DPORT with NNI Toggling is an automated process that requires your permission to proceed.
When the Toggling feature is enabled a new message will display next to bandwidths and will
highlight the specific speeds that exceed the current NNI bandwidth (see the screenshot below).
The “red” bar (next to the speed) represents the current NNI speed, while the “black” bar
represents the speeds that exceed the NNI bandwidth.

In the screenshot below, you can see that the Current Bandwidth is at 8Mbps. If a Port change
was made to 9Mbps, it would trigger the NNI Toggling process, assuming there is an alternative
NNI available locally with 9Mbps of capacity.

Modify Bandwidth
Circuit Settings O

Please check the dropdown to see the 0¥ M
available port speeds. *

o

10 Mbps ) = [

When a User selects a speed that is greater than NNI Capacity + Current Port Speed then a
message will appear next to the bandwidth selected (see below). The message notifies the user
that the selected bandwidth increase will require a “hot cut” (re-provisioning) order which will
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bring down the network for approximately 15 minutes. During this down time, the system will
automatically attempt to move the circuit from the blocked NNI to an adjacent NNI with capacity.

Modify Bandwidth
Circuit Settings O

o o Please check the dropdown to see the -
available port speeds. ot 1y

9 Mbps Y v i
S — - 56 Kbps
H 10 Mbps H oot el

ETM v

Scheduling

A confirmation window of the DPORT transaction will be provided. You will need to accept the
terms to submit the order.

€ C } & dynamicnetworkmana

* »0Q :

Confirm Your Order

You acknowledge that by submitting this order, the monthly charges billed to this account
may increase or decrease, n accordance with your contract and the changes you have
made to your network bandwidth. Note that these changes may impact your network
performance if they are not in accordance with the technical and business rules.

Note that thy hany »rk performance if they are not i

How to know the status of your DPORT order including NNI Toggling

Users can track the progress of their DPORT change order (and associated NNI Toggling) in the
Order Status section. Go there to review order status for the specific PIP circuit change request.
If the NNI Toggling automation did not complete for the change order then the following message
will display within the Order Status field: “Layer 2 provisioning failed”

For assistance at this point the user can click the “Activation Support” button. This will trigger
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the Verizon Support team to begin work resolving the technical issue as quickly as possible.
Verizon’s Support Team for US Commercial customers is available 7 days a week 24 hours a day.
They will at a minimum roll the bandwidth change back to bring the network back up. Most often
they will resolve the issue and then assist Users with completing the original DPORT speed
upgrade request.

If hotcut order is failed in L2, ‘Activation Support’ braiton will be provided for customers as seen below.

Orders (O

Details Network Settings

—
Orders Diagnostics

Utilization

Virtual Services Cloud Services Other VRF

Order Number

Status

Created Date

Scheduled Date Billingld

3238437

Co108468

L2FAILED

2021/07/06 16:14:22
GMT

Activation Support

Time slot is available within 30 minutes. Please submit the below detadls. A Verizon Technician will reach
oul o you within 30 minubes from 22:30 C8T.

Contact Informeation

Vigrizons Bridps

Audio Conference Information

Lisa My Audio Bricigs

Complete the above Contact Information and “Submit” the request.
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Bulk Operations

This Dynamic Network Manager (DNM) feature allows Users to submit multiple circuit changes at
one time. There are three categories of DNM bulk changes: 1) Circuit Descriptions, 2)
Bandwidth (Dynamic PORT), CAR (Dynamic CAR), Profile (Egress) and 3) Bulk Subscription
(Utilization Threshold Alerts and Circuit Change Activity). Bulk change requests can be manually
entered directly into the tool or via a DNM spreadsheet template (where applicable).

Please note that only Private IP Single VRF (virtual route forwarding) and PORT Multi-VRF circuits
are supported for Bulk speed changes currently. PVC Multi-VRF circuit support is targeted for
4Q20.

Tip: If you elect to use the DNM spreadsheet template to enter your circuits, you can first use
DNM'’s Export function to download the VPN/circuit list you wish to modify and then copy/paste
the appropriate values into the Bulk spreadsheet template fields.

verizon’

Dynamic Network Manager Home Network Policy Management APl Reports

< Bulk Operations

Create New Job Jobs in Progress Completed Jobs
Settings
Select an Operation*®

Select v

Circuit Description
Bandwidth, CAR, Profile - Change with pre-set speeds

Bandwidth, CAR, Profile - Upload excel with custom speeds

Bulk Subscription

40



Verizon Enterprise Center
Dynamic Network Manager User Guide

Circuit Description

This option allows changes to Circuit descriptions (only). You can manually enter circuit
information or enter it into a DNM spreadsheet template.

verizonu" @ goodmansga23 X |
Dynamic Network Manager Home Network APl Reports Q L @ O @ Hello, Alexander Harvey~

< Bulk Operations

Create New Job Jobs in Progress Completed Jobs

Settings *Reauired Fiekd
'l
Circuit Description v &
Circuits
7
. OR -
Drop file here, or click to select from your computer.
L100% v
[ =] - - o CircuitDescriptionTemplate 1595246260341 - Excel
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
== X Cut g
¢ Calibri -m AN T == =P Wrap Text General - = 4 | Normal
EE Copy ~ - = P ' 53d
Paste Y [ e A~ === & 3= - - 0, «o .o Conditional Format as| Neutral
- ~ Format Painter B IlU - Q- A~ = = = | = = B Mege & Center $ %0 W Formatting ~ Table =
Clipboard m Font G Alignment ﬁ Number )
G5 - Jr
A B C D E F G H J K L M
1 |circuitld  pvecld description
2 1 1 description1
3 2 2 description2
4 3 3 description3
= 4 4 description4 1
6 5 5 description5
7 6 6 description6
8 7 7 description7
9 8 8 description8
10 9 9 description9
11 10 10 description10
12 11 11 description11
13 12 12 description12
14 13 13 description13
15 14 14 description14
16 15 15 description15
17 16 16 description16
18
19

Note: Circuit information submitted via spreadsheet for any DNM Bulk change request
must be entered in a DNM spreadsheet template format. If data does not match the
Template format provided, the sheet will not be uploaded.
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verizon’ D 0O O O heloRsjesy -
Dynamic Network Manager Home Network PolicyManagement APl Reports Q

< Bulk Operations

Create New Job Jobs in Progress. Completed Jobs

Settings

Gircuit Description ~

Circuits

Downkoad Template

=
OR

Drop file here, or click to select from your computer.

After the Excel file (or your manually entered list) has been entered, Click Upload

verizon’ C 0O O ® HeloRajeev~

Dynamic Network

nager Home Network PolicyManagement APl Reports qQ

<~ Bulk Operations

Create New Job Jobs in Progress Completed Jobs

Settings

uit Description ~

Circuits

Selected circuits are listed below. You may modify your circuit list before validating. Note that duplicate circuit IDs have been removed.

CircuitID PVCID Description

7 ®

Click Validate
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Confirm Validation

Click Confirm Validation

. C 0 @ O @ Hello, Rajesv ~
verizon’
Dynamic Network Manager Home Network PolicyManagement APl Reports S Q
< Bulk Operations
Create New Job Jobs in Progress Completed Jobs
Jobld Date Created Username Total Orders. Operation
wn 03/04/2020 23:55:58 ecom_gal_devs 2 Circuit Description Ch —_—
Circuit ID Order ID ‘Order Status
CconasTs2 ® Success
Co0244T #® Success

Completed Tab displays the jobs that have been processed
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Bandwidth, CAR, Profile - Change with pre-set speeds

verizon’

Dynamic Network Manager Home Network PolicyManagement APl Reports

m 00 O @Hello Rajee

s

Q

& Bulk Operations

Create New Job Jobs in Progress Completed Jobs

. Bulk functionality supports single VRF change only*
Settings

Bandhvidth

Eqress Profile
Bandwidth, CAR, Profile - Change with pre-set speeds v Select v Select v Select v

Please Seiect Either Bandwidih or EF Realtime C:

Enter Bandwidth, CAR and Profile selections in drop down menus

verizon’ D L O O @ Helo Rajee
Dynamic Network Manager

Home Network PolicyManagement API Reports

ar and Egress Profile

Q

& Bulk Operations

Create New Job Jobs in Progress Completed Jobs

Settings

‘Bulk functionality supports single VRF change only*

Select an Operztion Bandwidth £F Realtime CAR
Bandwidth, CAR, Profile - Ghange with pre-set speeds v 2000 Kbps v 32 Kbps v

Circuits

lect Either Bandwidth or EF Realtime Car and Egress Profile

Click Circuits bar to search & select circuits for Bulk changes
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verizon’

Dynamic Network Manager

C 0 @ O ©® HelloRajeey ~

Home Network PolicyManagement APl Reports Search Q
< Bulk Operations
Create New Job Jobs in Progress Completed Jobs
UnSelect All [r—
Q, Search
Circuit ID C PVC ID 5 143 Bandwidth EF RealTime CAR Egress Profile
Location T v
‘ N _ _ te Car and Egress Profile
Circuit ID C! PVCID VPN Name E21 Bandwidth EF RealTime CAR Egress Profile
Location T
ol PVCIDV Bandwidth EF RealTime CAR Egress Profile
Gircuit ID Bandwidth EF RealTime CAR Egress Profile
Location DO
CO8NTDES, S2EEICT W g Cowicor 1, AU60382 X
£ Bulk Operations
Create New Job Jobs in Progress Completed Jobs
N ‘Bulk functionality supports single VRF change only*
Settings
Selectan Operation £F Realtime CAR Egress Profile
Bandvidth, CAR, Prafile - Change with pre-set speeds ~ 2000 Kbps v 16 Kbps v Gt M
Please Select Either Bandwidth or EF Reaitime Car and Egress Profile
Circuits
Selected circuits are listed below. You may medify your circuit list before validating. Note that duplicate circuit IDs have been removed
—
) Current EF Realtime.
CircuitID PVCID Current Part Speed New Port Speed can NewEFRealtimeCAR G Status
0136385 5955170 2000 Kbps 16 Kbps Gl £ ®  evae
ENRALDALO0O1 VCP._ 121851048 2 2000 Kbps 16 Kops Gt F ®  evaie
caomse 5974019 2000 Kbps 16 Kbps Gt f® e
9607286 5956692 2000 Kbps 16 Kops Gl f ® e va
Coz08052 5967334 2000 Kbps 16 Kbps Gt /® e
Show: 5% Gotor 1 /5

Click Validate
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Confirm Validation

on Confirm Validation, pi.

Click Confirm Validation

verizon T T o U o
Dynamic Network Manager Home Network PolicyManagement APl Reports S Q
& Bulk Operations
Create New Job Jobs in Progress Completed Jobs
Jobld Date Created Username Total Orders Orders Completed Operation
2470 07/21/2020 07:48:51 ecom galdevs 9 4 Bulk Modify Bandwidth Vaiidation —
Please click on refresh button to get the updated status. Gete)
Failed (1) Success (4)
Bulk Modify Bandwidth Validation failed for the following circuits
¢ Q
CircuitID PVCID Cu Spe Spe i i Egr Message
9228504 9228504 10 Gbps 0Kbps Gt Site data not found 7/ ®
2463 07/20/2020 15:40:35 Bulk Modify +
— @ Live Chat
2482 07/20/2020 15:32:12 Bulk Modify Bandwidth Validation 2
2461 07/20/2020 08:21:48 0 Bulk Modify Bandwidth Validation +

Important Note: DNM will send you an email confirmation when all submitted circuits
are processed after the Confirm Validation step. If however, you go to the Jobs in
Progress tab to review status before receiving the DNM email, then hit Refresh to see
the most current list of validated circuits (or hit Refresh All for in-progress status of all
active requests). DNM processes circuit validations in batches so you may need to hit
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Refresh/Refresh All several times. Click Revalidate after making corrections (or
deletions).

verizon’ | V-

Dynamic Network Manager Home Network PolicyManagement APl Reports

< Bulk Operations

Create New Job Jobs in Progress Gompleted Jobs
— —
Jabld DateCreated Username Total Orders Orders Completed Operation
2470 07/21/2020 074851 ecom_qat_devs Bulk Modity Bandwidith Validatior —
Please click on refresh button to get the updated status.
Failed (1) Success (4)
Current EF Realtime Current Egress.
CurrentPort Speed  New Port Speed New EF Realtime CAR MNew Egress Profile
CAR Profile
6 Mops 8 Kops G1 o]
10 Mbps 16 Kbps m o]
200 Mbps 1300 Kbps G o]
1536 Kbps 384 Kbps Gt o]
([ vive cha
<~ Bulk Operations
Create New Job Jabs in Progress Completed Jobs
Feireun A1
Jabid Date Created Username Total Orders Orders Completed Operation
2470 07/21/2020 O7:48:51 ecom_gal devs 9 Bulk Modify Bandwidth Validation —_
Please click on refresh button to get the updated status (D]
Failed (0) Success (4)
Bulk Modify Bandwidth Validation succeeded for the following circuit
J a
B Current EF Realtime B Current Egress
Circuit Id PVCID CurrentPort Speed  New Port Speed New EF Realtime CAR MNew Egress Profile
CcAR Profile
cseszran 5954290 6Mbps & Kbps Gt o]
1068540 5880867 10 Mbps 16 Kbps Rt o]
co136752 5857706 200 Mbps 1300 Kips Gt ]
C9024471 4062249 1536 Kbps 384 Kbps a1 o]

Success Tab show circuits that have been successfully submitted
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Bandwidth, CAR, Profile - Upload Excel with custom speeds

DNM allows you to drag & drop an Excel spreadsheet into DNM with your defined circuit changes.

This spreadsheet must be in the same format as the accessible DNM Excel template.

verizon’

Dynamic Network Manager

< Bulk Operations

Create New Job Jobs in Progress ‘Completed Jobs

Home Network PolicyManagement APl Reports

CD 0 @ © @ Hello, Rajeev ~
: Q

Settings

Select an Operation”

Bandwidth, CAR, Profile - Upload excel with custom speeds ~

*Bulk functionality supports single VRF change only*

Circuits

T

Drop file here, or click to select from your computer.

Download Template

Click Upload after dropping Excel file into DNM

HOME = INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW
n_- 3( et Calibri s - AN = #®- EwWrapTent General ;" 4 | Normal Bad
- Copy -
Paste w:,’m ey BT U e DA~ € % ESMereaComer = § - % 1 % $ Conditonal Formatas Neutra
Clipbeard 5 Fort 5 Aligneent Muribies yle
18 - I
A B C ] E F G
1 DO NOT CHANGE THE HEADER INFORMATION - SPECIFY ONLY INVENTORY
2 Circuit 1D PVCID Bandwidth |Bandwidth Unit |EF Realtime CAR |EF Realtime CAR Unit |Egress Profile
3 | <<Enter Circuit ID>> |<<Enter PVC ID>> 10| 5elect 10|5elect Select
4
5
[
7
8 |
9
10
n
12
13
14
15
16

DNM Speed Change Template
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verizon’

Dynamic

< Bulk Operations

Create New Job

Jobs in Progress

Completed Jobs

Home Network PolicyManagement APl Reports

T

Settings

Select an Operation

Bandwidth, CAR, Profile - Upload excel with custom speeds.

*Bulk functionality supports single VRF change only”

Circuits

Selected circuits are listed below. You may medify your circuit list before validating. Note that duplicate circuit IDs have been remover

«<» >

When finished editing, click Validate

Click Confirm Validate

Confirm Validation

Note:Post click on Confirm Validation. please navigate
to PIP > Buik Operations > Jobs InProgress , select the

job., review and click confirm. Orders to process the

anges will be submitted only on
confirmation.
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cot36752 5957706 200 Mbps 1300 Kbps G

9228504 9228504 10 Gbps 0Kbps Gt /@ e vai
5080967 10 Mops 16 Kbps 1] 7 ®  evag

ca024a71 4052249 1536 Kbps 384 Kbps G / ® e vai

cse527a1 5354200 &Mbps &Kbps Gt 7 ® ® Valid
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Dynamic Network Manager Home Network PolicyManagement APl Reports «

<~ Bulk Operations

Greate New Job Jobs in Progress Gompleted Jobs
— —
Jobld Date Created Username Total Orders Orders Completed Operatios \
2470 07/21/2020 07-48:51 ecom_gal devs 9 1
updated status.

Failed (1) Success (1)
Bulk Modify Bandwidth Validation failed for the following circuits

CircuitID pVCID Current Port Speed New Port Speed Current EF Realti imeCAR  Current Ege Egr Message

Site data not f
9228504 9228504 10 Gbps 0Kbps Gt © catanotiound 7 ®

ecom qaldevs 2 0 Buk +
ecom. 3 1 Bu +

{7) vive Chat
ecom. 1 0 Bu + =
ecom qaldevs 3 2 Buk +

Important Note: DNM will send you an email confirmation when all submitted circuits are
processed after the Confirm Validation step. If however, you go to the Jobs in Progress tab
to review status before receiving the DNM email, then hit Refresh to see the most current list
of validated circuits (or hit Refresh All for in-progress status of all active requests). DNM
processes circuit validations in batches so you may need to hit Refresh/Refresh All several
times. Click Revalidate after making corrections (or deletions).

verizon’ CD 0 ©® O ® Helo Rajeev

Dynamic Network Manager Home Network PolicyManagement APl Reports Q

< Bulk Operations

Create New Job Jabs in Progress Completed Jobs
Jobid Date Created Username Total Orders ‘Orders Completed Operation
2470 07/21/2020 07:48:51 ecom_gal_devs -] 3 Bulk Modity Bandwidth Vakidation —_—
ick on refresh button to get the updated status.
Failed (1) Success (3)
Modify Bandwidth Validation succeeded for the following circuits
3+ Q
Current EF Realtim Current Egr
Circuitld PVCID CurrentPortSpeed  New PortSpeed m:" ® " New EF Realtime CAR p::: aress New Egress Profile
C0136752 200 Mbps 1300 Kbps a1 o
C1068540 10 Mbps 16 Kbps Rl m]
CceDzaaTt 4052249 1536 Kbps 384 Kbps i [m}
() tive chat
V

Click Place Order once Revalidation is complete.
This is the final step to entering the Bulk change request.
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Bulk Subscriptions

Bulk subscription changes work very similarly to single changes that are made in the
“Preferences” section displayed for individual circuits. Alternatively here you can apply changes to
multiple circuits/VPNs.

Vel'izon"' m L ® O @ Hello, Rajeev ~

Dynamic Network Manager Home Network PolicyManagement APl Reports = L Q

< Bulk Subscription

Utilization Notifications Circuit Change Notifications

t Q
[ circuitlp VPN Service ID Recurrence High Alert Status
[0 coizersz ves-vns-orch-infra 123555363 DAILY 30% [ ]
[J cot3ersz E2E-MAR17-USA-NVDQ143 123555363 DAILY 30% [ ]
@ Subscribed Not Subscribed

v

verizon’

Dynamic Network Manager Home
< Bulk Subscription

Utilization Notifications Circuit Change Notifications
Select VPN to Subscribe

Select v

Select

E2E-MAR17-USA-NVDQ143

VPN
EohsfMNC ves-vns-orch-infra
RadLabG20rch E2E-MAR17-USA-NVDQ14
TwsdhnK

VPN-JUL16-SIT-01

VPN-Jun16M-163
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& Bulk Subscription

Utilization Notifications  Circuit Change Notifications
TwsdhnK
Circuit List i .
[ circutip PVC Service ID Port Speed High Alert Street Address City, State Country Status
[J cs008383 16341251 82423582 1536 Kbps 8239 WQQAWHM VLFJY SP VSTAKXRHXIYL, VW USA
[0 c©5553193 80111434 85206452 1536 Kbps 1848 VQUDJYTC DF FA FSPZIUR, OZ USA
[0 co36385 5955170 117718343 1000 Kbps 400 INTERNATIONAL RICHARDSON, TX USA
PKWY?
[ cotzes17 5955965 117015098 10 Kbps 1600 W7TH ST FORT WORTH, TX USA
[0 co136752 5957706 123555363 200 Mbps 30% 1600 W7TH ST FORT WORTH, TX USA @
[0 cioe7is 5967622 133448095 4 Mbps 400 INTERNATIONAL PKWY  RICHARDSON, TX USA
[] ENRALDALO0O1 VCP_121951049_2 121951049 1Gbps 5959 N BTDXD CVY TFGTIY@VMHBH, UV USA
[0 wanss79s 5960011 991336827 34.386 Mbps 123 MISSION ST SAN FRANCISCO, CA USA (m
@ Subscribed Not Subscribed
Alert when or above: of utilization

Select v

Select one or all listed circuits to submit for Alerts/Notifications subscription

Dynamic Network Manager Home Network PolicyManagement APl Reports Searct Q

< Bulk Subscription

Utilization Notifications Circuit Change Notifications

TwsdhnK ~

Circuit List

F  Gireuitio

VG

Service ID

Port Speed

Street Address

City, State

Status

M csoos3s3

16341251

82423582

1536 Kbps.

8239 WQQAWHM VLFJY SP

VSTAKXRHXIYL, W

£5553193

80111434

85206452

1536 Kbps

1848 VQUDJYTC DF FA

FSPZIUR, OZ

Start Date / Time Zone

Recurrence Pattern

Weekly Options
[ sundey  [] monaay

End Date

Tuesday

Daily

[ wesnesser

No End Date

Weekly

[ rovustay

End After

[ Fricey

Manthly

(] st

End By

@ Subscribed

o
Not Subscribed

Schedule the desired frequency of Emailed Alerts
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Modify Shaping Adjustment

The Ethernet cards handle shaping and policing based on L2 overhead. In the case of Ethernet
encapsulation when shaping, the router does not include Inter-Frame Gap (IFG), Preamble, Start
Frame Delimiter (SFD). When dealing with small frames, this overhead could be considerable. The
marketed sold Ethernet speeds and the transmission equipment assumes L1 payload. To adjust
for this discrepancy, the shaping rate on the PEs can be adjusted to compensate for the Ethernet
overhead depending on the type of service that the customer is buying (voice, voice/data
combined, data).

Circuit Details 3 ®endinglickels0  [=] Pendingorders0

EFReal Time Car PortSpeed

Utilization Alert Thershold 0% Class of Service ETM

Topology H Egress Profile Gl

CEIP Address 152177.14.66 Shaping Profile 93% ( 7
AN

Access Type ETH10GIg Interface Name TenGigE/1/0/3

Routing Protocol BGP 4 Access Speed 20 Mbps

Modify Bandwidth

Edit Shaping Profile
Shaping Profile*
93 v

Scheduling

() Schedule change to happen later

N
1. Clickon & shaping profile in the details tab. The Modify Shaping Adjustment for
Ethernet Overhead section appears above the Site Details.

2. Select 76, 85, or 94 from the Shape PE departure data transmission to drop-down
rundown.

3. Enter a Process Date/Time to plan this activity, if relevant.
4. Select a period zone starting from the drop list.
5.  Click Schedule Order on the off chance that you are booking this for a future date.

6. Click Process Order to present your request. The Process Order Confirmation spring up
shows up.

7. Click Accept to recognize that the solicitation may affect your system and that you
oversee rolling out any related improvements required on your client edge (CE) switch.
You will get an email when the solicitation is finished. There is no restriction to the
quantity of non-billable design changes that can be mentioned, yet please permit 24
hours for changes submitted Monday through Friday to be finished. On the off chance
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that a solicitation is made on an end of the week or US occasion, it will be handled on the
following industry day.

8.  Click Print to print a duplicate of your solicitation.

Modify Admin Status

1. Click # next to Interface Name in the Site Details. The Modify Admin Status section
appears above the Site Details.

Enter a Process Date/Time to schedule this job, if applicable.
Select a time zone from the drop-down list.
Click Schedule Order if you are scheduling this for a future date.

Select no-shutdown or shutdown from the New Admin Status drop-down list.

= oA W

Click Process Order to submit your order. The Process Order Confirmation pop-up
appears.

2. Click Accept.

Utilization Alert Thershold 0% Classof Service ETM

Topology H Egress Profile Gl

CEIP Address 68138.22258 Interface Name Serial0f9/2/0/1/1/1/2:1 / ®
Access Type E1 Access Speed 0 Kbps

Routing Protocol BGP 7

Edit Admin Status

Admin Status®

Select

Scheduling

Schedule change to happen later
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Open Quick (Trouble) Ticket

1. Click Headphone icon under Site Details. The Create Quick Ticket pop-up
appears.

A~ Bulk Operations J Export Y =

Actions v E; H —

Preferences f
Utilization Motifications
Change Motifications

Activation Status
@ Active

Cloud Services Other VRF

Feedback

2. When you open a ticket, the circuit ID for which you are viewing in the Site
Details automatically populates. Enter a different circuit ID, if applicable.

3. Click Next to verify service and enter the ticket information.
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Network Transit Delay

This section displays Verizon metrics for Network Transit Delay (Latency) between
Private IP PE (provider edge) devices. This is not a report but rather a listing of those

metrics. You can see what Verizon’s Service Level Agreements (SLA) Latency metrics are
between the selected sites.

2 bl & iAo = i s o) bt u m m

CEDCDICDCT=IED ] oo 7] o 5

®©

§
&
§
2
i

Select the region you want, if applicable. Then use the filters to view the region, country,
or city that you want to view on the map. By clicking on any Verizon PE location/city we

can display the latency measurements between that location and all other Verizon PE
locations.

Network Transit Delay

e i s i i e o m m

CE D CIEICED .o
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You can also view Network Transit Delay for User VPN sites by adding a VPN site(s) and
clicking to see the relative transit delay metrics. In the below graph we added a user
VPN site (Tokyo, Japan). By clicking now on Tokyo we can show its relative Network
Transit Delay measurements between that location and all other Provider Edge router
locations.

World v ScectConty v SelectCily AddLocation v
¢ Sort By v
CEDCICDICEDY D (] co0ms[7] -300ms @ Customer von B verzon pe & Road
Ocean
- oo
. -
- - @
-, 2
- Gets o :
" (A7 ®
(-] o o s 3
PR w.ﬁ"{ﬁf-“’- ---w_ - 2
6 Pty - :
‘ R i - 8 3
- :" - Atlant; & s
- . ® 4 Ocean -~ s
- \ - - - =
- - - g
” - -
% 3

\tmwau -
G 9 () tive chat
- Lo

Network Transit Delay

World v Select Country v Select City v LemonAPA v Add Location Vv o Show All Cities m

Tokyo, JAPAN )

Sort By v

&

Albuquerque, NM, UNITED STATES
151ms

Amsterdam, NETHERLANDS
262ms

Anchorage, AK, UNITED STATES
163 ms

Ashburn, VA, UNITED STATES
188 ms

Athens, GREECE
288 ms

Atlanta, GA, UNITED STATES
168 ms

Auburndale, FL, UNITED STATES
189 ms

Austin, TX, UNITED STATE

154 ms

2
8
®
°
o
£
@
2
I
8
3
a
K-
K}
(&}
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APPENDIX
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Quality of Service (QoS) Egress Traffic Profiles

PIP ETM General Configuration, PIP STD, PIP Data Centric and PIP
Data/Voice Combined
The egress QoS policies referenced in the table below are for customers using 50% or less of

the EF/Voice over IP CoS and are allocating more bandwidth for other applications, such as
data and video.

Profile# | [ rofile 2 AF4 | AF3 | AF2 | AF1 | BE Comments
Identifier Egress
1 G 50% | 40% | 39% | 16% | 1% | 4o | Defaultprofie-
balanced allocation
2 G2 50% 48% 20% 16% 12% 4% Video-centric #1
3 _G3 50% 68% 12% 10% 8% 2% Video-centric #2

Data-centric with
4 G4 50% 15% 20% 20% 1% 4% emphasis on bulk-
transfer applications

Data-centric with
emphasis on
transactional
applications

5 _G5 50% 15% 60% | 60% 1% 4%

Data-centric with
balanced bulk-transfer
and transactional
applications

6 _G6 50% 15% 40% | 40% 1% 4%

Data-centric with large
percentage of
unmarked (BE-
marked) applications
and bulk-transfer
applications

7 _G7 50% 15% 10% 10% 5% 30%

Balanced QoS w/
8 _G8 50% 30% 10% 10% 5% 25% | ample video for a
384K videoon a T1

Data-centric w/
balanced applications
(matches HSBC
policy)

9 _G9 50% 20% | 30% | 30% | 10% 5%
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Profile #

Profile
Identifier

EF
Egress

AF4

AF3

AF2

AF1

BE

Comments

10

_G10

50%

15%

20%

20%

5%

40%

Data-centric with large
percentage of
unmarked (BE-
marked) applications
and transactional
applications

11

_G11

50%

30%

20%

20%

10%

20%

Data centric with
balanced allocation

12

_G12

50%

60%

5%

10%

5%

20%

Video
centric/minimum
control traffic

13

_G13

50%

10%

40%

30%

5%

15%

Data balanced apps
#2

14

_G14

50%

20%

25%

25%

10%

20%

Data balanced
AF3/AF2 centric

15

_G15

50%

20%

10%

20%

40%

10%

Data centric with
emphasis on
Scavenger/Standard
data apps

PIPETM Voice Centric Configuration

The egress QoS policies referenced in the table below are for customers using 90% of the
EF/Voice over IP (VolP) CoS for VolP and are allocating more bandwidth for other applications,
such as data and video.

Profile # ARILD = AF4 | AF3 | AF2 | AF1 | BE Comments
Identifier Egress

] RT 90% 40 | 39 16% | 1% | 4% V0|cg default-
% % centric
48 20 Voice-centric and

o] o) [o) (o)

2 R2 90% % % 16% | 12% | 4% video-centric #1

3 R3 90% | 98 | 12% | 10% | 8% | 20 | VOlce-centric and
% video-centric #2
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R4

90%

15%

60
%

20
%

1%

4%

Voice-centric and
data-centric with
emphasis on bulk-
transfer
applications

RS

90%

15%

20
%

60
%

1%

4%

Voice-centric and
data- centric with
emphasis on
transactional
applications

_R6

90%

15%

40
%

40
%

1%

4%

Voice-centric and
data- centric with
balanced bulk-
transfer and
transactional
applications

_R7

90%

15%

30
%

10%

5%

30
%

Voice-centric and
data-centric with
large percentage
of unmarked (BE-
marked)
applications and
bulk-transfer
applications

_R8

90%

30
%

20
%

10%

5%

25
%

Balanced QoS w/
ample video for a
384K video on a
T1

Profile #

Profile
Identifier

EF
Egress

AF4

AF3

AF2

AF1

BE

Comments

_R9

90%

20
%

35%

30
%

10%

5%

Voice-centric w/
balanced
applications
(matches HSBC
policy)

10

_R10

90%

15%

10%

20%

5%

40%

Voice-centric w/
large percentage
of unmarked (BE-
marked)
applications and
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transactional
applications

1

_R11

90%

30%

20%

20%

10%

20%

Voice centric with
balanced
allocation

12

R12

90%

60%

5%

10%

5%

20%

Video
centric/minimum
control traffic

13

_R13

90%

10%

40
%

30
%

5%

15%

Voice/Data
Balanced apps #2

14

_Ri14

90%

20
%

25%

25
%

10%

20
%

Data Balanced
AF3/AF2 Centric

15

_R15

90%

20
%

10%

20
%

40
%

10%

Data-centric with
emphasis on
Scavenger/Stand
ard Data Apps
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Customer Edge Configuration Settings

STD QoS DPORT, and ETM to STD (Customer Managed)

The following configuration steps are specific to Cisco router platforms. For other vendor CPE,
consult the user manual with regards to changing the interface bandwidth speed.

We recommend setting up an egress traffic shaping rate on your CE router's WAN interface
according to your changed QOS settings. Follow these instructions to prepare your router for
Dynamic Port changes.

!
policy-map parent

class class-default

shape average <DPORT-in-bps>

!
The policy map needs to be applied to the WAN interface in the outgoing direction.
!
interface <WAN Interface>

service-policy output parent
!

For smaller and mid-size Cisco routers, the shape command uses a Tc default value of 25
milliseconds if no Bc, and Be values are specified with the shape command. For Ethernet WAN
circuits, we recommend lowering the shape Tc value to 4 milliseconds and setting the Be to O
to avoid buffering issues in the transmission path.

If your router does not shape to layer 1 speeds (most Cisco routers will not), be aware that the
layer 2 encapsulation overhead is added AFTER the router shaped the traffic to the configured
rate.

We recommend lowering the shape rates accordingly, especially for Ethernet WAN circuits. For
Ethernet WAN circuits, our generic recommendation is to adjust the shaping speed to:
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76% of your DPORT speed in case of pure VolIP traffic (avg. packet size of 78 bytes)

85% of your DPORT speed in case of mixed data and VolP traffic (avg. packet size of 140
bytes)

94% of your DPORT speed in case of pure data traffic (avg. packet size of 404 bytes)
The recommended configuration is:
!
policy-map parent
class class-default

shape average <adjusted DPORT-in-bps> <adjusted DPORT-in-bps x 0.004> 0O
!
EXAMPLE:

For a Fast Ethernet WAN circuit with a selected DPORT speed of 60 Mbit/s on a Cisco 7200,
and a mixed VolP and data traffic pattern, the recommended values and configuration are:

<adjusted DPORT-in-bps>: 60,000,000 x 85% = 51,000,000
<adjusted DPORT-in-bps x 0.004> : 51,000,000 x 0.004 = 204,000
!
policy-map parent

class class-default

shape average 51000000 204000 O

!
interface FastEthernetO/0

service-policy output parent
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ETM QoS DPORT, DCAR, Custom Egress, and STD to ETM

The following configuration steps are specific to Cisco router platforms. For other vendor CPE,
consult the user manual with regards to changing the queuing parameters. CBWFQ is typical
for Silver CAR and LLQ/Priority Queuing is typical for Gold CAR.

We recommend setting up a nested QOS policy on your CE router's WAN interface according
to your changed QOS settings. The outer (or parent) policy should shape all traffic according
to your selected DPORT speed. The inner (or child) policy should contain bandwidth allocations
according to your selected DCAR speed and Custom Egress profile. Follow these instructions
to prepare your router for Dynamic CAR changes.

!
policy-map child
class realtime
priority <DCAR-in-kbps>
police <DCAR-in-bps> conform-action transmit exceed-action drop
!
class priority
bandwidth remaining percent <% for AF4 according to selected custom Egress profile #>
random-detect dscp-based
class missioncritical
bandwidth remaining percent <% for AF3 according to selected custom Egress profile #>
random-detect dscp-based
class transactional
bandwidth remaining percent <% for AF2 according to selected custom Egress profile #>
random-detect dscp-based
class general
bandwidth remaining percent <% for AF1 according to selected custom Egress profile #>
random-detect dscp-based
class class-default
bandwidth remaining percent <% for BE according to selected custom Egress profile #>

random-detect dscp-based
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!
!
policy-map parent

class class-default

shape average <DPORT-in-bps>
service-policy child

!
The parent policy map needs to be applied to the WAN interface in the outgoing direction.
!
interface <WAN Interface>

service-policy output parent
!

For smaller and mid-size Cisco routers, the shape command uses a Tc default value of 25
milliseconds if no Bc, and Be values are specified with the shape command. For Ethernet WAN
circuits, we recommend lowering the shape Tc value to 4 milliseconds and setting the Be to O
to avoid buffering issues in the transmission path.

If your router does not shape to layer 1 speeds (most Cisco routers will not), be aware that the
layer 2 encapsulation overhead is added AFTER the router shaped the traffic to the configured
rate.

We recommend lowering the shape rates accordingly, especially for Ethernet WAN circuits. For
Ethernet WAN circuits, our generic recommendation is to adjust the shaping speed to:

76% of your DPORT speed in case of pure VolIP traffic (avg. packet size of 78 bytes)

85% of your DPORT speed in case of mixed data and VolP traffic (avg. packet size of 140
bytes)

94% of your DPORT speed in case of pure data traffic (avg. packet size of 404 bytes)
The recommended configuration for the parent policy is:
!
policy-map parent
class class-default

shape average <adjusted DPORT-in-bps> <adjusted DPORT-in-bps x 0.004> 0
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service-policy child

EXAMPLE:

For a Fast Ethernet WAN circuit with a selected DPORT speed of 60 Mbit/s, DCAR speed of
10 Mbit/s, a G1 Custom Egress profile on a Cisco 7200, and a mixed VolP and data traffic
pattern, the recommended configuration is:

<DCAR-in-kbps>:10,000
<DCAR-in-bps> : 10,000,000
<% for AF4 > : 40
<% for AF3 >: 39
<% for AF2 >: 16
<% for AF1>: 1
<% forBE >:4
<adjusted DPORT-in-bps>: 60,000,000 x 85% = 51,000,000
<adjusted DPORT-in-bps x 0.004>: 51,000,000 x 0.004 =204,000
!
policy-map child

class realtime

priority 10000
police 10000000 conform-action transmit exceed-action drop

!
class priority

bandwidth remaining percent 40

random-detect dscp-based
class missioncritical

bandwidth remaining percent 39

random-detect dscp-based

class transactional
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bandwidth remaining percent 16
random-detect dscp-based
class general
bandwidth remaining percent 1
random-detect dscp-based
class class-default
bandwidth remaining percent 4
random-detect dscp-based
!
policy-map parent
class class-default
shape average 51000000 204000 O
service-policy child
!
interface FastEthernetO/0

service-policy output parent
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Glossary

Looking Glass is a no cost network statistics reporting functionality that is available to all
Private IP customers globally. It provides the ability for view only 'Looking Glass' into your
Private IP Network parameter settings. The following Network Attributes are available for

viewing:

VPN Level Information
VPN Defaults

Site Information

PE Interface Info

CE Interface info
Class of Service Info
VRF Parameters

BGP Routing Info

RIP Routing Info

PIP Static Routes

Site of Origin information

Configuration Parameter

Description

Multicasting RP Address Multicasting Rendezvous Point Address

Multicasting MDT Multicast distribution tree IP address

Apply Static RP ACL Rem_oves access list 20, only _used by ICB for
multiple static rendezvous points

Multicasting VPN Turn up new sites with multicasting

Multicasting Number of
Routes

Multicasting number of routes

Multicasting Routes

Multicasting routes threshold at which to generate

Threshold warning message
Change Admin Status Do a shutdowln or no shutdown to set the admin
status on the interface
MTU Mean transmission unit
. . An anti-spoofing command, also needed on host
IP Verify Unicast sites with hub and spoke topologies
VPN Topology Type of VPN topology
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Redistribute

Redistribute routes learned from

Maximum Routes

Maximum routes for the VFR

Concord Enabled

Concord reporting enabled

Maximum Paths

Number of expected sites that will be sending out
the same routes to load share amongst

EIBGP Load Sharing

Allows for external and internal BGP load sharing

BGP Import Optimization

Make the PE import the paths learned via all the
route reflectors

Default Info Originate

A method of sending out a default route across our
network

OSPF Default Info Originate

Redistributes the default route from BGP to OSPF

Routing Protocol

Routing protocol between the CE and PE

BGP Remote AS

BGP autonomous system number for the customer
network

OSPF Cost

OSPF costing for the interface

Timers Keepalive

Changes the default BGP keepalive from 60 seconds

Timers Hold time

Changes the default BGP hold time from 180
seconds

Allows customers to send standard communities to

BGP Send Community us and we will send across the cloud
Allow AS In Allows our own AS ngmber to be seen by our PE
routers x number of times
Replaces the customer's AS number with our AS
Default AS Override number if source and destination AS numbers are
the same
Replace our private AS number 65000 with our
Replace AS registered AS number 1684 or a private one in range

64512-65535
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Customer Support & Training

Customer Support

Contact customer support for product and general platform questions or errors.

Contact your account team with any account specific questions on equipment or service, pricing
information, or adding additional users to the Verizon Enterprise Center.

Click on your name in the top right corner of the screen. Click Contact Us & Send Feedback.

U.S. Call 1.800.569.8799 (Mon - Fri 9 AM -6 PM ET)

Live Chat: Icon located in VEC, Networx and Calnet Portals
EMEA Customers: 00.800.4321.5432

APAC Customers: vec-support@verizon.com

Training

Go to https://customertraining.verizon.com to enroll in training or to download user and other
reference guides. Log in with an existing login or create a new one.
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