Thank you for participating in this trial of the new SON capabilities for the BHR4.
We have created this document which will provide step-by-step instructions for

enabling SON on your in-home router. Relevant areas on each page are circled in yellow.
Step 1

Make sure the device you are using is currently connected to your in-home WiFi

network. Open a browser window and type in the IP address: 192.168.1.1 or go
to: https://myfiosgateway.com

You should see the following message:
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Verizon takes your privacy and internet security seriously. To better ensure security, Your router is automatically being redirected to https:/myfiosgateway.com.

The redirected site is protected with a self-signed certificate, and your internet browser will prompt you with a security warning to accept the router’s self-signed
certificatabefare proceeding. This is a standard prompt for any self-signed certificate to help ensure the security of your internet connection.
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Click on the “Proceed” button.
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https://myfiosgateway.com/

Step 2

You will see the following message. Click on “Advanced”.

Firefox Warning Page
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The owner of 192.168.1.1 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Report errors like this to help Mozilla identify and block malicious sites
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Chrome Warning Page, similar to Safari & IE

This drop down appears. Click on “Add Exception”.

192.168.1.1 wses an irvalid security certificate.

The Cetilicate is ot tsted Decauss it is sell-signed
The certilicate is cnby valid for
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Your connection is not private

192.168.1.1

nxn to safety

This drop down appears. Click on “Proceed to...”.

Proceed to step 3

Hide advanced Back to safety

This server could not prove that it is 192.168.1.1 ; its security certificate does not specify
Subject Alternative Names. This may be caused by a misconfiguration or an attacker

intercepting vour connection.

Proceed to 68.79.197.63 (unsafe)

Skip step 3




Step 3

A pop-up will ask you to “Confirm Security Exception”, click on this button.

Add Security Exception Iﬁ

You are about to override how Firefox identifies this site.

= ."‘-x Legitimate banks, stores, and other public sites will not ask you to do
~ this.

Location: | [ufsEfplrhiirny
This site atternpts to identify itself with invalid information.

Wrong Site

The certificate belongs to a different site, which could mean that sorneone is trying to
impersonate this site,

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted I
authority using a secure signature,

Perrnanently store this exception

Confirm Security Exception] | Cancel ]




Step 4

Type the Admin Password located on a sticker on the back of your router into
the box indicated on the screen and then click “Next”.
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Let's get started with Wi-Fisetup in 3 easy steps!

Connect to WiFi:
o 2.4 GHz Wi-Fi Hame: X0COOG000E
= .
® 5 GHz Wi-Fi Hame:  xxexxxxde
Wi-Fi Password:

Step o Please login to your router i

Enter the Admin Password located on the side of
your router.

Admin Password: 0

|—| Show Password

Cancel and perform later >




Step 5

The next two screens show you your current network settings. You do not need
to change anything here. On the first page click “Continue”.

On the second page, click “Apply”.
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Step ° Personalize your Wi-Fi settings

Your router is pre-configured with the Wi-Fi settings below. You may use the defaults or change the
name and p: to easier to

2.4 GHz Wi-Fi Name:

5 GHz Wi-Fi Name:

Wi-Fi Password:

Wi-Fi Password must be at least 8 characters.

Rest defaults >

Restore from Account >

Setup and enable your Guest Wi-Fi (Optional): [ |

To keep your Wi-Fi secure, the Fios Quantum Gateway has the ability to create a Guest Wi-Fi network,
where your guests can access the internet but will not have access to your private files, shared printers
and media.

Continue > Cacel and perform later > < Back
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Sﬁepe Review and Apply your Wi-Fi settings:
2.4 GHz Wi-Fi Name: FiOS-FKJP2

5 GHz Wi-Fi Name: FiOS-FKJP2-5G
Wi-Fi Password: host590pen8895rage

Guest Wi-Fi: Off

Restore

You can add devices in one simple step. If your device has WPS, then simply press the WPS
button on the router & on your device. They will automatically and securely connect.

Don't forget to download the My Fios App, which allows you to manage your router
remotely, enable and manage parental controls, manage your guest network and
provides additional ways to add devices.

Available on the
You can download My Fios App from the D App Store
Google Play Store or Apple App Store.

Canc: land performlater > Save as picture > < Back

Note: Steps 5-7 will not appear if previously completed.




Step 6

Final check to ensure your devices are on the network. You have not changed
anything yet so you only need to click “Next” to continue.
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A Please make sure all of your devices are reconnecting using the settings below:
You can retrieve your settings on the MyVerizon website, the My Fios App or on the Fios TV menu.

2.4 GHz Wi-Fi Name: FiOS-FKJP2
5 GHz Wi-Fi Name: FiOS-FKJP2-5G
Wi-Fi Password: host580pen8895rage

You can add devices in one simple step. If your device has WPS, then simply press the WPS button on
the router & on your device. They will automatically and securely connect.

Once you have reconnected, press the "Next” button below.




Step 7

You are through the set-up wizard. Please click on “Main Router Settings”
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Congratulations! You're all set up.
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Step 8

You are now interfacing with your router. Click on Wireless Settings on the top

navigation.
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Status My Network
Router Status: 3
Primary Network
Ethernet/Coax Status: Cable ary
Disconnected
IPv4 Address: 0.0.0.0 Jonathan-PC
.@. Connected To:
Connection:
Quick Links IPv4 Address:
Status:

Broadband Connection >
Guest Network

User Guide >

Parental Controls Advanced System Monitoring

Verizon Zone

Verizon.com >

My Verizon Account >

Fios_Quantum_Gate...
& Ethernet
1921681151

My Buginess Account >

Support >

Watch TV Online >




Step 9

On this screen you will notice that “Band Steering Enabled”= “No”
Click on Advanced Security Settings in the left-hand navigation.
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Main > Self-Organizing Network Status

Wireless Status >

Band S ing Enabled:
Basic Security Settings > neSteering No
Advanced Security Settings > Access Point Steering Enabled: No =
Wi-Fi Channel Settings >
Guest Wi-Fi Settings > 2.4 GHz Wireless Status
Wi-FiProtected Setup >
(WPS)
Radio Enabled: Yes
Logout >
SSID: mcozforce

Channel Selection: Automatic




Step 10

Click on “Other Advanced Wireless Options”
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Main > Advanced Security Settings

Wireless Status > Leveld:

Stop your router from broadcasting your Wi-Fi Network Name (SSID).
5SID Broadcast (Allows you to prevent users who do not know your SSID name to access your router

Basic Security Settings >

; " rity ings > wirelessly.)
Wi-Fi Channel Settings > 2.4 GHz SSID Broadcast 5GHz SSID Broadcast
Guest Wi-Fi Settings > Level 2: |

Limit access to certain wireless devices
ml Setup > 80211 b/a/miarMade (Allows you to limit access to your wireless network based on the type of technology.)
Other Advanced Wireless Options

Logout >




Step 11

You will receive this warning. Click on “Yes” to proceed.
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Main > Warning

Wireless Status > Any changes made on this page may affect your router’'s wireless performance. Do not proceed forward

unless you have been instructed to do so by your ISP support personnel.

Basic Security Settings >
Do you want to proceed?
Advanced Security Settings >

Wi-Fi Channel Settings > plo >
Guest Wi-FiSettings >

Wi-FiProtected Setup >
(WPS)

Logout >




Step 12

“Self Organizing Enabled” is set to “Off” select “On” and then click “Apply” at
the bottom of the page.
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Main >
an Self-Organizing Network Enabled: O on o Off
Wireless Status >

Basic Security Settings >
Advanced Security Settings > 2.4 GHz Advanced Wireless Options

Wi-Fi Channel Settings >

Guest Wi-Fi Settings >

Group Key Update Interval Seconds
Wi-Fi Protected Setup >
(WPS)

Transmit Power: U
Logout >

m,

2 4 GHz WMM Settings

5 GHz Advanced Wireless Options

Group Key Update Interval 3600 Seconds

Transmit Power: Uy

5GHz WMM Settings

) -




Step 13

A warning message will pop-up. Click “Ok” to continue.
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When changing the setting, any devices connected to
the wireless network may temporarily lose connectivity
while the network is being updated.

Would you like to continue?

oK > Cacel >




Step 14

You will be returned to the Advanced Security Settings page. Click on Wireless
Status in the left-hand navigation.
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Main > Advanced Security Settings

| Wireless Status > Level 4

Stop your router from broadcasting your Wi-Fi Network Name (SSID).
55ID Broadcast (Allows you to prevent users who do not know your SSID name fo access your router

Basic Security Settings >

Advanced S rity Settings > wirelessly.)
Wi-Fi Channel Settings > 2.4 GHz SSID Broadcast 5GHzSSID Broadcast
Guest Wi-Fi Settings > Level 2:

Limit access to certain wireless devices
ml Setup > 80211 b/g/nfacMode (Allows you to limit access to your wireless network based on the type of technology.)
Other Advanced Wireless Options

Logout >




Step 15

Check to be sure your Band
Steering Enabled status is
now “Yes”

Your Wi-Fi networks and
passwords for both 2.4 and
5ghz should be the same.

Please note:

You will need to verify that
each of your devices are
connected to the WiFi.

Thank you for taking the
time to complete this
process.

If you have any problems or
guestions, please contact:
VerizonTrials@Verizon.com
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Main > Self-O-guiizang Network Status
Wirelees Status >
Band Steering Enabled:
Basic Security Settings |
Advanced Security > 5 Pok
Wi-Fi Channel Settings >
Guest Wi-Fi Settings > 2.4 GHz Wireless Status
Wi-Fi Protected Setup >
(WPS)
Radio Enabled:
Logout >
SSID:

5 GHz Wireless Status

Radio Enabled:

SSsiD:

“hannel Selection:

‘Cun' nt Channel:

‘Channel Wi h:

WPA2:

SSID Broadcast:

2145373148

Compatibility Mode(80211b/g/n)

N and AC Mode{80211n/ac)

No

mcozforce

Automatic

136 :
80 MHz

Yes

2145373148

Should
now
say Yes
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Step 16

Reboot your router after enabling or disabling the SON feature
enhancement. If you have an FNE (Fios Network Extender), reboot the
FNE as well. Rebooting the router and FNE will ensure everything is

reset, and your devices (phone/laptop/other devices) have the ability to
disconnect and then reconnect to Wi-Fi.



