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Introduction

The D-Link Express EtherNetwork VDI-604 is a 4-port Ethernet
Broadband Router. The D-Link VDI-604 enables users to quickly and
easily share a high speed Internet connection. The D-Link VDI-604 also
incorporates many advanced features, traditionally found in more
expensive routers.

The VDI-604 is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into an existing
network. This Manual is designed to help you connect the D-Link
Express EtherNetwork VDI-604 to a high speed Internet connection and 4
Ethernet PC connections.

This manual provides a quick introduction to Broadband Router
Technology, Firewalls, and Local Area Networking. Please take a moment
to read through this manual and get acquainted with these various
technologies.

Features and Benefits

Ethernet Switch
Allows you to quickly and easily share an Internet connection with multiple
computers and devices.

VPN supported

Supports multiple and concurrent IPSec and PPTP pass-through sessions,
so multiple users behind the VDI-604 can access corporate networks
through various VPN clients more securely.

Advanced Firewall & Parental Control Features
The Web-Based user interface displays a number of advanced network
management features including:

Content Filtering
Easily applied content filtering based on Mac Address, IP Address, URL
and/or Domain Name.

Filter Scheduling
These filters can also be scheduled to be active on certain days or for a
duration of hours or minutes.
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Network Address Translation
NAT allows you to share a single IP Address and protects you from
outside intruders gaining access to your private network.

DHCP Server Supported
All of the networked computers can retrieve TCP/IP settings automatically
from the VDI-604.

Web-Based Management
VDI-604 is configurable through any network computer’'s web browser
using Netscape or Internet Explorer.

Access Control Supported
Allows you to assign different access rights for different users.

Virtual Server Supported
Enables you to expose WWW, FTP and other services on your LAN to be
accessible to Internet users.

Special Application Supported

Special applications requiring multiple connections, like Internet gaming,
video conferencing, Internet telephony and so on. The VDI-604 can sense
the application type and open a multi-port tunnel for it.

DMZ Host Supported

Allows a networked computer to be fully exposed to the Internet. This
function is used when the Special Application feature is insufficient to
allow an application to function correctly.



Technology Introduction

Introduction to Broadband Router Technology

A router is a device that forwards data packets from a source to a
destination. Routers forward data packets using IP addresses and not a
MAC address. A router will forward data from the Internet to a particular
computer on your LAN.

The information that makes up the Internet gets moved around using
routers. When you click on a link on a web page, you send a request to a
server to show you the next page. The information that is sent and
received from your computer is moved from your computer to the server
using routers. A router also determines the best route that your
information should follow to ensure that the information is delivered
properly.

A router controls the amount of data that is sent through your network by
eliminating information that should not be there. This provides security for
the computers connected to your router, because computers from the
outside cannot access or send information directly to any computer on
your network. The router determines which computer the information
should be forwarded to and sends it. If the information is not intended for
any computer on your network, the data is discarded. This keeps any
unwanted or harmful information from accessing or damaging your
network.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that
prevents unauthorized access to or from your network. A firewall can be a
computer using firewall software or a special piece of hardware built
specifically to act as a firewall. In most circumstances, a firewall is used to
prevent unauthorized Internet users from accessing private networks or
corporate LAN'’s and Intranets.

A firewall watches all of the information moving to and from your network
and analyzes each piece of data. Each piece of data is checked against a
set of criteria that the administrator configures. If any data does not meet
the criteria, that data is blocked and discarded. If the data meets the
criteria, the data is passed through. This method is called packet filtering.

A firewall can also run specific security functions based on the type of
application or type of port that is being used. For example, a firewall can
be configured to work with an FTP or Telnet server. Or a firewall can be
configured to work with specific UDP or TCP ports to allow certain
applications or games to work properly over the Internet.
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Introduction to Local Area Networking

Local Area Networking (LAN) is the term used when connecting several
computers together over a small area such as a building or group of
buildings. LAN'’s can be connected over large areas. A collection of LAN’s
connected over a large area is called a Wide Area Network (WAN).

A LAN consists of multiple computers connected to each other. There are
many types of media that can connect computers together. The most
common media is CAT5 cable (UTP or STP twisted pair wire.) On the
other hand, wireless networks do not use wires; instead they
communicate over radio waves. Each computer must have a Network
Interface Card (NIC), which communicates the data between computers.
A NIC is usually a 10Mbps network card, or 10/100Mbps network card, or
a wireless network card.

Most networks use hardware devices such as hubs or switches that each
cable can be connected to in order to continue the connection between
computers. A hub simply takes any data arriving through each port and
forwards the data to all other ports. A switch is more sophisticated, in that
a switch can determine the destination port for a specific piece of data. A
switch minimizes network traffic overhead and speeds up the
communication over a network.

Networks take some time in order to plan and implement correctly. There
are many ways to configure your network. You may want to take some
time to determine the best network set-up for your needs.



Package Contents

= VDI-604 Ethernet Broadband Router
» Power Adapter
= 2 Ethernet Cables

Note: Using a power supply with a different voltage rating will damage and void the warranty for this
product. If any of the above items are missing, please contact your reseller.



Hardware Description

Front Panel

Power WAN LAN

Power  Power indicator will light Green.

WAN WAN status indicator will light Green when there is good
physical WAN connection.

LAN Link status indicators light Green. The LED flickers when the
Link/Act. corresponding port is sending or receiving data.



Hardware Description

Rear Panel

l — - P—

Reset

LAN

Reset Used to restore the VDI-604 back to factory default settings.

LAN LAN port sockets (CAT5 Ethernet RJ-45 cable). The LED

PORTS* glows steadily when a port is connected to a hub, switch or

1-4 network-adapter-equipped computer in your local area network
(LAN.)

WAN* WAN port socket (CAT5 Ethernet RJ-45 cable). This is where
you will connect to your high speed Internet access

Power Connect one end of your included power adapter to the power
port and the other end into your power outlet.

*All ports (both LAN & WAN) are Auto-MDIX. All ports auto-sense cable
types to accommodate Straight-through or Cross-over cable.

Reset

To reset the system settings to factory defaults, please follow these steps:

1. Leave the device powered on, do not disconnect the power
2. Press the reset button and hold (use a paper-clip)
3. Keep the button pressed about 10 seconds
4. Release the button
The VDI-604 will then automatically reboot itself.
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Getting Started

Installation Location
The VDI-604 can be positioned at any convenient place in your office or
house. No special wiring or cooling requirements are needed. However,
you should comply with the following guidelines:

»= Place the VDI-604 on a flat horizontal plane.

= Keep away from any heating devices.

» Do not place in a dusty or wet environment.

The recommended operational specifications of the VDI-604 are:

Temperature 32°F ~ 131°F

Humidity 5% ~ 90%
In addition, remember to turn off the power, remove the power cord from
the outlet, and keep your hands dry when you install the hardware.

Network Settings
To use the VDI-604 correctly, you have to properly configure the network
settings of your computers. The default IP address of the VDI-604 is
192.168.0.1, and the default subnet mask is 255.255.255.0. These
addresses can be changed as needed, but the default values are used in
this manual. If the TCP/IP environment of your computer has not yet been
configured, you can refer to Configuring Your PCs to Connect to the
VDI-604 to configure it.
For example:

1. Configure your computer IP as 192.168.0.3, subnet mask as

255.255.255.0 and gateway as 192.168.0.1
Or more conveniently

2. Configure your computers to obtain TCP/IP settings automatically
from the DHCP server feature of the VDI-604
Since the IP address of the VDI-604 is 192.168.0.1, the IP address of
your computer must be 192.168.0.X (where “X” is a humber between 2
and 254.) Each computer on your network must have a different IP
address within that range. The default gateway must be 192.168.0.1 (the
IP address of the VDI-604).
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Configuring the VDI-604

The VDI-604 provides an embedded Web-based management utility
making it operating system independent. You can configure your VDI-604
through the Netscape Communicator or Internet Explorer browser in MS
Windows, Macintosh, Linux or UNIX based platforms. All that is needed is
a web browser such as Internet Explorer or Netscape Navigator version 4
and higher with Java Script enabled.

Start-up and Log in

Activate your web browser and type in the IP address of the VDI-604 into
the Location (for Netscape) or Address (for IE) field and press “Enter.”
The default IP address of the VDI-604 is 192.168.0.1

A DI-604 - Microsoft Internet Explorer,
For example: http://192.168.0.1 Fle Edt Yiew Favortes Tooks  Help

After the connection is established, the = s \ﬂ E‘ [l | g ceareh
logon screen will pop up. To log in as  addess|  httpyrisz.168.0.1

an administrator, enter the username of

“admin” and the password of “password” . Click the OK button. If the
password is correct, the web-management interface will appear.
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Using the Configuration Menu

Setup Wizard

The Setup Wizard page is the first page that appears when logging into
the web-based management interface. The Setup Wizard is a utility used
to quickly configure the VDI-604. It will guide you through four quick and
basic steps to help you connect to your lhigh speed Internet access . You
will be connected to your ISP (Internet Service Provider) and have
Internet access within minutes.

DI-604
Ethernet Broadband Router

% ' 07 - Advanced  Tools Status Help
Wizard The DI604 is an Ethernet Broadband Router ideal for home networking and small
busi networking. The setup wizard will guide you to configure the DI-604 to

connect to your ISP {Internet Service Provider). The DI604’s easy setup will allow

T WAN you to have Internet access within minutes. Please follow the setup wizard step
by step to configure the DI04,
e
LAN

™ bHce (4]
Help

WAN
WAN is short for Wide Area Network. The WAN settings can be referred

to as the Public settings. All IP information in the WAN settings are public
IP addresses which are accessible on the Internet.

The WAN settings consist of three options: Dynamic IP Address, Static
IP Address, and PPPoE. Select the appropriate option and fill in the
information needed to connect to your ISP.
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HOME > WAN > DYNAMIC IP Address

DI-604
Ethernet Broadband Router

7 O Advanced  Tools Status Help |

Please select the appropriate option to connect to your ISP,

& Dynaric IP Address Choose this option to obtain an IP address automatically from
your ISP, (For most Cable modem users)

WAN  Static IP Address Chaoose this option to set static IP information provided to you
by your ISP.
" PPPoE Choose this option if your ISP uses PPPoE. (For most DSL
T users)
LAN

Dynamic IP

e T Host MNarne |DIB04 {optional)
MAC Address oo _Joa .feF [FF .[FC -J03  (optional)

Clone MAC Address
9 90O

Apply Cancel Help

Choose Dynamic IP Address to obtain IP address information
automatically from your ISP. Select this option if your ISP does not give
you any IP numbers to use.

Host Name: The Host Name field is optional but may be required by
some ISPs. The host name is the device name of the Broadband Router.

MAC Address: The default MAC address is set to the WAN's physical
interface MAC address on the Broadband Router. You can use the "Clone
MAC Address" button to copy the MAC address of the Ethernet Card
installed by your ISP and replace the WAN MAC address with this MAC
address. It is not recommended that you change the default MAC address
unless required by your ISP.
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HOME > WAN > Static IP Address

DI-604
Ethernet Broadband Router

0T - Advanced  Tools Status Help

N Settings

Please select the appropriate option to connect to your ISP

© Dynaric IP Address Choose this option to obtain an IP address
automatically from your ISP.{For most Cable modem
users)
WAN @& Static IP Address Choose this option to set static IP information
provided to you by your ISP.
O PPPoE Choose this option if your ISP uses PPPoE.(For most
f LAN DSL users)
;
!W IP Address (assigned by your ISP)
Subnet Mask

ISP Gateway Address
Prirmary DNS Address
Secondary DNS Address {optional)
9 90

Apply Cancel Help

Choose Static IP Address if all WAN IP information is provided to you by
your ISP. You will need to enter in the IP address, subnet mask, gateway
address, and DNS address(es) provided to you by your ISP. Each IP
address entered in the fields must be in the appropriate IP form, which are
four IP octets separated by a dot (x.x.x.x). The Router will not accept the
IP address if it is not in this format.

IP Address: Public IP address provided by your ISP.
Subnet Mask: Subnet mask provided by your ISP.

ISP Gateway Address: Public IP address of your ISP that you are
connecting to.

Primary DNS Address: Primary DNS (Domain Name Server) IP provided
by your ISP

Secondary DNS Address: optional
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HOME > WAN > PPPOE

- .
Burlding Networks for People !
Ethernet Broadband Router
% [P Advanced  Tools Status Help & Please be
Seflings sure to
Please select the appropriate option to connect to your ISP,
—
© Dynamic IP Address Choose this option to obtain an IP address automatically remove any
frorn your ISP. (For most Cable modem users) eX|St|ng
© Static IP Address Choose this option to set static IP infarmation provided to -
WAN you by your ISP. PPPoE Client
@ PPPOE Choose this option if your ISP uses PPPoE. (For most
’ DSL users Software
installed on
@ Dynamic PPPoE ¢ Static PPPoE
User Name your
Passward sssssssssssssssssasssasss ComputerS
Retype Password ssssassassassnastasssases
Senice Name (optional)
IP Address 0.0.00
Prirnary DNS Address 0.0.0.0
Secondary DNS Address 0000 (optional)
Maxirmurn Idie Time 0 Minutes
MTU 1492
Auto-reconnect @ Enabled © Disabled

Apply Cancel Help

Choose PPPoE (Point to Point Protocol over Ethernet) if you're ISP uses PPPoE
connection. Your ISP will provide you with a username and password. . Select
Dynamic PPPoOE to obtain an IP address automatically for your PPPOE
connection. Select Static PPPoOE to use a static IP address for your PPPoE
connection.

Dynamic PPPoE: PPPoE connection where you will receive an IP
address automatically from your ISP

Static PPPoE: PPPoE connection where you have an assigned (static) IP
address

User Name: Your PPPoOE username provided by your ISP

Password: Your PPPoE password provided by your ISP

Retype Password: Re-enter PPPoE password

Service Name: Enter the service name provided by your ISP. (optional)

IP Address: This option is only available for Static PPPoE. Enter in the
static IP address for the PPPoOE connection.

Primary DNS Address: Primary DNS IP provided by your ISP
Secondary DNS Address: optional
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Maximum Idle Time: The amount of time of inactivity before
disconnecting your PPPoOE session. Enter a Maximum Idle Time (in
minutes) to define a maximum period of time for which the Internet
connection is maintained during inactivity. If the connection is inactive for
longer than the defined Maximum Idle Time, then the connection will be
dropped. Either set this to zero or enable Auto-reconnect to disable this
feature.

MTU: MTU stands for Maximum Transmission Unit. For PPPoOE
connections, you may need to change the MTU settings in order to work
correctly with your ISP.

Auto-Reconnect: If enabled, the Broadband Router will automatically
connect to your ISP after your system is restarted or if the connection is
dropped.
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HOME > LAN

.
D-Link DI-604
Ethernet Broadband Router
% Home Advanced Tools Status Help
LAN Settings
The IP address of the D604,
IIliEHHIII I
IP Address 192.168.01
Je—— Subnet Mask |255.255.255.D
WAN
Local Domain Mame | {(optional)
2 OO
Apply Cancel Help
DHCP

LAN is short for Local Area Network. This is considered your internal
network. These are the IP settings of the LAN interface for the VDI-604.
These settings may be referred to as Private settings. You may change
the LAN IP address if needed. The LAN IP address is private to your
internal network and cannot be seen on the Internet.

IP Address: The IP address of the LAN interface. The default IP address
is 192.168.0.1.

Subnet Mask: The subnet mask of the LAN interface. The default subnet
mask is 255.255.255.0.

Local Domain Name: This field is optional. Enter in the your local domain
name.
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HOME > DHCP

DI-604
Ethernet Broadband Router

Home Advanced Tools Status Help

The DI-604 can be setup as a DHCP server to distribute 1P addresses to the LAN
network.

DHCP Server & Enabled ¢ Disabled
Starting IP Address 192 168 .0. W
Ending IP Address 192 1680 198
Lease Time |1 Haour 'l

9 90

Apply Cancel Help

Host Mame [P Address MAC Address Euxpired Tirme

unknown 192.168.0.103  08-00-46-4B-F2-36 Feb/05/2106 23:32:34
unknown 192.168.0.102  00-00-E2-6D-54A-F2 Feb/05/2106 23:32:34
unknown 192.168.0.101  00-30-36-0F-43-DF Feb/05/2106 23:32:34
unknown 192.168.0.100  00-00-E2-4F-C4-F3 Feb/05/2106 23:32:34

DHCP stands for Dynamic Host Configuration Protocol. The VDI-604 has
a built-in DHCP server. The DHCP Server will automatically assign an IP
address to the computers on the LAN/private network. Be sure to set your
computers to be DHCP clients by setting their TCP/IP settings to “Obtain
an IP Address Automatically.” When you turn your computers on, they will
automatically load the proper TCP/IP settings provided by the VDI-604.
The DHCP Server will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You must specify the
starting and ending address of the IP address pool.

Starting IP Address: The starting IP address for the DHCP server’s IP

assignment.
Ending IP Address: The ending IP address for the DHCP server's IP

assignment.
Lease Time: The length of time for the IP lease.
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ADVANCED > VIRTUAL SERVER

Ethernet Broadband Router
% ' -Im Advanced Tools Status Help
YWirtual Server is used to allow Intermet users access to LARN services.
Virtual Server
I  Enabled © Disabled
Narme | _Clear |
P
Private lP l—
Pratocol Type ITCP 'l
f Filters Private Part I
Public Port I
ST
Schedule 0 Always
; € From time |00 x| |00 =] |AaM =] to]00 =] : J00 =] [AM =]
T daylSun 'ltngun 'I
9 9O
irtual Servers List Apply Cancel Help
Marne Private [P Protocol Schedule
[T Wirtual Server FTP 0.0.00 TCP 21721 always Ei)
[T Wirtual Server HTTP 0.0.00 TCF 80/30 always B
[T Wirtual Server HTTPS 0.0.00 TCF 4434443 always B
[T Wirtual Server DNS 0.0.00 UDP 53/53 always i)
[T Wirtual Server SMTP 0.0.00 TCP 25/25 always B
[T Wirtual Server POP3 0.0.00 TCP 110410 always B
[T Wirtual Server Telnet 0.0.00 TCP 23/23 always Ei7)
T IPSec 0.0.00 UDP 5004500 always B
[~ PPTP 0.0.00 TCP 17231723 always i)

The VDI-604 can be configured as a virtual server so that remote users
accessing Web or FTP services via the public IP address can be
automatically redirected to local servers in the LAN network.

The VDI-604 firewall feature filters out unrecognized packets to protect
your LAN network so all computers networked with the VDI-604 are
invisible to the outside world. If you wish, you can make some of the LAN
computers accessible from the Internet by enabling Virtual Server.
Depending on the requested service, the VDI-604 redirects the external
service request to the appropriate server within the LAN network.

The VDI-604 is also capable of port-redirection meaning incoming traffic
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to a particular port may be redirected to a different port on the server
computer.

Each virtual service that is created will be listed at the bottom of the
screen in the Virtual Servers List. There are already pre-defined virtual
services already in the table. You may use them by enabling them and
assigning the server IP to use that particular virtual service.

Name: The name referencing the virtual service.

Private IP: The server computer in the LAN network that will be providing
the virtual services.

Private Port: The port number of the service used by the Private IP
computer.

Protocol Type: The protocol used for the virtual service.

Public Port: The port number on the WAN side that will be used to
access the virtual service.

Schedule: The schedule of time when the virtual service will be enabled.
The schedule may be set to Always, which will allow the particular service
to always be enabled. If it is set to Time, select the time frame for the
service to be enabled. If the system time is outside of the scheduled time,
the service will we disabled.

Example #1:

If you have a Web server that you wanted Internet users to access at all
times, you would need to enable it. Web (HTTP) server is on LAN
computer 192.168.0.25. HTTP uses port 80, TCP.

Name: Web Server
Private IP: 192.168.0.25
Protocol Type: TCP
Private Port: 80

Public Port: 80
Schedule: always
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Virtual Servers List
Marme Prmeate IP Protocol achedule
K “irtual Server HTTP 192.168.0.25 TCP 80480 abways L%

Click on this icon to edit the virtual service.

Example #2:

If you have an FTP server that you wanted Internet users to
access by WAN port 2100 and only during the weekends, you would need
to enable it as such. FTP server is on LAN computer 192.168.0.30. FTP
uses port 21, TCP.

% il Click on this icon to delete the virtual service.

Name: FTP Server

Private IP: 192.168.0.30
Protocol Type: TCP

Private Port; 21
Public Port: 2100

Schedule: From: 01:00AM to 01:00AM, Sat to Sun

All Internet users who want to access this FTP Server must connect to it from
port 2100. This is an example of port redirection and can be useful in cases
where there are many of the same servers on the LAN network.
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ADVANCED > APPLICATIONS

DI-604
Ethernet Broadband Router

[ Home IV IR Tools  Status Help

Special Application is used to run applications that require multiple connections.

Clear |

‘Virtual Server

i’

" Enabled © Disabled

Marre

Applications TriggerPot [ [
Trigger Type ITCP 'l
Filters Public Port |

Fublic Type ITCP 'l
" Firewall . - a \3 o

Apply Cancel Help

[l

MAME Trigger Public

DMZ I~ Battle.net 6112 6112 E}]
I™ Dialpad 7175 51200-51201,51210 [
rICUn 2019 2000-2038,2050-2051,2069,2085,3010-3030  [4fj
™ MSN Gaming Zone 47624 2200-2400,28800-29000 (4%
[~ PC-to-Phene 1205312120,12122,24150-24220 [
™ Quick Time 4 554 6970-6399 [l

Some applications require multiple connections, such as Internet gaming,
video conferencing, Internet telephony and others. These applications
have difficulties working through NAT (Network Address Translation).
Special Applications makes some of these applications work with the
VDI-604. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the "Trigger
Port" field, select the protocol type as TCP or UDP, then enter the public
ports associated with the trigger port to open them for inbound traffic.
The VDI-604 provides some predefined applications in the table on the
bottom of the web page. Select the application you want to use and
enable it.

Note! Only one PC can use each Special Application tunnel.
Trigger Name: This is the name referencing the special application.

Trigger Port: This is the port used to trigger the application. It can be
either a single port or a range of ports.
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Trigger Type: This is the protocol used to trigger the special application.

Public Port: This is the port number on the WAN side that will be used to
access the application. You may define a single port or a range of ports.
You can use a comma to add multiple ports or a hyphen to add port
ranges.

Public Type: This is the protocol used for the special application.
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ADVANCED > FILTERS > IP FILTERS

DI-604
Ethernet Broadband Router
m Advanced 1_'005 Status Help

Filters

Filters are used to allow or deny LAN users from accessing the Internet.

[ViriuotServir & IP Filters ' URL Blocking
 MAC Filters " Domain Blocking

' Applications IP Filters

Use IP Filters to deny LAN IP addresses access to the Internet.

1|5g

Fitters € Enabled © Disabled Clear
P -
T
S — Protocal TypeITCP 'l

DMZ Schedule € Always

= time [01 =] [00 =] [AM =] to [075] - [00 5] [AM ]

day ISun 'l to ISun 'l
9 90O
IP Filter List Apply Cancel Help
IF Range Protocal Schedule
B - TCP 20-21 ahways 4%
B - TCP &0 always B
B * TCP 443 always B
B - UDP 53 always B
B - TCP 25 ahways Ei]
B - TCR 110 always B
B - IChP 8 ahways B
BE - TCP 23 always B

Filters

Filters are used to deny or allow LAN computers from accessing the Internet. The
VDI-604 can be setup to deny internal computers by their IP or MAC addresses.
The VDI-604 can also block users from accessing restricted web sites.

IP Filters

Use IP Filters to deny LAN IP addresses from accessing the Internet. You can
deny specific port numbers or all ports for the specific IP address.

IP: The IP address of the LAN computer that will be denied access to the

Internet.

Port: The single port or port range that will be denied access to the Internet.

Schedule: This is the schedule of time when the IP Filter will be enabled.
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ADVANCED > FILTERS > MAC FILTERS

DI-604
ernet Broadband Router

BT Advanced BETS Status____ Help

Filters

Filters are used to allow or deny LAN users from accessing the Internet.

[VirtuolServier ' IP Filters ' URL Blocking

& MAC Filters = Dornain Blocking
PR MAC Filters

Use MAC Filters to deny LAN computers access to the Internet by their MAC Address.

& Disabled MAC Filters
' Only allow MAC address listed below to access Internet from LAN
© Only deny MAC address listed below to access Internet from LAN

Namel M
DMZ macaddess| [ [ [ [ [

DHCF ClientIunknown,DB-DD-46-4B-F2-98 j Clane |

" Firewall

L]

9 9O

MAC Filter List Apply Cancel Help
Marre MAC Address

Use MAC Filters to allow or deny LAN computers by their MAC
addresses from accessing the Internet. You can either manually add a
MAC address or select the MAC address from the list of clients that are
currently connected to the Broadband Router.
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ADVANCED > FILTERS > URL BLOCKING

DI-604
Ethernet Broadband Router

BT Advanced Tools Status " Help

Filters
Filters are used to allow or deny LAM users from accessing the Internet.

[VIroIServes © IP Filters & URL Blacking
 MAC Filters " Domain Blocking

2

Applications URL Blocking
Block those URLs which contain keywords listed below.

Filters " Enabled ' Disabled

Add

Delete |

e T
Firewall

DMZ

9 ©0

Apply Cancel Help

URL Blocking is used to deny LAN computers from accessing specific
web sites by its URL. A URL is a specially formatted text string that
defines a location on the Internet. If any part of the URL contains the
blocked word, the site will not be accessible and the web page will not
display.
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ADVANCED > FILTERS > DOMAIN BLOCKING

D-Link

Building Networks for People

[ Home VT VIR Tools  Status Help

Filters
Filters are used to allow or deny LAM users from accessing the Internet.

PYIFSHOLSer vy © IP Filters € URL Blacking
 MAC Filters & Domain Blocking

-

AR Doemain Blocking
& Digabled
Filters  Allow users to access all web sites except "Blocked Domains”
' Deny users to access all web sites except "Permitted Domains"

¥ Fgin e Permitted Domains
i |
Firewall
[ Delete |
Blocked Domains
Add

Delete

i

9 90O

Apply Cancel Help

Domain Blocking is used to allow or deny LAN computers from
accessing specific domains on the Internet. Domain blocking will deny all
requests to a specific domain such as http and ftp. It can also allow
computers to access specific sites and deny all other sites.
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ADVANCED > FILTERS > FIREWALL

DI-604
Ethernet Broadband Router

[ Home LTI ER Tools Status Help

Firewall Rules can be used to allow or deny traffic from passing through the DI-G04.
f
' Enabled ' Disabled
Mame I Clear |
T )
Actian © Allow € Deny
Interface IP Range Start IP Range End  Protocol Port Range
— Source |* jl |
— Destination |* jl | |TCP jl I
Schedule 7 Always
Firewall € From time [01 =] - [00 2] [AM 2] to |01 =] - [00 ] | AM ]
daylSun 'ltngun 'l
Tomz 9 OO0
DMZ 8
Firewall Rules List Apply Cancel Help
Action Mame Source Destination Protocal
[ Deny Default = LAN® P @
7 Allow Diefault LAN & (Lo )

Firewall Rules is an advance feature used to deny or allow traffic from
passing through the Broadband Router. It works in the same way as IP
Filters with additional settings. You can create more detailed access rules
for the VDI-604. When virtual services are created and enabled, it will
also display in Firewall Rules. Firewall Rules contains all network firewall
rules pertaining to IP (Internet Protocol).

In the Firewall Rules List at the bottom of the screen, the priorities of the
rules are from top (the highest priority) to the bottom (the lowest priority.)

Note: The VDI-604 MAC Address filtering rules have
precedence over the Firewall Rules.

-28-



ADVANCED > DMZ

DI-604
Ethernet Broadband Router

[ Home ICTCLVER Tools Status Help

DMZ
DMZ (Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Internet.

*Virtual Server
" Enabled & Disabled

IP Address 192 165 . 0. ID

Applications

' Filters a 8 o

Apply Cancel Help

" Firewall

a1}

If you have a client PC that cannot run Internet applications properly from
behind the VDI-604, then you can set the client up to unrestricted Internet
access. It allows a computer to be exposed to the Internet. This feature is
useful for gaming purposes. Enter the IP address of the internal computer
that will be the DMZ host. Adding a client to the DMZ (Demilitarized Zone)
may expose your local network to a variety of security risks, so only use
this option as a last resort.
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TOOLS > ADMIN

DI-604
Ethernet Broadband Router

A Status____Help |

-

Administrators can chénge their login password.

Admin

Administratar (The Login Mame is "admin")

MNew Password |essssssssssssss

|
samn

Time

Confirrn Password |essssssssssssss

User (The Login narme is "user")
* System

MNew Password (essssssssssssss

Confirrm Password |essssssssssssss
" Firmware

' Enabled @ Disabled

" Misc. IP Address [+
Port [8080 =]

EHE

ver

9 90O

Apply Cancel Help

Admin

At this page, the VDI-604 administrator can change the system password.
There are two accounts that can access the Broadband Router’s
Web-Management interface. They are admin and user. Admin has
read/write access while user has read-only access. User can only view
the settings but cannot make any changes.

Remote Management

Remote Management allows the VDI-604 to be configured from the
Internet by a web browser. A username and password is still required to
access the Web-Management interface. In general, only a member of
your network can browse the built-in web pages to perform “Administrator”
tasks. This feature enables you to perform “Administrator” tasks from the
remote (Internet) host.

IP Address: Internet IP address of the computer that has access to the
Broadband Router. If the IP address is set to * (star). This allows any
Internet IP address to access the Broadband Router. It is not
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recommended that you set the IP address to * (star), because this
allows any Internet IP address to access the Broadband Router,
which could result in a loss of security for your network. If you elect
to enable Remote Management, enter the IP Address of your remote
location.

Port: The port number used to access the Broadband Router. (Select
from the pull-down menu.)

Example: http://x.x.x.x:8080  where x.x.x.x is the WAN IP address of
the Broadband Router and 8080 is the port used for the
Web-Management interface.
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TOOLS > TIME

DI-604
Ethernet Broadband Router
Q B Home Advanced Tools m
Time
Set the DIE04 system time.
Local Tirme Julf1B/2002 10:33:19
Time Zone | (GMT-08:00) Pacitic Time (US & Canads) =

Default NTP Serverl (optional)
- Set the Time Yearlznﬂzj MothIJU| j Dayle
Hourlmj Minute |33j Second |19j SetTime |

Time
—_—
" System
e

s " Enabled  Disabled
e & Stan|Janj|D1jEnd|Jan j|01j

I

ver

Time

The system time is the time used by the VDI-604 for scheduling services.
You can manually set the time or connect to a NTP (Network Time
Protocol) server. If an NTP server is set, you will only need to set the time
zone. If you manually set the time, you may also set Daylight Saving
dates and the system time will

Automatically adjust on those dates.
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TOOLS > SYSTEM

D-Link DI-604
Ethernet Broadband Router

Home  Advanced Tools m
System Settings

Save Settings To Local Hard Drive
Save

Load Settings From Local Hard Drive

I Browse... |
Load |

' Firmware
Restore To Factory Default Settings

Festare |

B

Help

System Settings

The current system settings can be saved as a file onto the local hard
drive. The saved file or any other saved setting file can be loaded back on
the Broadband Router. To reload a system settings file, click on Browse to
browse the local hard drive and locate the system file to be used. You
may also reset the Broadband Router back to factory settings by clicking
on Restore.
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TOOLS > MISC

DI-604
Ethernet Broadband Router

s Home __ Advancedille "M Status __ Help |
il
Ping Test
Ping Test is used to send "Ping" Packets to test if a computer is on the Internet.
e
Host Mame or IP -
address ml
fr——
- fhosturk Device
Reboots the DI-G04.
—
Block WAN Ping
YWhen you "Block WAN Ping", you are causing the public WAN [P address on the DI-G04
to not respond to ping commands. Pinging public WAN IP addresses is a common
1 method used by hackers to test whether your WAN P address is valid.
Misc
Discard PING fram WAN side ¢ Enabled @ Disabled
ll vCr
VPN Pass-THrough
Allows VPN connections to work through the DI-G04.
PFTF ' Enabled @ Disabled
IPSec " Enabled * Disabled

9 90O

Apply Cancel Help

Miscellaneous Items
These are additional tools and features of the Broadband Router.

Ping Test

This useful diagnostic utility can be used to check if a computer is on the
Internet. It sends ping packets and listens for replies from the specific
host.

Restart Device
If for any reason the Broadband Router is not responding correctly, you
may want to restart the Broadband Router.

Block WAN Ping

When you “Block WAN Ping”, you are causing the public WAN IP address

on the Broadband Router to not respond to ping commands. Pinging
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public WAN IP addresses is a common method used by hackers to test
whether your WAN IP address is valid.

Discard PING from WAN side: By enabling this option, the VDI-604 will
not reply to ping (ICMP) request packets from the Internet.

VPN Pass-Through

The Broadband Router supports VPN (Virtual Private Network)
pass-through for both PPTP (Point-to-Point Tunneling Protocol) and
IPSec (IP Security). Once VPN pass-through is enabled, there is no need
to open up virtual services. Multiple VPN connections can be made
through the Broadband Router. This is useful when you have many VPN
clients on the LAN network.
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TOOLS > VCT

DI-604
Ethernet Broadband Router

LN Status— Help |

Ports Link Status
| me

P WAN =
' System

LAN1

Connected tare Info |
Connected tare Info |

—_— _ -
TUEE AW |E Disconnected Mare nfo_|
ans TN L Disconnected Mare Info_|

LAN3 M Connected Mare Info |
]
vCT1

ORPR+)

Refresh Clear Help

Virtual Cable Tester (VCT) is an advanced feature that integrates a LAN
cable tester on every Ethernet port on the router. Through the graphical
user interface (GUI), VCT can be used to remotely diagnose and report
cable faults such as opens, shorts, swaps, and impedance mismatch. The
VCT feature significantly reduces service calls and returns by allowing
users to easily troubleshoot their cable connections.

Ports — The Ethernet port names associated to the physical ports.

Link Status — The current link status of the Ethernet cable connected to
the respective Ethernet port.

More Info — Click on More Info for detailed information about the cable
link status.

Refresh — Click on Refresh to run the VCT test. Allow the router a few
seconds to complete the test.

-36-



DNS 10.10.10.41 10.10.10.45 192.152.81.1

o

Help

This page displays the current information for the Broadband Router. It
will display the WAN, LAN, and MAC address information.

If your WAN connection is set up for Dynamic IP address, there will be a
Release button and Renew button. Use Release to disconnect from your
ISP and use Renew to connect to your ISP.

If your WAN connection is set up for PPPoOE, there will be a Connect
button and Disconnect button. Use Disconnect to drop the PPPoE
connection and use Connect to establish the PPPoE connection.
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AN
MAC Address 00-40-05-B2-D5-54

Connection PPPGE Disconnected | Sonnedt ][ Disconnect
IP Address 0.0.0.0
Subnet Mask 255000

Default Gateway 0.0.0.0
DHS

This page allows you to observe the VDI-604’s working status:

WAN
e |IP Address: WAN/Public IP Address
e Subnet Mask: WAN/Public Subnet Mask
e Gateway: WAN/Public Gateway IP Address
e Domain Name Server: WAN/Public DNS IP Address
e Wan Status: WAN Connection Status

e |P Address: LAN/Private IP Address of the VDI-604
e Subnet Mask: LAN/Private Subnet Mask of the VDI-604

Firmware version: Displays the current firmware version

WAN MAC Address: Displays the WAN port MAC/hardware address
LAN MAC Address: Displays the LAN port MAC/hardware address
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STATUS > LOG

DI-604
Ethernet Broadband Router

Home Advanced Tools Status m

T features.
Device Info

\;’iew I_uog .displays the activities occurring on the DFB04. Click on Log Settings for advance

First Page Last Page Presvious | Nextl Clear | Log Settings | Help
Log
Tirne Message Source Destination Mote
— Apr29/2002 15:45:51 DHCP Request success 10.80.1.105
' Stats Apr29/2002 15:45:51 DHCP Request 10.80.1.105

Apr29/2002 15:45:51 DHCP Discover
Apr29/2002 15:45:47  System started
Apr29/2002 15:45:47  DHCP Discover

Log

The Broadband Router keeps a running log of events and activities
occurring on the Router. If the device is rebooted, the logs are
automatically cleared. You may save the log files under Log Setting.

First Page - The first page of the log.

Last Page - The last page of the log.

Previous - Moves back one log page.

Next - Moves forward one log page.

Clear - Clears the logs completely.

Log Settings - Brings up the page to configure the logs.

Log Settings

Not only does the Broadband Router display the logs of activities and
events, it can be setup to send these logs to another location. The logs
can be sent via email to an email account.

SMTP Server - The address of the SMTP server that will be used to send the
logs.

Send to - The email address the logs will be sent to. Click on Email Log Now to
send the email.
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STATUS > STATS

DI-604
ernet Broadband Router

Home Advanced Toos Status m

Traffic Statistics

Traffic Statistics display Receive and Transmit packets passing through the DI-E04.

—_—
Fefresh | Resetl c
Log
Stats

Help
! Receive Transmit
WAN 1077 Packets 36 Packets

LAN 447 Packets 572 Packets

Traffic Statistics
The Broadband Router keeps statistic of traffic that passes through it. You
are able to view the amount of packets that passes through the Router on
both the WAN port and the LAN port. The traffic counter will reset if the
device is rebooted.
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Troubleshooting

If you do not wish to set the static IP address on your PC, you will need
to configure your PC to request an IP address from the gateway.

Click the Start button, select Settings, and select Control Panel.
Double-click the Network icon.

In the configuration tab, select the TCP/IP protocol line that has been
associated with your network card/adapter. If there is no TCP/IP line listed,
you will need to install TCP/IP now.

Metwork 2| x|

Canfiguration | Identificatinnl Access Eontroll

The following network, components are installed:

4 Microsoft Metwork Monitor Driver -» DialJp Adapter ;I
T4 Microsaft Metwork Maonitor Driver -» PCI 104100 Fast Ethe

4~ TCPAP -» DiallUp Adapter

¥ TCPAP -» PCI 104100 Fast Ethemet Adapter

R T

Prirnary Metwark Logan:
Client for Microzoft Metwarks j

File and Frint Sharing. .. |

Degcription

TCRAP iz the protocol you uge to connect to the Intemet and
wide-area networks.

ar. I Cancel

Click the Properties button.
Choose the IP ADDRESS tab. Select Obtain an IP automatically.
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TCP/IP Properties K E3

Bindings | Advanced | Meis |
DMS Configuration | Gateway I WINS Configuration P Addiess

An P address can be automatically aszigned to this computer.
If your network. does not automatically assign IP addresses, ask
your network administrator for an address, and then type it in
the space below.

ﬁ & {ibtain an P address automaticall

£~ Specify an IP address:

.

‘ ()8 i ’ Cancel |

A 4
——

After clicking OK, windows might ask you to restart the PC. Click Yes.

There are two tools which are great for finding out a computer’s IP
configuration: MAC address and default gateway.

WINIPCFG (for Windows 95/98)

Inside the windows 95/98 Start button, select Run and type winipcfg. In
the example below this computer has an IP address of 192.168.0.100 and
the default gateway is 192.168.0.1. The default gateway should be the

network device IP address. The MAC address in windows 95/98 is called
the Adapter Address.

NOTE: You can also type winipcfg in the DOS command prompt.
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IP Configuration !. -

Ethernet Adapter [nfarmation

Adapter dddress 00-90-CC-A2-FE-04
IF dddress 192.168.0100
Subret Mask. 2FR 7R 28R )
Default Gateway 1321680 1

QO Fieleaze Fenew

Releaze &l Renew &l More lnfo > »

IPCONFIG (for Windows 2000/NT/XP)

At the command prompt type IPCONFIG and press Enter. Your PC IP
information will be displayed as shown below.

GesPipoonfig

Uindows 2088 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHE Suffix . = -

IP Address : 192.168.0.186

Subnet o : 2CC JCL 2L .G
Default Gatewar : 192 168.8.1

Ethernet adapter Local Area Connection

Media State . . . . . . . . . - . & Cable Disconnected
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Assigning a Static IP Address

Note: Residential Gateways/Broadband Routers will automatically assign
IP Addresses to the computers on the network, using DHCP (Dynamic
Host Configuration Protocol) technology. If you are using a DHCP-capable
Gateway/Router you will not need to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to
assign a Static IP Address, please follow these instructions:

3 E-' Control Panel
Go to START @ Tour Windows %P
i [ Prinkers and F
Double-click on ‘g I ) Prinkers and Fazes
Paink
Control Panel _
@) Help and Support
s | Files and Settings Transfer o
’ iizand 4 Seatch
All Programs D 7= Run...

@| Log ©Fff |6| Turn OFf Computer

B Control Panel

File Edit \Wiew Favorites Tools  Help

o S RN: ] /'-7\’ Search (7 Folders | [T73] -

Address [} Contral Panel

s Accessibility Options
u" Control Panel & = Add Hardware

;:’;Add or Remove Programs
B switchta Category View J8 Administrative Tools
—# Date and Time

See Also

£ Windows Update
(7]} Help and Support

Double-click on
Network
Connections

~yPrinters and Faxes
Q Regional and Language Options
=)

8 User Accounts

Connects ko other computers, networks, and the Internet.

T
15 Start B Contral Panel
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* Network Gonnections

File Edit “iew Favorites Tools Advanced  Help

@Eack - \_') t!; /.__\‘ Search uj‘ Falders v

fiddress | & Nebwark Connections

Right-click on Local Area m—— Nf::D,High,speedlnter/

ConneCtlonS. BCreate:ﬁnew W
conneckion Disable
Q Set up a home or small Status
office network. Repair

@ Disable this network
dewice EBridge Connections
R Repair this connection
Eﬂ Rename this connection
Double-click Properties © view stas of hs Renare
connection

Change settings of this
connection

Create Shortout

Other Places

@ Control Panel B
& My Network Places

(53 My Documents

§ My Computer

Details

—
14 Start

ocal Area Connection 7 Properties

Highlight Internet Protocol General | Advanced

(TC P/I P) Connect using:

| ES  D-Link DWL-4850 |

Thiz connection uzes the following tems:

g Cliet for Microgoft Metwarks
Q File: and Printer Sharing for Microgg
.Q (o5 Packet 5chedule

Click Properties

Install... Unirztall ‘ ,

[rezcription

Transmizzion Control Protocol/ntemet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[ Shaw icom in notification area when connected

Ok ] [ Cancel
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Select Use the following IP address in the Internet Protocol (TCP/IP)
Properties window.

Input your IP address and subnet mask. (The IP Addresses on your
network must be within the same range. For example, if one computer
has an IP Address of 192.168.0.2, the other computers should have IP
Addresses that are sequential, like 192.168.0.3 and 192.168.0.4. The
subnet mask must be the same for all the computers on the network.)
Input your DNS server addresses.

The DNS server information will be provided by your ISP (Internet Service
Provider.)

Internet Protocol (TCPAP) Properties

General

“'ou can get IP settings azzigned automatically if your netwark, suppaorts
thiz capability. Othenaize, pou need to azk pour network, administratar for
the appropriate [P sethings.

~ (") Obtain an |P address automatically
(%) Uze the following IP address:

P address: 192 168 0 . 2

Subret mazk: 205 28R 285 0

Default gateway: 192.. 168 .. O..

~
A

(%) Use the following DMS server addresses:

Preferred DMNS zerver: 192 168 .. 0. |

Alternate DS zerver:

Ok Cancel

Click OK

You have completed the assignment of a Static IP Address. (You do not
need to assign a Static IP Address if you have a DHCP-capable
Gateway/Router.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about
networking computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Nebtwork Setup Wizard

Welcome to the Network Setup
% Wizard

Thiz wizard will help pou zet up thiz computer to mwn an wour
nebwark. Wwith a network yow can:

Share an Internet connection

Set up Internet Connection Fireveall
Share filez and folders

Share a printer

LI A

To continue, click Mext.

L Newt > )
= > Cancel

When this screen appears, Click Next.
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Networking Basics
Please follow all the instructions in this window:

Network Setup Wizand
Before you continue....

Before pou continue, review th

Then, complete the following steps:

+ Install the network cards, modems, and cables.

+ Tum on all computers. printers, and external modems.
+ Connect to the Intemet

When pou click Mext, the wizard will search for a shared Intemet connection on your netwark,

P T e,
[ <§acl(” Mext > ]D Cancel
—

Click Next

In the following window, select the best description of your computer. If
your computer connects to the Internet through a gateway/router, select
the second option as shown.

Network Setup Wizand
Select a connection method.

Select the statement that best desciibes this computer;

() This computer connects directly to the Internet. The other computers on my network. connect
ta the Internet through this computer.

Wiew an example.

5 computer connects to the Intermet through anather computer on my netwark. or through
ential aatemay,
View an example.

() Other

@

Learm more about home o small office netwark configurations.

L —
[ < Back [ Mewt > D Cancel
_——

Click Next
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Networking Basics

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard

Computer description:

Give this computer a description and name.

———

The curent computer name iz

Leam mare about computer names and desoriptions.

Mary's Computer

Examples: Family Foom Computer or Monica's Computer

Examples: FAMILY or MONICA
Office

< Back Mext » Cancel

Click Next

Enter a Workgroup name.

All computers on your network should have

the same Workgroup name.

Network Setup Wizard

Mame your network.

Mame your network, by specifying a workgroup name below. All computers on vour network,

should have th%korkgmufname.
Workgroup name: ALCounting

Examples: HOME or OFFICE

< Back Mest » Cancel

Click Next
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Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interrupted.

Settings:
Metwork, zettings: ~
Computer description: Mary's Computer
Computer name: Office
Workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer have been
shared.
v

To apply these settings, click Mext.

[ < Back t Mest » D[ Cancel

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Flease wait while the wizard configures this computer for home or small office networking. Thiz
process may take a few minutes.
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Networking Basics

In the window below, select the best option. In this example, Create a
Network Setup Disk has been selected. You will run this disk on each
of the computers on your network. Click Next.

Network Setup Wizard

You're almost done._.

= You need to run the Metwork Setup \Wizard once on each of the computers on your
\y network. To run the wizard on computers that are not rnning *Windows ¥P, you can use
the ‘Windows =P CD or a Metwork Setup Dizk.
‘what do pou want to da?

@

(O Use the Netwark Setup Disk | already have

() Uge my Windows P CD

(O Just finish the wizard; | don't need to run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard

Ingert the dizk you want to use.

Inzert a dizk the into the following dizk dive, and then click Mext.
3% Floppy [&:]

If you want to format the disk, click Format Disk.

Format the disk if you wish, and click Next.
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Networking Basics

Please wait while the Network Setup Wizard copies the files.

Copying... El

L~ L/

Please wait while the wizard copies Files, ..

[ ) Cancel

Please read the information under Here’'s how in the screen below.
After you complete the Network Setup Wizard you will use the Network
Setup Disk to run the Network Setup Wizard once on each of the
computers on your network. To continue click Next.

Network: Setup Wizard
To run the wizard with the Network Setup Disk...

= 4 Complete the wizard and restart thiz computer. Then, uze the Metwork Setup Disk ta n
\l) the Metwork Setup Wizard once on each of the other computers on your netwark.

Here's how:
1. Inzert the Netwark Setup Digk inta the next computer you want to netwark,

2. Open My Computer and then open the Network Setup Disk.
3. Double-click "netsetup."
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Networking Basics

Please read the information on this screen, then click Finish to complete
the Network Setup Wizard.

Network Setup Wizand

Completing the Network Setup

Wizard

ou have successfully set up this computer for home or small
office networking.

Far help with home or small office nebworking, see the
following topics in Help and Support Center:

+ Using the Shared Documents folder
+ Shanng fles and folders

To zee other computers on your network, click Start, and then
click ty Metwork, Places.

Ta cloge this wizard, click Finish,

<Back | _Frish_] 1)

The new settings will take effect when you restart the computer. Click
Yes to restart the computer.

System Settings Change |£|
P You must restark your computer before the new settings will take effect,
-

=

Do wou wank to restart your computer nove?

7

. i ]

b, ) =

You have completed configuring this computer. Next, you will need to
run the Network Setup Disk on all the other computers on your network.
After running the Network Setup Disk on all your computers, your new
wireless network will be ready to use.
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Networking Basics

Naming your Computer

To name your computer, please follow these directions:

In Windows XP:

e Click Start (in the
lower left corner of
the screen)

¢ Right-click on My
Computer

e Select Properties
and click

e Select the
Computer Name
Tab in the
System
Properties
window.

You may enter a
Computer
description if you
wish, this field is
optional.

To rename the
computer and join a
domain,

e Click Change

2l Internet —_] My Documents
Inkernet Explorer
3
@™ E-mail <) My Recent Documents »

2l Dutlook Express

Command Prampt
\’J TMSM Explorer

:)‘ My Pictures

j My Music

E My Computer

= Open
‘J My Network  Explore
@ ‘Windows Media Player | sgarch...

G? Control Panel  Manage

Map Metwork Drive. ..
e Connect To
]

Disconneck Mebwork Drive.
::."ﬂ; Printers andF Show on Deskkop
Rename

I
@ Windows Movie Maker
@ Tour Windows 5P

j" Files and Settings Transfer

tifizard 9) Help and 5

System Properties

System Restore Automatic Updates Remote

Advanced

Hardware

- Windows uzes the following information to identify wour computer
E‘f on the network,

Computer description:

For example: "Kitchen Computer” or "Many's
Computer'.

Full computer name:  Office

W arkgroup: Accounting

To uze the Metwork |dentification WWizard to join a

3 " Hetwork, ID
domain and create a local uzer account, click Metwark,

T rename this computer of join & domain, click Changs,
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Networking Basics
Naming your Computer

¢ In this window, enter
the Computer
name.

Select Workgroup
and enter the name
of the Workgroup.

All computers on
your network must
have the same
Workgroup name.

Click OK

Computer, Name Changes

*f'ou can change the name and the membership of thiz
computer. Changes may affect access to network resources.

Computer name: /

Office

Full computer name:
Office

More...

Member of

(O Domain:

() Workgroup:
Accounting

o TD o

Checking the IP Address in Windows XP/2000

Go to Start

fﬁ Accessories
D-Link Air

I D-Link DSL Family
Games

I Morton Antivirus
I:@ Skartup

@) winzip

m Acrobat Readsr 5.0
4 Internet Explorer
w8 MM Explorer

[) Outlook Express
- Remote Assistance
e ‘windows Media Player
3 Windows Messenger

+ v v v v ¥ B2

> All Programs > Accessories > Command Prompt

) Commurications
I_@ System Taools
) Address Book
]

o Command Prompt

Accessibility

Entertainment

- v w -

Calculator

;.__m,', Motepad

Y Paint

©) Program Compatibilty Wizard
£ Synchronize

&) Tour windows P

I3 Windaws Explorer

@ ‘windows Movie Maker

‘4 starl

B o
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Networking Basics
Checking the IP Address in Windows XP/2000

Type Command

Run @@

~ Type the name of a pragram, Folder, document, or
Inkernet resource, and Windows will open it For vou,

Open: v

= O N
1’ Cancel H Browse. ..
—

Click OK

Checking the IP Address in Windows XP/2000

Type ipconfig /all at the prompt. Click Enter. All the configuration
settings are displayed as shown below.

ommand Prompt

F:“Documents and Settings“lab4ipconfig ~all
Windows IP Configuration

Host Mame
Primary Dns Suffix
Mode Type
IP Routing Enabled
WINS Proxy Enabled

Ethernet adapter Wireless Metwork Connection:

Connection—specific DHNS Suffix . =
Description = D-Link AirPlus DWL-650+ Wireless Cardbus Adapter

Physical Address. . . . . . . . . = BB-B6-25-53-85-31

Dhcp Enabled : Ho

IP Address. . . . . . . . - . . . = 192.168.8.23

Subnet Mask : 255.255.255.8

Default Gateway : 192.168.8.1

DHS Servers : 10.10.18.48
192.152.81.1

F:~Documents and Settings>lah4>
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Networking Basics
Checking the IP Address in Windows XP/2000

Type ipconfig /renew at the prompt to get a new IP Address. Click
Enter. The new IP Address is shown below.

o commendprompt e

Microsoft Windows XP [Uersion 5.1.26881
CC» Copyright 1985-2801 Microsoft Corp.

F:“Documents and Settingsslab4>ipconfig srenew_

Adapter
Physzical Address
Dhcp Enabled.
IPF Address=s. .
Subnet Mask .

28—36—25—53—85—31
o

192.168.8.23
255.255.255.8
172.168.8.1
18.18.16.48
192.152.81 .1

Default Gatewa; :
DME Servers . .

(Windows 98/ME users: go to Start > Run. Type Command. Type
winipcfg at the prompt. Click Release and Renew to obtain a new IP
Address.)
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Assigning a Static IP Address

Note: Residential Gateways/Broadband Routers will automatically
assign IP Addresses to the computers on the network, using DHCP
(Dynamic Host Configuration Protocol) technology. If you are using
a DHCP-capable Gateway/Router you will not need to assign Static
IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to
assign a Static IP Address, please follow these instructions:

' : -E' Control Panel

° Go to Start @ Tour Windows xP gy

1 |:£ Printers and Faxes
. Double-click on ‘H Paint

} Help and Support
Control Panel y | Files and Settings Transfer t‘_‘))
- Wizard S
all Programs D =) Run...

ﬁ| Lag Cff |6| Turn OFF Computer
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Networking Basics
Assigning a Static IP Address

e Double-click on
Network Connections

¢ Right-click on Local
Area Connections.

e Double-click
Properties

-59-

B Control Panel

File Edit Wiew Favorites Tools  Help

'\_) Barck -J l} p Search [E:‘ Folders v

Address [} Cortrol Panel

5. Accessibiliby Options

dd Hardware
Add ar Remove Programs
3 Adrministrative Toals

B’. Control Panel &3

G» Switch to Category Yiew

See Also

& Windows Update
!)) Help and Support

‘& Game Controllers |,

j’Internet Options /

~aPrinters and Faxes
9 Regional and Language Options
Scanners and Cameras

% Network Connections

File Edit ‘iew Favorites Tools Advanced Help

Q- Q- F POsearen [roters | [

Address | & Network Connections
A Name
LAN or High-Speed Inter

Network Tasks

Create anew

onnection Disable
Set: Up & home or smal Status
office network, Repair

@ Disable this network
device Bridgs Connections
R Repair this connection
Create Shorteut
i Rename this connection
& View status of this
connection
Change settings of this
connection

Delete

Rename

Other Places

@ Control Panel b |
&3 iy Network Places

(L3 My Documents

J My Computer

Details




Networking Basics
Assigning a Static IP Address

-L Local Area Connection, 7 Properties

Highlight Internet
Protocol(TCP/IP)

Click Properties

Select Use the
following IP address
in the Internet
Protocol (TCP/IP)
Properties window

General | sdvanced

21X

Connect uzing:

H3 [DWL-650+ Wireless Cardbus Adapter

Thiz connection uses the following items:
Igl, Client for Microsoft Netwaorks

@ File and Printer Sharing for Microzoft Metwarks
B o5 Packet Scheduler
g 3y Internet Pratacal [TCP/IF)

Description

Tranzmizsion Control Pratocaol/Intermet Pratocol. The default
wide area network. protocol that provides communication
across diverse interconnected network s

[[] Show izon in natification area when connected

(shown below.)

Input your IP address and
subnet mask. (The IP Addresses
on your network must be within
the same range. For example, if
one computer has an IP Address
of 192.168.0.2, the other
computers should have IP
Addresses that are sequential,
like 192.168.0.3 and 192.168.0.4.
The subnet mask must be the ~,
same for all the computers on the
network.)

Input your DNS server
addresses. (Note: If you are
entering a DNS server, you

Internet Protocol (TCP/IP) Properties

(2][x]

General

You can get IP seftings assigned automatically if wour netwark supports
this capabiliy. Othenwise, you need to ask your network. administiator for
the appropriate [P seftings.

(O Obtain an IP address automatically

A
(%) Uge the following IP address:
IP address: 192.168. 0 . 2
Subnet mask: 255 285 285 0

Default gateway:

v

() Use the following DNS server addresses:
Prefered DNS server . . o

Alternate DNS server:

must enter the IP Address of

the Default Gateway.)

The DNS server information will be provided by your ISP (Internet Service Provider.)
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Networking Basics
Adding and Sharing Printers in Windows XP

After you have run the Network Setup Wizard on all the computers in
your network (please see the Network Setup Wizard section at the
beginning of Networking Basics,) you can use the Add Printer Wizard
to add or share a printer on your network.

Whether you want to add a local printer (a printer connected directly to
one computer,) share an LPR printer (a printer connected to a print
server) or share a network printer (a printer connected to your network
through a Gateway/Router,) use the Add Printer Wizard, you can find the
directions below:

First, make sure that you have run the Network Setup Wizard on all
of the computers on your network.

We will show you 3 ways to use the Add Printer Wizard
1. Adding a local printer
2. Sharing an network printer

3. Sharing an LPR printer

Adding a local printer

(A printer connected directly to a computer)

A printer that is not shared on the network and is connected directly to
one computer is called a local printer. If you do not need to share your

printer on a network, follow these directions to add the printer to one
computer.
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Networking Basics
Adding a local printer

e (o to Start> @

Printers and
Faxes

E

Windows Movie Maker

Tour Windows XP

Files and Settings Transfer @ Help and Support
Wiizard —

Maokepad

All Programs D

@| Log Off |6| Turn Off Computer

¢ Click on Add a printer

Printer Tasks

s

&5 Set up fazion
Skart the Add Prinker Wizard, which helps vou install a printer.

See Also

L?] Troubleshaoat printing
@) Get help with printing

Other Places

[Z Control Parel
% Scanners and Cameras
EI My Documents

i)ty Pictures
§ My Computer

Details




Networking Basics
Adding a local printer

e Click Next

e Select Local printer
attached to this
computer

o (Deselect
Automatically detect
and install my Plug
and Play printer if it
has been selected.)

e Click Next

e Select Use the
following port:

e From the pull-down
menu select the
correct port for your
printer

(Most computers use the

LPT1: port, as shown in
the illustration.)

e Click Next

'% (%) Local printer attached ta this computer

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps you install a printer or make printer
connections.

L} It you have a Plug and Play printer that connects
I I) through & USE port [or any other hot pluggable
port, such as [EEE 13594, infrared. and 0 on). vou
do not need to uge this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
into wour computer or paint the printer toward wour
computer's infrared port, and tum the printer on.
Windows will automatically install the printer for you,

To continue, click Mext.

Cancel

Add Printer, Wizard

Local or Network Printer
The wizard needs to knaw which type of printer to set up,

Select the option that describes the printer you want to use:

() & network prirter, or a printsr attached to snother computer

O Ta set up a network. printer that is not attached to a print server,
‘_12 usze the "Local printer aption.

TR G

Add Printer Wizarnd
Select a Printer Port
Computers communicate with printers through poits. v

Select the port you want your printer to use. I the part is not listed, you can create a
hew port.

— (%) Use the fallowing part: 71 nended Printer Port]

Mote: Most computers use the LPT1: port ko communicate with a lacal printer.
The connector for this port should laok something ke this:

'

() Create a new part

< Back Mext > Cancel
N —
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Networking Basics
Adding a local printer

e Select and highlight the
correct driver for your
printer.

e Click Next

(If the correct driver is not
displayed, insert the CD or
floppy disk that came with
your printer and click Have
Disk.)

¢ At this screen, you can
change the name of the
printer (optional.)

e Select Yes, to print a
test page. A
successful printing will
confirm that you have
chosen the correct
driver.

e Click Next

Add Printer, Wizard

Install Printer Software

The manufacturer and model determine which printer software to use, :

Select the manufacturer and model of your printer. If yaur printer came with an installation
‘\‘ﬁ disk, click Have Disk. [ your printer is not listed, conzult pour printer documentation for
compatible printer software.

I anufacturer A | Printers ~

Fuitsu SFHP Desklet 400

EEIE:E"C A}' HF Desklet 400 [Monochrome)

e = HP DeskJet 420

H‘P w = - v
3* Thiz driver iz digitally signed. [ Wwindows Update ] [ Have Disk.... ]

Tell me why drivier signing is impartant

S
[ < Back ﬂl Next » D[ Cancel ]

Add Printer Wizard

Name ‘Your Printer

You must assighn a name ta this printer. :

Type a name for thiz printer. Because some programs do not support printer and server
name combinations of mare than 31 characters, it is best to keep the name as short as
possible,

Printer name:

N
[ < Back (” Hext » D[ Cancel ]

Add Printer Wizard

Print Test Page O
To confirm that the printer is installed properly, you can print a test page. w

Do pou want ko print a test page?
Oes
OMNg

PN
< Back ( Nexl)) Cancel
==
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Networking Basics
Adding a local printer

This screen gives you information about your printer.
Add Printer Wizard

Completing the Add Printer
Wizard

“r'ou have successfully completed the Add Printer wizard.
“r'ou gpecified the following printer settings:

Mame: HF DeskJet 500
Share name:  <Maot Shared:
Port: LPT1:

tadel: HF DeskJet 500
Drefault: Yes

Testpage:  es

To cloze thiz wizard, click Finish.

F _Eancel

Click Finish

When the test page has printed,

HP DeskJlet 500

A test page iz now being sent ta the printer. Depending on the
speed of vour printer, it may take a minuke or bwo before the page
iz printed.

The test page briefly demonstrates the printer's ability ta print
qraphicz and text, and it provides techhical infarmation about the
priviker driver.

[ the test page printed, chck OF.
If the tezt page did nat print, click Troubleshont,

[ Troublezhont. .
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Networking Basics
Adding a local printer

. Go to Start> Printers
and Faxes

A successful installation
will display the printer icon
as shown at right.

You have successfully
added a local printer.

Printer Tasks

[Z] Add a printer
5] See what's printing

Select printing
preferences

Q‘ Pause printing

Q Share this printer
®ij Rename this printer
> Delete this printer
Q" Set prinker properties

See Also

Go ko manufacturer's
Weh site

Other Places

g.- Cantrol Panel
'_:b Scanners and Cameras
(£} My Documents

ﬁg My Pickures
Q Iy Computer
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Sharing a network printer

After you have run the Network Setup Wizard on all the computers on
your network, you can run the Add Printer Wizard on all the computers
on your network. Please follow these directions to use the Add Printer
Wizard to share a printer on your network:

@ windows Movie Maker E’ Control Panel K

; & Printers and Faxes
f ind =
° GO tO Start> @Tour ‘windows XP
Prl nter an d Faxes 3} Files and Settings Transfer 9) Help and Suppart

‘Wizard i
/'._) Search
g Motepad
=7 Run...

All Programs D

ﬁ| Log Off |6| Turn OFf Computer

4 start

-67-



Networking Basics
Sharing a network printer

Printer Tasks

e Click on
Add a Printer B @D

Set up Faxina
]Start the Add Printer wizard, which helps vou install a prinker., L

Add Printer, Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz you inztall a printer or make printer
cohnections.

e Click Next

through a USE port [or any ather hot pluggable
port, such as |[EEE 1394, infrared, and so on), vou
do not need to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
into your computer or point the printer toward pour
computer's infrared port, and turn the printer on.
Windows will automatically install the printer for pou.

i() If you have a Plug and Play printer that connects

To continue, click Next.

Cancel

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to et up.

e Select Network
Printer

Select the option that describes the printer you want to use:

() Local printer attached bo this computer

e Click Next

_’® A nebwork printer, or a printer attached to another computer

L] To set up a netwark. printer that iz nat attached to a print server,
‘-ll) uze the "Local printer'" option.

< Back < Mext > ) Cancel
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Networking Basics
Sharing a network printer

e Select Browse for a
printer

e Click Next

e Select the printer you
would like to share.

e Click Next

e Click Finish

Add Printer Wizard

Specify a Printer
If you dor't know the name or address of the printer, you can search for a printer
that meets your needs

‘Wihat printer do pou want to connect ta?
—Pei

(©) Connect to this printer [or to browse for & printer, select this option and click Next):

Name:
Example: Whaerverprinter
(O Connect to a printer on the Internet or on a home or office netwark:
URL

Example: hitp:/¢server/printers/myprinter/. printer

< Back I MNext > ;Eance\
-

= A

Add Printer Wizard

Browse for Printer
When the list of printers appears, select the ane you want to use

Printer: | \WQCAHF DeskJet 500

Shared printers:
S Microsoft Windaows Network
@ DLIMK
=, oc2
ac3

Prirter information

Comment:

Status: Ready Diocuments waiting o

Add Printer Wizard

Completing the Add Printer
@ Wizard

You have successtully completed the Add Printer \Wizard,
“fou specified the following printer settings:

Narne: HF DeskJet 500 on 10C3
Deefault Yes
Locatior:

Comment:

To clase this wizard, click Finish.
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Networking Basics

Sharing a network printer

To check for proper installation:

e (o to Start>
Printers and Faxes

The printer icon will appear
at right, indicating proper
installation.

You have completed
adding the printer.

To share this printer on
your network:

¢ Remember the
printer name

e Run the Add Printer
Wizard on all the
computers on your
network.

¢ Make sure you have
already run the
Network Setup
Wizard on all the
network computers.

After you run the Add
Printer Wizard on all the
computers in the
network, you can share
the printer.

@ Windows Movie Maker
@ Tour Windows xP

;| Files and Settings Transfer
‘Wizard

@ Mokepad

All Programs b

‘ /4 start

Printer Tasks

@ Add a prinker
L2l See what's printing

Select printing
preferences

FPause printing

Al
=

{2 Share this prinker
Em Rename this prinker
¥ Delete this printer
Q" Set prinker propetties

See Also

Go ko manufackurer's
‘eb site

Other Places

[ Control Paned

% Scanners and Cameras
B My Documents

@ My Pictures

4 My Computer

15 Start
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Networking Basics
Sharing an LPR printer

To share an LPR

printer (using a print server,) you will need a Print

Server such as the DP-101P+. Please make sure that you have run the
Network Setup Wizard on all the computers on your network. To share
an LPR printer, please follow these directions:

e Go to Start>
Printers
and Faxes

e Click on
Add a Printer

The screen to the
right will display.

e Click Next

e Select
Local printer...

e Click Next

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
cofhections.

- IF you have a Plug and Play printer that connects

1 through a USE port [or any other hot pluggable
port, such az IEEE 1334, infrared. and so on). you
do not need to use this wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
into wour computer of point the printer toward your
computer's infrared port, and turn the: printer on.
windows will autoratically install the printer for pou,

To continue, click Mest.

Cancel

Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you wart to uge:

[ &utomatically detect and install my Plug and Play prinker

() A network. printer, or a printer attached to another computer

- To et up a network, printer that iz not attached to a print server,
\y uze the "Local printer'" option.

"
Com )
N
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Sharing an LPR printer

e Select Create a new port
e From the pull-down menu,

select Standard TCP/IP
Port, as shown.

e Click Next

¢ Please read the

instructions on this screen.

e Click Next

e Enter the Printer IP
Address and the Port
Name, as shown.

e Click Next

Add Printer Wizard

Select a Printer Port

Computers communicate with printers thiough parts. i:

Selact the port you want your printer ta use. | the portis not listed, you can creats a
new port

) Use the falowing part:

@!_reale anew port

Type of port

Standard TCP/IP Port

< Back Mext > Cancel

Add Standard TCP/IP Printer Port Wizard

Welcome to the Add Standard
TCP/IP Printer Port Wizard

Yiou use this wizard to add a port for a netwark printer.
Before contining be sure that

1. The device is tuned on.
2. The netwark iz connected and configured.

To continue, click Mext.

Add Standard TCPZIP Printer Port Wizard
Add Port
For which device do you want to add a part? =

Enter the Printer Name or IP address. and & port name for the desied device,

Printer Name or |P Address 192170.0.20

Eort Name: IP_1592170.0.20

R
=)
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Networking Basics

Sharing an LPR printer

e In this screen,
select Custom.

e Click Settings

——» (&) Custom

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknown type. Be sure that:
1. The device iz properly configured.
2. The addrezz on the previous page is comect.

Either comrect the address and perform another search on the network by returning to the
previous wizard page or select the device type if you are sure the address is comrect.

Device Type
() Standard

< Back H Mest » l[ Cancel ]

e Enter the Port
Name and the
Printer Name or
IP Address.

e Select LPR

e Enter a Queue
Name (if your
Print-Server/
Gateway has
more than one
port, you will
need a Queue
name.)

e Click OK

Configure Standard| TCP/IP Port Monitor,

Port Settings
——PPort M ame: IP_192170.0.20
—PPrirter Mame or IP Address: 192170.0.20
Protocal
O Baw —»{%) LFR
Faw Settings

LPR Settings
— Queus Hame: Ip

[CJLPFR Byte Counting Enabled

] SMMP Status Enabled

F. Cancel

-73-



Networking Basics
Sharing an LPR printer

e This screen will
show you information
about your printer.

e Click Finish

e Select the printer you
are adding from the
list of Printers.

¢ Insert the printer driver
disk that came with
your printer.

¢ Click Have Disk

If the printer driver is already
installed,

¢ Select Keep existing
driver

e Click Next

Add Standard TCP/IP Printer, Port Wizard E|

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a pott with the following characteristics.

SHMP: Mo

Frotocal LPR. Ip

Device: 192.170.0.20
PortMame:  IP_192170.0.20
Adapter Type:

To complete this wizard, click Finish,

TN ) I
=

Add Printer Wizard

Install Printer Software s O
The manufacturer and madel determing which printer software to use. t:-’

1\ Select the manufacturer and madel of your printer. If your printer came with an installation
[ ﬁ disk, click Hawe Disk. If wour printer is not listed, consult your printer documentation far

compatible printer software.

Manufacturer la] Frinters b
Fuiitsu S HP Desklet 400
GEC 5 HP Desklet 400 (Monachrome)

Gieneric HP Diesklet 420

Gestetner
HP

w

[ This diver s digitaly signed [ windows Update | [QHave Disk )
Tellme why diiver sianing is important

[ <Back ][ Mews | [ Caneel |

Add Printer Wizard

Use Existing Driver

A driver is already installed for this printer. You can use or replace the existing & :
driver.

HF Desklet 500

Do you want to keep the existing diver or use the new one?

) Replace existing driver

oo )
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Sharing an LPR printer

i You Can rename your Mame Your Printer

prlnter lf you Choose. “You must assign a name to this printer @
It is optional.

Type a name for this printer. Because some programs do hat suppart printer and server
name combinations of more than 31 characters, it is best to keep the name ag short as
possible.

Please remember the name of
your printer.  You will need
this information when you use
the Add Printer Wizard on the
other computers on your
network.

e Click Next T

Brinter name:

Add|Printer Wizard

[ ] SE|eCt YeS y to prlnt a P'intToT:os;h':r:ttht the printer is installed properly, you can print 3 test page. Qg
test page.
Do you want ko print a test page?
O
OHa
e Click Next
[ <Eackql Next > D[ Cancel
This screen will display
information about your Add Beinter Wizard

printer. . E\ﬂ;ﬂaelgting the Add Printer
e Click Finish to

“fou have successfully completed the Add Printer ‘wizard.
CO m p I ete th e “You specified the following printer settings:
addition of the

printer.

Narne: HP DeskJet 500
Share name:  <Mot Shareds
Fart: IP_152170.0.20
todel HF DeskJet 500
Default Yes

Testpage:  Yes

e Please run the Add
Printer Wizard on
all the computers
on your network in
order to share the Note: You must run the Network Setup Wizard on

printer. all the computers on your network before you run the
-75- Add Printer Wizard.

To close this wizard, click Finish,




Other Tasks

For help with other tasks in home or small office networking, see Using
the Shared Documents folder and Sharing files and folders in the Help
and Support Center in Microsoft Windows XP.
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Technical Specifications

Standards
e |EEE 802.3 10Base-T Ethernet
e |EEE 802.3u 100Base-TX Fast Ethernet
e |EEE 802.3 Nway Auto-Negotiation
VPN Pass Through / Multi-Sessions
e PPTP
e L2TP
e |PSec
Device Management
Web-Based — requires at least Microsoft Internet Explorer v5 or later,
Netscape Navigator v4 or later, or other Java-enabled browsers.
Media Access Control
CMSA/CA with ACK
LEDS
e Power
e WAN
e Local Network — 10/100
Operating Temperature
32*F to 131*F (0*C to 55*C)
Humidity
95% maximum (non-condensing)

Power Input
External power Supply
DC 5V, 2.0A

Safety & Emissions
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e FCC
o UL
Dimensions
e L =5.6in(142mm)
o W =4.3in (109mm)
e H=1.2in(31mm)
Weight
0.44 Ibs (200g)
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Warranty

Warranty Statement

Limited Warranty

(USA Only)

Subject to the terms and conditions set forth herein, GTE.Net LLC d/b/a Verizon Internet
Solutions and Verizon Internet Services Inc. (collectively “Verizon Online”) provide this
Limited Warranty for the products you are obtaining through Verizon Online
(“Product(s)”). This Limited Warranty is provided only to the person or entity
(“Customer”) that originally purchased the Product(s) from:

*Verizon Online and for

e Products purchased and delivered within the fifty states of the United States and the
District of Columbia Limited Warranty: Verizon Online warrants that the hardware portion
of the Product(s) will be free from material defects in workmanship and materials from
the date of original retail purchase of the Product(s) through Verizon Online for the
period of one year (“Warranty Period”), except as otherwise stated herein. Verizon
Online’s sole obligation shall be to repair or replace the defective hardware during the
Warranty Period at no charge to Customer or to refund the price at Verizon Online’s sole
discretion.  Such repair or replacement will be provided by Verizon Online. The
replacement hardware provided by Verizon Online may not be new or have an identical
make, model or part. Verizon Online may in its sole discretion replace the defective
hardware (or any part thereof) with any reconditioned

product that Verizon Online reasonably determines is substantially equivalent (or
superior) in all material respects to defective hardware. Repaired or replacement

hardware will be warranted for the remainder of the original Warranty Period from the
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date of original purchase from Verizon Online.

If a material defect is incapable of correction or if Verizon Online determines in its sole
discretion that it is not practical to repair or replace the defective hardware, the price paid
by Customer for the defective hardware will be refunded by Verizon Online upon return
to Verizon Online of the defective hardware. All hardware (or part thereof) that is
replaced by Verizon Online, or for which the purchase price is refunded, shall become
the property of Verizon Online upon replacement or refund. Limited Software Warranty:
Verizon Online passes on to Customer the warranty of the Licensor that the software
portion of the Product (“Software”) will substantially conform to the Licensor’s then
current functional specifications for the Software, as set forth in the applicable
documentation, from the date of Customer’s purchase of the Software for a period of
ninety (90) days (“Software Warranty”) DIRECTLY OR INDIRECTLY, TO THE LIMITED
WARRANTY. Except as otherwise required by law, including New York laws relating to
consumer transactions, any cause of action or claim Customer may have with respect to
the Product must be commenced within one (1) year after the claim or cause of action
arises or such claim or cause of action is barred. Some states do not allow exclusion or
limitation of incidental or consequential damages or limitations on how long an implied
warrant lasts, so the foregoing limitations and exclusions may not apply. This Limited
Warranty provides specific legal rights and the product owner may also have other rights
which vary from state to state.

Copyright Statement: No part of this publication or document accompanying this Product
may

be reproduced in any form, by any means or used to make any derivative such as
translation,

transformation or adaptation without permission from Verizon Online, as stipulated by the
United States Copyright Act of 1976. Contents are subject to change without prior notice.
Copyright © 2004 by Verizon. All rights reserved. CE Mark Warning: This is a Class B
product. In a domestic environment, this Product may cause radio interference, in which

case the user may be required to take adequate measures. FCC Statement: This
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Product has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This Product
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communication. However, there is no guarantee that interference will not occur in a
particular installation. If this Product does cause harmful interference to radio or
television reception, which can be determined by turning the Product off and on, the
Customer is encouraged to try to correct the interference by one or more of the following
measures:

* Reorient or relocate the receiving antenna.

« Increase the separation between the Product and receiver.

» Connect the Product into an outlet on a circuit different from that to which the receiver
is connected.

« Consult Verizon Online or an experienced radio/TV technician for help.

e Return Product shall be packaged and shipped to Verizon Teleproducts, 400
Brandywine Parkway, West Chester, PA 19380. The Customer is responsible for taking
the package to a UPS Ground or a common carrier, selected by Verizon Online, with
shipping charges prepaid.

What Is Not Covered: This Limited Warranty provided by Verizon Online does not cover:
Products, which in Verizon Online’s sole discretion, have been subjected to abuse,
accident, alternation, modification, tampering, negligence, misuse, faulty installation, lack
of reasonable care, repair of service in any way that is not contemplated in the
documentation for the Product or if the model or serial number has been altered,
tampered with, defaced or removed; Initial installation, installation and removal of the
Product for repair and shipping cost; Operational adjustments covered in the operating
manual for the Product and normal maintenance; Damage that occurs in shipment, due
to an act of God, failures due to power surge and cosmetic damage; Any hardware,

software, firmware or other products or services provided by anyone other than Verizon
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Online; Products that have been purchased from other than Verizon Online; Repair by
any party other than Verizon Online or as directed by Verizon Online will void this Limited
Warranty. Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW,
VERIZON ONLINE IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE, STRICT
LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF
THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER
DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT
LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR
PROFIT, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, FAILURE
OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH THE PRODUCT IS
CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED
ON OR INTEGRATED WITH ANY PRODUCT RETURNED TO VERIZON ONLINE FOR
WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT RELATING
TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED
WARRANTY, EVEN IF VERIZON ONLINE HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING
LIMITED WARRANTY IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE
OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF VERIZON ONLINE
UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE
PRODUCT COVERED BY THE WARRANTY.

THE FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE
EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of New
York,

without reference to its principles or conflicts of laws. CUSTOMER AND VERIZON
ONLINE CONSENT TO THE EXCLUSIVE PERSONAL JURISDICTION OF AND
VENUE IN A COURT LOCATED IN NEW YORK COUNTY, NEW YORK, FOR ANY

SUITS OR CAUSES OF ACTION CONNECTED IN ANY WAY, Period”), provided that
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the Software is properly installed on approved hardware and operated as contemplated
in its documentation. Verizon Online further passes on to Customer the warranty of the
Licensor that, during the Software Warranty Period, the magnetic media on which the
Licensor delivers the Software will be free of physical defects. The Licensor’s sole
obligation shall be to replace the non-conforming Software (or defective media) with
software that substantially conforms to the Licensor’s functional specifications for the
Software or to refund the purchase price for the Software at Verizon Online’s sole
discretion. The replacement Software is provided only to the original Customer and is
subject to the terms and conditions of the license granted by the Licensor for the
Software. Software will be warranted for the Software Warranty Period set forth above
from the date the replacement Software is returned to Customer. If a material
non-conformance is incapable of correction, or if Verizon Online determines in its sole
discretion that it is not practical to replace the non-conforming Software, the price paid
by the Customer for the non-conforming Software will be refunded by Verizon Online;
provided that the non-conforming Software (and all copies thereof) is returned to Verizon
Online. The license granted respecting any Software for which a refund is given
automatically terminates. Non-Applicability of Warranty: The Limited Warranty provided
hereunder for hardware and software Product will not be applied to and does not cover
any Product not purchased directly through and from Verizon Online. Submitting a
Claim: Customer may return the Product to Verizon Online based on its return policy. In
case the return policy period has expired and Product is within the Warranty Period,
Customer shall submit a claim to Verizon Online as outlined below, provided that only
Customer may submit a claim:

» Customer must submit with the Product as part of the claim a written description of the
hardware defect or Software non-conformance in sufficient detail to allow Verizon Online
to confirm the same.

e Customer must obtain a Return Authorization (“RA”) number from Verizon Online and,
if requested, provide written proof of purchase of Product (such as a copy of the dated

purchase invoice of the Product) before the warranty service is provided.
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e Upon Customer’s request, Verizon Online will provide Customer with an RA and
postage-paid

package for the original Product under warranty. No Cash on Delivery (“COD”) returns
are allowed.

« After an RA number is issued, the defective Product must be packaged securely in the
provided packing material, original or other suitable shipping package, to ensure that it
will not be damaged in transit, and the RA number must be prominently marked on the
outside of the package. All accessories and manuals must be included in the shipping

package, such as the power cord and Ethernet cable.
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