XO Communications Services, LLC
13865 Sunrise Valley Dr. Page 50
Herndon, VA 20171

TERMS & CONDITIONS DOCUMENT

Section 23 - Privacy (cont’d)

APPENDIX “B”
Release of Credit Information and Calling Records
A. Definitions

1. Credit Information
A subscriber’s credit information is the information contained in the subscriber’s utility account
record, including but not limited to: account established date, “can-be-reached” number, name of
employer, employer’s address, subscriber’s social security and/or driver’s license number, billing
name, location ofprevious service. Not included in subscriber creditinformation for purposes of
this Section are: nonpublished subscriberinformation, or subscriber’s name, address, and
telephone number as listed in the telephone directory.

2. Calling Records
Calling records are therecords of calls made from a subscriber’s telephone no matter how
recorded and regardless of whether such information appears in the subscriber’s monthly

telephone service bill. Toll records and pen registers are examples of calling records.

B. Release of Subscriber Credit Information and Calling Records

A subscriber’s credit information and/or calling records shall be released by a telephone utility
only under the following circumstances:

1. Upon receiptof a search warrant obtained pursuantto California or federal law; or

2. Upon making a returnto a subpoena or subpoena ducestecum, when in fact authorized by a
state or federal judge to divulge the information or records.

3. Inthe case of civil or administrative subpoenas, upon notifying the subscriber thata
subpoena hasissued and affording that subscriber at least ten days to move to quash the
subpoena;or

4. Upon receiving permission of the subscriber to release the information.
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C. Notificationto the Subscriber

1. Exceptas provided below, the subscriber whose creditinformation or calling recordsare
requested by judicial subpoena or search warrant shall be notified by the utility by telephone
the same day that the subpoena or search warrant is received (only one attempt by telephoneis
necessary.) Telephone notification, whether successful or not, shall be followed by written
notification within twenty-four hours after the receipt of the subpoena or warrant.

2. Both oral and written notification shall state that a judicial subpoena or search warrantwas
received for credit information or calling records for the specified dates and telephones
numbers, and provide the name of the agency making the request.

D. Deferral of Notification

1. Notification to the subscriber will be deferred, and no disclosure made for a period of 90 days
if thereis a certification for nondisclosure in the body of a subpoena or search warrant. The
certification for nondisclosure must contain a statement that there is probable cause to believe
notification to the subscriber would impede the investigation ofan offense pursuantto which
the subpoena orwarrant was issued. Upon making return to the courtto a subpoena, the
telephone utility shall request instruction from the court whether it should notify the subscriber
of its receipt of the subpoena before divulging the information or records requested.

2. The 90-day period can be extended for successive 90-day periods upon a new written
certification in each instance thatthereis probable cause to believe notification to the
subscriber would impeded the investigation ofan offense pursuanttowhich the subpoenaor
warrantwas issued.

3. Successive new written certifications shall be made by the individual who procured the
issuance of the subpoena or warrantor, if that person is unavailable, be another member of
the authorized agency who also certifies that he or she has been assigned to handle the matter
for which the creditinformation or calling records has been obtained.
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D. Deferral of Notification, (cont’d)

4. Within five working days of the expiration of any outstanding certification, or any renewal of
such certification, the deferred notification shall be given in writing to the subscriber in
accordance with (C) above.

E. Exceptionto Procedure for Release or Credit and Calling Records

1. The procedure set forth above does not apply where the requesteris a collection agency

working for the utility on the subscriber’s account oris an independent telephone company or
Bell Company.

F. Retention of Records

1. Records of request for credit information and calling records, otherthan from a utility’s
employees, shall be retained for a period of at least one year from the date on which the
subscriber is notified in writing of the request. A copy of the letter of notification which was
sent to the subscriber shall also be retained for a like period of one year.
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